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Chapter 1

Introduction
In the IT industry, software quality assurance is becoming more and more important. A lot of new software testing methods have been introduced by researchers. One of them is log file analysis, a general automatic test result analysis method. In recent years, it has been studied theoretically and practically.  The steam-boiler control specification problem is an internationally studied specification topic. We will introduce one steam-boiler system specified by Abrial. This project involves building up a simulator of the steam-boiler system and testing it using log file analysis.  In this chapter we will introduce log file analysis, the steam-boiler system and give an outline of this project.

1.1 Log file analysis
Software testing is an important step of software development. There are three main tasks for software testing: selecting test cases, running them on the Software Under Test, and evaluating the results. Traditionally there are two methods to evaluate the test results: inspecting them visually to see if they are correct or comparing them automatically to correct results. The first method is  labour-intensive and error-prone, and the second one means that we have to write some code or store a result to go with each test case. Another way to do test result evaluation, which was presented by Andrews [2], is  log file analysis. 

Large software systems often produce log files. The log file sequentially records events such as inputs and outputs, messages sent and received, values of variables, parameters and return values of function calls. The use of log files helps testing by making debugging easier. It allows us to follow the logic of the program, at a high level, without having to run it in debug mode. In addition, log files are used for fault location in production software, regression testing, or for administrative information. 

The practice, in which software engineers diagnose problems of the software by inspecting log files, is referred to as log file analysis. Andrews [2-5] has done research on log file analysis using automatic log file analyzers. The software under test is instrumented to produce a log file of events which have occurred during the execution of the software. The log file is then passed to a log file analyzer program, which checks the log file to see whether it reveals faults in the software. The analyzer gives a summary of the test results. We briefly introduce the major issues related to log file analysis below.

Log File
A log file is a text file which records all relevant information for analysis. At beginning of the program execution, the log file is empty. Then the software under test continuously appends lines to the log file, never deleting or changing any previously‑written text. Each line in the file records a given event. Only the information that is useful in monitoring the software under test and locating faults is written to the log file.

Although the format of a log file is simple, it is too tedious and difficult for humans to inspect the log file for errors. We therefore use a log file analyzer to locate faults automatically.

Log File Analyzer
If there is just one “thread” of information written on a log file, it is easy to write a simple analyzer which essentially checks that the log file conforms to some rule. Normally, a log file has two or more independent threads of information which may be arbitrarily interleaved in the log file. It is a complex task to write a log file analyzer using conventional programming languages. To solve this problem, we view a log file analyzer as many programs working concurrently. The individual programs will match patterns of log file lines and do comparisons. Those programs are relatively simple. The state machine seems most suitable to express this kind of program.    

As Andrews [2] defines it, a log file analyzer consists of a collection of state machines running in parallel on the log file. Each state machine analyzes one thread of information and reports errors if state transitions cannot be taken. A log file machine has a name and consists of a set of states including the initial state and the final states, a set of log files lines which the machine notices, and a transition relation among source states, log file lines and destination states.

A log file machine processes a log file as follows. The machine starts with its initial state and reacts to each line of the log file in sequence. If it notices a line, it makes a transition on that line to a destination state. If no transition is possible, it stays in the same state and reports an error. If a line is not what the machine should notice, the machine skips the line and stays in the same state. At the end of the log file if the machine is not in one of its final states, it  reports an error.

Each machine in an analyzer will notice a set of log file lines. The union of all the sets will cover the whole log file.

Log File Analysis Language
Andrews [2] has developed a simple language called LFAL (Log File Analysis Language) to express state‑based log file analyzers. We summarize the syntax of LFAL as follows:

<analyzer> ::= {<machine‑desc> | <program‑text>}* 

<machine‑desc> ::= machine <term> {; <decl>}* 

<decl> ::= initial_state <term>;

       | <trans‑clause> [, <trans‑clause>]*; 

       | final_state <term>; 

<trans‑clause> ::= from <term>

                | on <term> 

 
                | to <term> 

                         | if <condition> 

                | where <condition> 

                | sending <term> 

<term> ::= <keyword> | <string> | <number> | <var>

        | <keyword>"("<term> [, <term>]*")"

In LFAL an analyzer is composed of infinite number of independent machines. For each machine we specify the machine name, initial and final state, and state-transition relation. State-transition relation is written with clauses which indicate the source, the destination, the trigger log file line and the condition.

Andrews [2] has written an LFAL compiler, called lfalc, which translates an LFAL analyzer into Prolog and then compiles it. GNU Prolog is used to produce the executable analyzer.

Logging Policy, False Negatives and False Positives

When we test a program using log file analysis, we must ensure that the log file contains a complete record of the program run we are concerned with. So a logging policy, which states what kind of information should be logged on the log file and when it should be logged, is absolutely necessary and very important. The logging policy should be developed according to the specification of the software system.

For log file analysis, there are two dangerous issues: false negatives and false positives. It is referred to as false negatives when a log file analyzer rejects a correct log file. A false positive means that a log file analyzer accepts an incorrect log file.     

For false negatives, we need to check whether the analyzer specification is correct, whether the logging policy is correct, or whether the implementation of the logging policy is correct.

A false positive is a more serious problem. It can arise if there are complementary errors in the functional code or logging code of the software under test and in the analyzer.  It is difficult to be caught and guarded against. A thorough document review is helpful for guarding against false positives.

1.2 The steam-boiler system
The steam-boiler control system is an excellent example of a safety-critical system. The Steam-Boiler control system controls the level of water in a steam-boiler, for instance, a steam-boiler which drives a turbine in a power plant. It is important that the control system works correctly because the quantity of water in a steam-boiler has to be neither too high nor too low.  We use the original steam-boiler system specification, written by Jean-Raymond Abrial et al.[1].

The steam boiler specified by Abrial et al. consists of the following units:

· A steam-boiler;

· A water level measurement unit;

· Four pumps;

· Four pump controllers;

· A steam level measurement unit;

· A message transmission system;

· A valve for evacuation of water;

· An operator desk.

The steam-boiler is characterized by the following elements:

· Its total capacity.

· The minimal limit quantity of water.

· The maximal limit quantity of water.

· The minimal normal quantity of water.

· The maximal normal quantity of water.

· The maximum quantity of steam at the exit of the steam-boiler.

· The maximum gradient of increase of the quantity of steam.

· The maximum gradient of decrease of the quantity of steam.

The steam-boiler control system runs cycle by cycle.  For each cycle the execution of the program takes  five seconds and consists of the following actions: reception of messages coming from the physical units, analysis of information which has been received, transmission of messages to the physical units.

The steam-boiler control system runs in one of following modes: initialization mode, normal mode, degraded mode, rescue mode, emergency stop mode. The system starts with initialization mode. When the water quantity is above the minimal normal quantity of water, the program either enters normal mode or degraded mode depending on whether the physical units are operating correctly. When the program runs in normal mode all  physical units work well. If the equipment fails there are two operation modes, rescue mode and degraded mode, depending on whether the water level measurer fails or not. For degraded mode there is physical unit failure for the pumps, the pump controllers or the steam level measurer; for rescue mode the water level measurer fails.  When the program operates in rescue mode, we do not know the water quantity in the steam-boiler. We have to keep track of the maximum and minimum adjusted quantity of water for operation.

The program enters degraded mode from normal mode if any physical unit (except the water level measure unit) fails. The program enters rescue mode from normal mode or degraded if the water level measure unit fails. The program returns to normal mode from degraded mode if all failed physical units are repaired. The program returns to normal mode from rescue mode if the failed water level measure unit is repaired and no other physical unit has failed, or to degraded mode from rescue mode if there are still some other failed physical units.  In the following situations the program will enter emergency stop mode:

· In initialization mode, the steam level is not zero;

· In initialization mode, the water level measurer fails;

· In any mode, the water level reaches either minimal limit or maximal limit;

· In rescue mode, either a pump controller fails or the water level measurer fails.

1.3 The work of this project
We are interested in using log file analysis for testing a safety-critical system, to see if the approach scales up to a larger, more complex set of requirements. The steam-boiler control system is an excellent example of a well specified safety-critical system. So we pick up the steam-boiler control system as our safety-critical system. We do not have a real-world steam-boiler control system which can produce log file for analysis. This project involves three major tasks: building up a simulator of the steam-boiler which is specified by Abrial et al [1], writing a log file analyzer, and testing the simulator using the analyzer. What we will do is basically cycle through the following.

(1),  Build up a simulator for the steam-boiler control system.

For any software development there are four main activities: specification, design, implementation, and test. Our simulator development is the same. We need a specification first. Because the specification problem of the steam-boiler is widely studied around the world, there are a lot of specification documents. Among them the documentation written by Abrial is well accepted. Design and implementation of the simulator is based on that specification.

UML diagrams, such as class diagrams and state transition diagrams, are very helpful for us to understand objects of systems and their relationships, the behaviour of an object etc. So it is useful for our design work. Java is chosen as the implementation language because it is an object-oriented language with a wonderful class library.

(2),  Add logging to the simulator.

The log file analyzer will go through log files. It is  essential that the log file keeps all the information about all aspects of the tested software. We will develop the logging policy according to the specification documentation. For log file analysis we need to decide the format of the log file, what information has to appear in the log file and where it should appear. For the simulator we need to add logging code to produce a log file according to the  logging policy.   

(3),  Write log file analyzer.

A log file produced by the simulator has several independent threads of information which may be arbitrarily interleaved in the log file.  Based on the specification we will design analyzer machines to inspect all the threads of information. It is essential for designing and coding the analyzer machines that we choose a set of states correctly and to understand the state transition relation. There will be one analyzer machine for a thread of information. The log file analyzer consists of all the analyzer machines noticing all the information the log file provides. This analyzer is written in log file analysis language, and is based on a preliminary version written by Andrews and reported on in [5].

(4), Test simulator using log file analysis.

We will design test cases to cover all the requirements. We will run the simulator on the test cases to get log files. After that we will pass the log files to the analyzer. If the analyzer does not accept the log files, we may need to improve the simulator, the analyzer or check the logging policy. That means we need to do another cycle from (1) to (4). If the analyzer accepts log files, that means both simulator and analyzer work well. 

To guard against false positives we go over the specification documentation and enumerate the requirements. Then we link the requirements with the simulator and the analyzer. Because all requirements are covered in our test, we believe there are no false positives in our test.

Chapter 2

Simulation of the steam-boiler system

This chapter will focus on how to simulate the steam-boiler system. We first introduce our idea about building up the simulator. Then we will talk about data files needed for this simulator. We will give a description of all components of the simulator. We also need to  discuss how to simulate physical unit failure and repair. After that we will discuss the logging policy and the log file. Finally we will explain how to compile and run the simulator. 

2.1  Overview

According to the specification written by Abrial [1], we will build up a simulator of the steam-boiler system. The functionality of this simulator is to maintain the water level of the steam-boiler in a desired range. We made two minor modifications to the specifications. One is that the simulator will terminate according to instruction. The other is that we assume that there is no transmission failure in the simulator. These assumptions greatly simplify the simulator and the analyzer without compromising safety too much. Design and implementation of the simulator is based on the specification. The simulator is initialized by an initialization file and is controlled by files.

All the characteristic constants of the steam-boiler system are given in an initialization file named init.dat. The simulator reads init.dat to initialize the whole steam-boiler system. Running of the simulator is controlled by one or two simulator-control files. The simulator-control file contains the instruction  information such as when to terminate the simulator, when to simulate a physical unit failure or when to simulate fixing a broken physical unit.

For designing the simulator of the steam-boiler system, the object-oriented modelling method is the most suitable way. An object is a tangible or conceptual entity which is represented in a particular way. It is a standardized component in the design of a system. It contains attributes, which characterize the object, and operations which show the object behaviours. We view every physical unit of the steam-boiler system as an object. A pump is an object which has attribute pump capacity and has operations open pump, close pump, etc. Also we view the whole system as one object which consists of all the component objects. A UML class diagram describes the types of objects in a system and various kinds of static relationships which exist between them. The basic idea of the state transition diagram is to define a machine that has a number of states (hence the term finite state machine). The machine receives events from the outside world, and each event can cause the machine to transition from one state to another. A state transition diagram is ideal for describing the behaviour of a single object. UML class diagrams and state transition diagrams are very helpful for our design work.

2.2  Data files needed for simulation

There are three data files for simulation: init.dat, init_control.txt and sim_control.txt.

The file init.dat contains following constants for the whole steam-boiler control system:

· The steam-boiler capacity C, in litres;

· The minimal limit quantity M1, in litres;

· The maximal limit quantity of water M2, in litres.

· The minimal normal quantity of water N1, in litres.

· The maximal normal quantity of water N2, in litres.

· The maximum quantity of steam at the exit of the steam-boiler W, in litres/sec.

· The maximum gradient of increase of the quantity of steam U1, in litres/sec/sec.

· The maximum gradient of decrease of the quantity of steam U2, in litres/sec/sec.

· Pump capacity P, in litres,

· Initialization water quantity in the steam-boiler Q, in litres.

All these constants are needed for initializing the steam-boiler and pumps.

The file init.dat is a text file, in which all those data are in a line (10 columns) in the sequence of C M1 M2 N1 N2 W U1 U2 P Q. There may be some comment lines beginning with the character #.

We give an example below:

#This is a sample initilization file

#C
M1
M2
N1
N2
W
U1
U2
P
Q

10000
3000
8000
5000
6000
50
1
1
15
2500

The file init_control.txt is a simulator-control file which controls the simulator when the simulator is in initialization mode. The file sim_control.txt is a simulator-control file which controls the simulator when the simulator is in normal mode, degraded mode or rescue mode. Simulator-control files init_control.txt and sim_control.txt have the following functions:

· To tell the simulator to run for a given number of  cycles;

· To tell the simulator when to terminate;

· To tell the simulator to simulate a physical unit failure.

· To tell the simulator to simulate fixing a broken physical unit.

The simulator-control file is a text file. The format is as below:

· A comment line begins with #;

· A cycle line is of the form “cycle: <n>”, where <n> is an integer. For instance:     cycle: 8  ;

· A terminating line is of the form “shutdown”;

· A line simulating an exceptional situation is of the form “< <key-word> <n> <w>”, where “<“ means pass this line to equipment object, <n> is pump or pump_control number, <w> is the way we simulate a failure. <key-word> is the failure we will simulate. We list the key-words and their meanings below:

key-word


meaning
pump_failure


simulating pump failure

pump_control_failure
simulating pump control failure

steam_failure


simulating steam measurer failure

level_failure


simulating water level measurer failure

We give an example of a sim_control.txt file.

#This is an example of failure and repair simulation 

# < means simulating failure or repair in equipment object.

# The simulator runs 8 cycle

cycle: 8

# Pump 1 changes state spontaneously

< pump_failure 1 (2)

cycle: 6

# Water level is out of the valid static limits.

< level_failure 1

cycle: 4

# Water level measurer is repaired

< level_repaired

cycle: 7

# Pump 1 is repaired

< pump_repaired 1

cycle: 8

# Pump-control 4 changes state spontaneously

< pump_control_failure 4 (2)

cycle: 5

# Water level is incompatible with the dynamics of the system

< level_failure 2

cycle: 4

# Pump-control 4 is repaired

< pump_control_repaired 4 

cycle: 7

# Water level measurer is repaired

< level_repaired

cycle: 7

# Terminate the simulator

shutdown
2.3 Components of the Simulator

We can functionally divide the steam-boiler system into three parts: a steam-boiler, all complementary physical units, and message communication. In addition we need a system administration part to control the whole system. Our simulator contains four components.

1. The system administration

2. The steam-boiler

3. The equipment (all complementary physical units)

4. The message communication

We have a class diagram to show all the classes and relationship in the steam-boiler system in figure 1.

We will discuss each one of these components in greater detail in the following sections.

2.3.1  The system administration

The system administration is in charge of the whole steam-boiler system. It  contains  the three other components of the system. It has been implemented in the “systemControl” class.

The class systemControl has three private members (steamBoiler, equipment, message) and one public member function main. The functionality of the “systemControl” class is to contain the main() function. The systemControl object first reads all constants information from the init.dat file and creates a steamBoiler object, an equipment object and a messageQueues object. Then it runs depending on the instructions from the simulator-control file. If we do not simulate physical unit failure, the simulator runs normally cycle by cycle. In each cycle, the equipment reads the messages from the steamBoiler through messageQueues, takes action according to the messages and sends messages back to the steamBoiler through messageQueues; then the steamBoiler reads the messages from the equipment through messageQueues, responds these messages and sends messages back to the equipment through messageQueues. In the initialization stage, if it is needed to simulate physical unit failure, the simulator is controlled by the file init_control.txt. In all other stages, the simulator is controlled by the control file - sim_control.txt. Physical unit failure and repair simulation instructions are passed to the equipment object.

2.3.2 The steam-boiler

The steam-boiler is acting as the steam-boiler control program. It communicates with the equipment and does its control computing. The steam-boiler has been implemented in the “steamBoiler” class. The functions of “steamBoiler” class are listed as below:

(1)  To create a steam-boiler

An object of class steamBoiler is constructed by the constructor method. All its attributes have to be given. For this, we need the constants which are obtained from the init.dat file (See chapter 1.2). When we create a steam-boiler, we initialize all the physical units to work well.

(2)  To read messages from the equipment message queue

When the simulator is running, during every cycle the steamBoiler will receive messages from the equipment.  The steamBoiler will definitely receive these four messages each cycle:

5. pump_state(n, b) for each pump number n;

6. pump_control_state(n, b) for each pump controller number n;

7. level(q);

8. steam(v);

And the following messages may be received under certain circumstances:

· steam_boiler_waiting;

· physical_units_ready;

· pump_repaired(n) for some pump number n;

· pump_control_repaired(n) for some pump controller number n;

· level_repaired;

· steam_repaired;

· pump_failure_acknowledgement(n) for some pump number n;

· pump_control_failure_acknowledgement(n) for some pump controller number n;

· level_failure_acknowledgement;

· steam_outcome_failure_acknowledgement;

Once a message is read it is deleted from the equipment message queue.

(3)  To analyze information which has been received and detect physical unit failure;

Based on messages from the equipment, the steamBoiler realizes states of all physical units and detects physical unit failure. For physical unit failure detection logic, please see chapter 2.4.

We define boolean failure variables for pumps, pump_controllers, level_measurer, and steam_measurer. If a physical unit failure is detected, its value is set as true. Otherwise it’s false. If all those boolean failure variables are false, that means there is no physical unit failure. If a broken physical unit is repaired, its boolean failure variable value changes from true to false.

(4)  To run one of the five operation modes: Initialization mode, Normal mode, Degraded mode, Rescue mode, Emergency stop mode. 

To decide the program running mode we need the following information:

· water level;

· pump failure status;

· pump controller failure status;

· water level measurer failure status;

· steam level measurer failure status.

All that information is coming from the equipment.

From the specification we can draw a state transition diagram for the operation mode (Figure  2). It is very helpful for our implementation.

(5)  To write messages to the steamBoiler message queue;

According to the steam-boiler control program logic and the information about the whole steam-boiler system, the steamBoiler object produces control commands (like open pump or close pump), warning messages (like level_failure_detection), and other messages. Every cycle the steamBoiler has to send messages about its operation mode to the equipment. Under certain circumstances the steamBoiler may send some command messages such as open/close pump, information messages such as pump failure, pump repair acknowledgement, etc. to the equipment. All these messages are written into the steamBoiler message queue.

2.3.3 The equipment

The equipment detects information about the whole steam-boiler system, such as  pump state,  pump controller state, the water level, and the steam level. It also executes commands from the control program and communicates with the control program. The equipment consists of the pumps, the pump controllers, the steam level measurer, and the water level measurer.

2.3.3.1 Pump

The pumps have been implemented in the “pump” class. It has three attributes: pump capacity, pump working state, and pump function state. It has the following methods:

1, constructor, pump(int i);

To create a pump with the given pump capacity.

2, get pump capacity, getP();

To return the capacity of the pump.

3, open operation, openPump();

To open pump.

4, close operation, closePump();

To close pump.

5, check pump working state, isPumpOn();

To know if the pump is opened.

6, break pump operation, pumpFail();

To simulate pump failure.

7, repair pump operation, pumpRepair();

To simulate pump repair.

8, check pump function state, isPumpFailure();

To know if the pump has failed.

2.3.3.2 Pump controller

The pump controllers have been implemented in the “pumpController” class. It has three attributes: the pump which is controlled by this pumpController, the water quantity throughput of pump, and its function state. It has following methods:

1, constructor, pumpController(pump p);

To construct a pump controller which controls the pump p.

2, break pump controller operation, pumpControllerFail();

To simulate pump controller failure.

3, repair pump controller operation, pumpControllerRepair();

To simulate pump controller repair.

4, check pump controller function state, isPumpControllerFailure();

To know if the pump controller has failed.

5, get the water quantity passing through the pump associated with this pumpController, getWaterThroughput().

2.3.3.3 Steam level measurer

The steam level measurer has been implemented in the “steamLevelMeasurer”  class. It has two major attributes: exit steam quantity, and steam level measurer function state. It has the following methods:

1, constructor, steamLevelMeasurer(int highestSteamLevel, int u1, int u2);

To construct a steam level measurer with the given maximal quantity of steam, maximum gradient of increase of the quantity of steam, and maximum gradient of decrease of the quantity of steam.

2, break steam level measurer operation, steamLevelMeasurerFail();

To simulate the steam level measurer failure.

3, repair steam level measurer operation, steamLevelMeasurerRepair();

To simulate the steam level measurer repair.

4, check steam level measurer function state, isSteamLevelMeasurerFailure();

To know if the steam level measurer has failed.

5, get steam qunatity, getSteamLevel(int mode):

To know how much steam exits from the steam-boiler.

2.3.3.4 Water level measurer

The water level measurer has been implemented in the “waterLevelMeasurer” class. It has two major attributes: water quantity in steam-boiler, and water level measurer function state. It has the following methods:

1, constructor, waterLevelMeasurer();

To construct a water level measurer.

2, break the water level measurer operation, waterLevelMeasurerFail();

To simulate the water level measurer failure.

3, repair the water level measurer operation, waterLevelMeasurerRepair();

To simulate the water level measurer repair.

4, check water level measurer function state, isWaterLevelMeasurerFailure();

To know if the water level measurer has failed.

2.3.3.5 Equipment

The equipment has been implemented in the “equipment” class. It has the  following functions:

(1), To create the equipment

The equipment  contains four pumps, four pump controllers, one water level measurer, and one steam level measurer. The constructor will create an equipment object with four pump objects, four pumpController objects, one steamLevelMeasurer object and one waterLevelMeasurer object. All constants needed for construction are coming from init.dat.

(2)  To get simulator control information

The systemControl object reads physical unit failure and repair information from the simulator-control file and passes it to the equipment object. The equipment object will take actions on this kind of information. More detail is given in 2.4.

(3)  To read messages from the steamBoiler message queue;

When the simulator is running, during every cycle the equipment will receive messages from the steamBoiler.  It will absolutely receive the message about operation mode each cycle, and may receive any of the following messages:

· program_ready;

· valve;

· open_pump(n) for some pump number n;

· close_pump(n) for some pump number n;

· pump_failure_detection(n) for some pump number n;

· pump_control_failure_detection for some pump controller number n;

· level_failure_detection;

· steam_failure_detection;

· pump_repaired_acknowledgement(n) for some pump number n;

· pump_control_repaired_acknowledgement(n) for some pump controller number n;

· level_repaired_acknowledgement;

· steam_repaired_acknowledgement;

(4) To do regular jobs and failure-repair simulation

The equipment object will execute commands from steamBoiler object (like open pump and close pump). In every cycle, it also does the following regular tasks:

9. Getting pump state;

10. Getting pump controller state;

11. Getting water level;

12. Getting steam level.

It is very important for the equipment object to simulate physical unit failure and repair. More detail is in 2.4.

(5) To send message to the steamBoiler
Every cycle, the equipment object must send information about pump state, pump controller state, water level, and steam level to the steamBoiler. It will also write physical unit failure acknowledgement information, and physical unit repair information to the steamBoiler. All these messages are written into the equipment message queue.

2.3.4 The message communication

The message communication is for information exchange between the steam-boiler and the equipment. It has been implemented in the “messageQueues” class. The class messageQueues contains two vectors which work as message queues, one for the equipment, the other for the steamBoiler. The equipment writes messages to the equipment message queue which will be read by the steamBoiler. The steamBoiler writes messages to the steam-boiler message queue which will be read by the equipment.

The class messageQueues has two variables:

· Vector equipV, which is used to store messages sent from the equipment;

· Vector boilerV, which is used to store messages sent from the steamBoiler.

The class messageQueues provides following methods:

· void writeEquipQ(String mes); 

Writing a message to the equipment queue.

· boolean isEquipQEmpty(); 

Checking if the equipment queue contains any message.

· String getEquipQMes(); 

Reading a message from the equipment queue and removing it.

· void writeBoilerQ(String mes);

Writing a message to the steam-boiler queue.

· boolean isBoilerQEmpty();

Checking if the steam-boiler queue contains any message.

· String getBoilerQMes();

Reading a message from the steam-boiler queue and removing it.

2.4  Physical unit failure, repair and simulation
In the steam-boiler system there are four kinds of physical unit failure,  for each kind of failure there are two different ways that a physical unit could fail.

13. The pump failure;

· When a pump is required to be opened or closed, it actually is not opened or closed.

· A pump changes its state spontaneously.

14. The pump controller failure;

· When the pump is opened no water is flowing through that pump, or when the  pump is closed water is flowing through that pump. 

· A pump controller changes its state spontaneously.

15. The water level measurer failure;

· The water level value is out of the valid static limits.

· The water level value is incompatible with the dynamics of the system.

16. The steam level measurer failure.

· The steam level value is out of the valid static limits.

· The steam level value is incompatible with the dynamics of the system.

For simulating a physical unit failure and repair,  we trigger the physical unit failure by calling its failure method, and we fix a physical unit by calling its repair method.

When the systemControl object reads “pump_failure n (w)" from the simulator-control file, it passes the instruction to the equipment object to simulate pump n failure. If w is 1 the failure is in the first way, if w is 2 the failure is in the second way. For the first way, it must wait for the equipment object until the steam-boiler sends an open pump or close pump command to trigger the pump failure. For the second way, the equipment object  immediately triggers the pump failure. The pump controller failure simulation is analogous to the pump failure simulation.

When the systemControl object reads “level_failure w" from the simulator-control file, it passes the instruction to the equipment object to simulate the water level measurer failure. If w is 1 the failure is in the first way, if w is 2 the failure is in the second way. For the first way, the equipment object fails the water level measurer and reports a water level value beyond the valid static limits. For the second way, the equipment object fails the water level measurer and reports a water level beyond the reasonable range. The steam level measurer failure simulation is analogous to the water level measurer simulation.

Simulating a failed physical unit repair is relatively simple. When the systemControl object reads a repair instruction, it passes the instruction to the equipment object. The equipment object triggers the repair immediately.

2.5  Logging policy and the log file
To decide what information should be logged on to the log file is very important for log file analysis.

First, we need to know how many pumps (pump controllers) are in the steam-boiler control system. We write information about pump numbers on the beginning of the log file. The message STEAM_BOILER_WAITING is needed for triggering the start of the program. The message VALVE is needed for evacuation of water from the steam-boiler in initialization mode. The messages PROGRAM_READY and PHYSICAL_UNITS_READY are needed when program operation mode changes from initialization mode to normal/degraded mode. All those messages should be logged on to the log file. When the program is running, we need to know the operation mode, pump state, pump controller state, water quantity, and steam quantity. So we will write that information on to the log file. We also need to keep track of exceptional situations.  The information about the detections of failure and repair of the physical units and the acknowledgement messages about those detections should be logged on to the log file. If the program ends in the normal case, the log file should end with  mode(stop). If the program ends in emergency stop, the log file should end with mode(emergency_stop).

Let’s summarize our logging policy:

The following information must be logged on the log file:

· Pump number information;

· Start up information;

· Operation information;

· Physical unit state information;

· Physical unit failure information;

· Physical unit failure acknowledgement information;

· Broken physical unit repair information;

· Broken physical unit repair acknowledgement information;

· Shutdown information.

We organize the log file according to information sent to the steamBoiler and information received by the steamBoiler. For each cycle the program runs, we first write the information sent from the steamBoiler to the physical units ending with “end_send”, followed by an empty line. We then write the information received by the steamBoiler from the physical units ending with a line “end_receive”, followed by an empty line. A log file begins with:

pump_number 1

pump_number 2

pump_number 3

pump_number 4

mode initialization

end_send

and ends with either:

shutdown

mode(stop)

or:

mode(emergency_stop)

2.6 Compiling and Running

Our simulator is written in Java. There are four files in total: systemControl.java, steamBoiler.java, equipment.java, message.java. To compile the simulator use the command:

javac *.java
To run the simulator, we must have the init.dat file and at least one simulator-control file. The sim_control.txt file is needed to run the simulator.  If we need to simulate physical unit failure in the initialization stage we must have init_control.txt. The command to run the simulator is:

java systemControl
Chapter 3

Log File Analyzer
In this chapter we will discuss how to design and implement the log file analyzer for the simulator of the steam-boiler system in log file analyzer language. Firstly we introduce the general principles for designing and implementing a log file analyzer. Then we talk about designing the analyzer for the steam-boiler simulator. After that we describe all the analyzer machines. In the end we describe the commands about compiling and running the analyzer. 

3.1 The principles for designing and coding a log file analyzer 
The design of a log file analyzer is based on the problem specification and the logging policy. We sort the logged information into different threads of information. For one thread of information, we have one analyzer machine to inspect it. We have to ensure that all the analyzer machines notice the whole log file. 

Implementing an analyzer machine is based on its purpose and functionality, the logging policy and the log file format. We need to go through the following steps: 

(1)  Choosing the most suitable initial state; 
(2)  Finding all possible states for the machine; 
(3)  Realizing how the analyzer machine changes state; 
We know that an analyzer machine is always in a certain state and the machine changes its state from one to another on an event. For every machine state we try to find what the next state is and which event triggers the state change. After that we will fully understand the state transitions and can draw the state machine which is very helpful for coding an analyzer machine. 

(4)  Deciding which lines will be noticed by this machine and which lines will be ignored by this machine; 
By step three we know all the events in the state machine. For log file analysis one event means one kind of log file line. So we can decide the set of log file lines this machine will notice and we skip all the other log file lines. 

(5)  Choosing the final state; 
After we have drawn the state machine we know the states the machine will terminate in. The final state may be either one state or a set of states. 

3.2 The design of the analyzer for the steam-boiler simulator 
From the problem specification and logging policy we know the log file of the steam-boiler simulator contains the following four kinds of information: 

· operation;

· physical unit state; 

· physical unit failure and repair; 

· messages between the steam-boiler and the equipment.

For designing the log file analyzer we sort the logged information into different threads of information for more detail, and have different log file machines to monitor them, described by the following table: 

THE THREAD OF INFORMATION
ANALYZER MACHINE

information about pump state every cycle
pump_report 

information about pump control state every cycle
pump_control_report 

information about steam level every cycle 
steam_report 

information about water level every cycle 
water_report 

information about pump operation and pump state
pump_state

information about pump operation and pump controller state 
pump_control_state 

information about steam level 
steam_machine 

information about water level
level_machine 

information about pump failure and repair 
pump_problem_monitor 

information about pump control failure and repair
pump_control_problem_monitor  

information about steam measurer failure and repair
steam_problem_monitor 

information about water measurer failure and repair
level_problem_monitor 

information relative to steam-boiler operation 
mode_machine

information about message list 
appropriate_message 

information about message expected 
sent_message_monitor 

information about no duplicate 
no_duplicates_monitor 

information about message sequence 
needed_messages 

Our log file analyzer consists of all those machines.

3.3 The analyzer machines 

The pump_report machine is to check if there is one message about pump state for every pump during every cycle. 

The pump_control_report machine is to check if there is one message about pump controller state for each pump controller during every cycle. 

The steam_report machine is to inspect if there is one message about steam quantity during every cycle. 

The level_report machine is to verify if there is one message about water level in each cycle. 

The pump_state machine is to detect pump problems by checking if the pump state is consistent with the pump operation. If not, this machine sends a pump_problem message to the pump_problem_monitor machine. 

The pump_control_state machine is to check if the pump controller responds to the pump operation commands. If not, this machine sends a pump_control_problem message to the pump_control_problem_monitor. 

The steam_machine has the following functions: 

· detecting steam measurer problems by checking the steam level; 

· if there exists a steam measurer problem, sending the steam_problem  message to steam_problem_monitor;

· calculating the minimal and maximal adjusted quantity of exiting steam;

· sending the message about the minimal and maximal adjusted quantity of exiting steam to level_machine.

The level_machine has following functions: 

· detecting water level problems by checking the water level; 

· processing messages about the minimal and maximal adjusted quantity of exiting steam; 

· calculating the minimal and maximal adjusted quantity of water; 

· if there is a water level measurer problem, sending a level_problem message to other machines. 

The pump_problem_monitor machine is to inspect pump failure and pump repair. If this machine gets a pump_problem message from the pump_state machine, it should then see pump_failure_detection and pump_failure_acknowledgement messages on the log file. If it notices pump_repaired on the log file, it should notice pump_repaired_acknowledgement also. 

The pump_control_problem_monitor machine is analogous to the pump_problem_monitor machine.

The steam_problem_monitor machine is to monitor steam measurer failure and steam measurer repair. If this machine gets the steam_problem message from the steam_machine machine, it should notice steam_failure_detection and steam_failure_acknowledgement messages on  the log file. If it notices a steam_repaired message on the log file, it should notice a  steam_repaired_acknowledgement message too. 

The level_problem_monitor machine is analogous to the steam_problem_monitor machine.

The mode_machine checks the major requirements of the specification and has the following functions: 

· verifying that the program runs one of the five operation modes;

· transferring from one operation mode to another in the following situations:

· Verifying that when the water level is between N1 and N2 and all physical units work well, the operation mode changes from initialization mode to normal mode;

· Verifying that when the water level is between N1 and N2 and any physical unit failure is detected, the operation mode changes from initialization mode to degraded mode;

· verifying that the operation mode changes from initialization mode to emergency stop mode when any of the following conditions is satisfied:

· steam quantity is not zero;

· water level measurement unit has failed;

· verifying that the operation mode changes from normal mode to rescue mode when a water level measurement unit failure is detected;

· verifying that the operation mode changes from normal mode to degraded mode when any other physical unit failure is detected;

· verifying that the operation mode changes from normal mode to emergency_stop mode when the water level reaches M1 or M2;

· verifying that the operation mode changes from degraded mode to normal mode when all physical unit failures are repaired;

· verifying that the operation mode changes from degraded mode to rescue mode when a water level measurement unit failure is detected;

· verifying that the operation mode changes from degraded mode to emergency_stop mode when the water level reaches M1 or M2;

· verifying that the operation mode changes from rescue mode to degraded mode when the water level measurement unit failure is repaired but some other physical unit failure is still detected;

· verifying that the operation mode changes from rescue mode to normal mode when all physical unit failures are repaired;

· verifying that the operation mode changes from rescue mode to emergency_stop mode when any of the below conditions is satisfied:

· failure of steam measurement unit is detected;

· failure of pump controller;

· the water level reaches M1 or M2.

Figure 2 is very helpful for coding this machine. (For N1, N2, M1, M2, please see chapter 2.2)

The functionality of the appropriate_messages machine is 

· to sort messages into two kinds according to whether the message is sent by the equipment or received by the equipment;

· to make sure the messages appear in the correct order in the log file.

The sent_message_monitor machine has the following functions:

· to record messages expected to be sent in the next cycle;

· to ensure that the expected messages come.

The functionality of the no_duplicate_monitor machine is to prohibit duplicate messages.

The functionality of the needed_message machine is to make sure messages about operation mode, water level, and steam quantity  appear during every cycle.

3.4 Compiling and running the analyzer 
The log file analyzer has been written in the log file analysis language (LFAL). We use the extension .lfal for log file analyzer source files, like a C source file has .c extension. We have  an LFAL compiler ( lfalc) which compiles a LFAL source file into an executable file. For this project, our analyzer source file is steamA.lfal. We use the following command to compile it: 

lfalc steamA
And we get the executable file steamA.

To analyze a log file, we pass the log file to the executable analyzer file. For this project, the log file is named Logfile. We use the following command to analyze it: 

steamA Logfile
The analyzer will either give a summary of its run if it accepts the log file, for instance: 

Evaluating log file 'Logfile' for conformance to analyzer spec. 

End of log file. 1034 lines processed. 

All machines left in final states.

Total running time: 3560 ms. 
or give error messages if it does not accept the log file. 

Chapter 4
Guarding Against False Negatives and False Positives
In software testing  we expect that if the analyzer accepts a log file the log file reveals no fault in the software(true positive), or if the analyzer rejects a log file there are some faults in the software (true negative). However, as we described in chapter 1, there possibly exist false negatives and false positives for log file analysis, i.e. the analyzer rejecting correct log files (False negative) or the analyzer accepting incorrect log files (False positive). In this chapter we will discuss how to handle false negatives and false positives.

4.1 False Negatives
In log file analysis, if the analyzer does not accept a log file, we will locate the fault either in the software under test or in the analyzer program. For debugging  the software, there are three possible reasons.

17. The software was functionally implemented incorrectly;

18. The logging code is not correct;

19. The logging policy is incorrect;

For debugging  the analyzer, there are two major reasons.

20. The analyzer specification may not match the software specification;

21. The analyzer was implemented incorrectly.

Guarding against false negatives is relatively straightforward. We will debug  the software first. If we find no bugs in the software, we then debug  the analyzer. Theoretically we can guarantee no false negatives in our test.

4.2 False Positives
Guarding against false positives is harder because we do not have any error messages. We do not have any clue to help debug the analyzer or the software directly. We have to do some other things to check for false positives. One approach is to systematically change the software under test so that it is incorrect. If the false positive happens we can debug the analyzer. This approach may be good for simple software. However for a complex or larger software system there are too many potential error situations so that it is impossible to use this approach to guard against false positives. 

Another approach is a thorough document review technique. First we go through the specification document to enumerate all the requirements. Then we link them to the software and the analyzer. When we design test cases all the requirements have to be covered. Because all the requirements are implemented in the simulator and analyzer we believe that there is no false positive in our testing process. We use this technique to guard against false positives in this project.

For this project we break up and number the specification document from section 1.2 on. One section may be broken up into many requirements. The number of a requirement is based on the section number followed by an additional number. For example:

1.14.2  The program goes into emergency stop mode if it realizes that one of the following cases holds:

1.14.2.1  the unit which measures the outcome of steam has a failure;

1.14.2.2  the units which control the pumps have a failure;
If we need to add additional requirements later, we can renumber them locally, like 1.10.1.a, 1.10.1.b, etc. For more detail about numbered requirements please see the appendix C.

The way we link enumerated requirements with the simulator and the analyzer is that we insert the requirement number as a comment line in the simulator code and the analyzer code. For instance:

In the simulator code:

//  ‑‑ req1.14.2.1 ‑‑

if(STEAM_FAILURE_DETECTION)

    EmergencyStop(mes, "STEAM_FAILURE_DETECTION in Rescue mode");

//  ‑‑ req1.14.2.2 ‑‑

if(!PUMP_CONTROL_REPAIR)

    EmergencyStop(mes, "PUMP_CONTROL_FAILURE_DETECTION in Rescue mode");

In the analyzer code:

  % Must enter emergency stop mode if water level measuring unit failed

  % while steam measuring unit defective.

  %  ** req1.14.2.1 **

  from mode(degraded/E, Q, V, Qc1, Qc2),

    on level_failure_detection,

    where member(steam_repaired, E),

    to mode(emergency, Q, V);

  % Must enter emergency stop mode if water level measuring unit failed

  % while pump controller is defective.

  %  ** req1.14.2.2 **

  from mode(degraded/E, Q, V, Qc1, Qc2),

    on level_failure_detection,

    where member(pump_control_repaired(N), E),

    to mode(emergency, Q, V);
Chapter 5
Testing the Simulator Using the Log File Analyzer
This chapter focuses on using log file analysis to test the steam-boiler simulator. For this testing we need to design test cases first. Then we run the simulator on the test cases to get log files. After that we run the log file analyzer on the log files to see if they are accepted. If a log file is accepted by the analyzer we say the simulator passes that test case. Our test cases have to cover all the requirements in the specification. 

We know that in our simulator the steam-boiler system is initialized by  init.dat and controlled by simulator-control files. So a test case is combination of  init.dat, init_control.txt and sim_control.txt. For most test cases we use following initialization file: 

#This is a sample initilization file

#C      M1      M2      N1      N2      W       U1      U2      P       Q

10000   3000    8000    5000    6000    50      1       1       15      2500
The simulator-control file is specially designed depending on the purpose of the test case. 

 Going over the specification document we know that the normal operation of the steam-boiler system, as described in the following requirements:

· 1.2 Physical environment;

· 1.3 The steam-boiler;

· 1.4 The water level measurement device;

· 1.5 The pumps;

· 1.6 The pump control device;

· 1.7 The steam measurement device;

· 1.8 Summary of constants and variables;

· 1.9 The overall operation of the program

is covered in almost every test case. We do not need to take a special consideration of them. We designed the following test cases to cover all the requirements of operation modes, messages, and equipment failures. 

Case1.1: 

Main tested requirements: If the exit steam is not zero when the program begins to run, the program goes into the emergency stop mode. (1.11.1) 

Strategy: In init_control.txt we set steam level as non zero when the program begins to run.

Other Requirements covered: 1.11.0, 1.15, 1.16.1, 1.17.2, 1.17.4, 1.17.5, 1.17.6, 1.17.7 

Case1.2: 

Main tested requirements: If the exit steam is not zero when the program begins to run, the program goes into the emergency stop mode. (1.11.1)

Strategy: In init_control.txt we set steam level as non zero after several cycles.

Requirements covered: 1.11.0, 1.15, 1.16.1, 1.16.2, 1.17.2,1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7 

Case1.3: 

Main tested requirements: If original water level is above maximal normal water level in the steam-boiler, activate the valve to empty it. (1.11.2) 

Strategy: In init.dat we set original water level above maximal normal. 

Requirements covered: 1.11.0, 1.16.1, 1.16.2, 1.16.3, 1.17.1, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7 

Case1.4: 

Main tested requirements: If water level is below minimal normal, open pumps. (1.11.3) If the program realizes a failure of the water level measurement unit in the initialization mode, it enters the emergency stop mode. (1.11.4) 

Strategy: Simulating water level measurer failure in init_control.txt. 

Other requirements covered: 1.11.0, 1.15, 1.16.1, 1.16.2, 1.16.4, 1.17.2, 1.17.4, 1.17.5, 1.17.6, 1.17.7, 1.18.3.1 

Case1.5: 

Main tested requirements: If a physical unit  fails in the initialization stage, the program enters the degraded mode. (Test pump failure for this case) (1.11.5.2) 

Strategy: Simulating pump failure in init_control.txt and simulating pump repair in 

sim_control.txt.

Other requirements covered: 1.11.0, 1.11.3, 1.16.1, 1.16.2, 1.16.4, 1.16.6, 1.16.10, 1.17.1, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7, 1.17.8, 1.17.12, 1.18.1.2 

Case1.6: 

Main tested requirements: If a physical unit fails in the initialization stage, the program enters the degraded mode. (Test pump controller failure for this case) (1.11.5.2) 

Strategy: Simulating pump controller failure in init_control.txt and simulating pump controller repair in sim_control.txt.

Other requirements covered: 1.11.0, 1.11.3, 1.16.1, 1.16.2, 1.16.4, 1.16.7, 1.16.11, 1.17.1, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7, 1.17.9, 1.17.13, 1.18.2.2 

Case2.1: 

Main tested requirements: If all physical units are OK and water level is above minimal normal the program enters the normal mode from the initialization mode. (1.11.5.1) If water level is above the maximal normal, turn off the pumps. If water level is below the minimal normal, turn on the pumps. (1.12.1) 

Strategy: Setting enough cycle number in  sim_control.txt.

Other requirements covered: 1.11.0, 1.11.3,1.16.1, 1.16.2, 1.16.4, 1.16.5, 1.17.1, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7,

Case2.2 

Main tested requirements: If the operation mode is the normal mode and the water level measurer fails  the program enters the rescue mode. (1.12.2) If the operation mode is the normal mode and the program detects any failure of pump, pump controller or steam level measurer, it enters the degraded mode. (1.12.3) If all physical unit failure is fixed, the program returns to the normal mode. (1.13.2 & 1.14.2) 

Strategy: Simulating pump failure, pump repair, pump controller failure, pump controller repair, steam measurer failure, steam measurer repair, water measurer failure, water measurer repair in sim_control.txt. 

Other requirements covered: 1.11.0, 1.11.3, 1.12.1, 1.13.1, 1.14.1, 1.16.1, 1.16.2, 1.16.4, 1.16.5, 1.16.6, 1.16.7, 1.16.8, 1.16.9, 1.16.10, 1.16.11, 1.16.12, 1.16.13, 1.17.1, 1.17.2, 

1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7, 1.17.8, 1.17.9, 1.17.10, 1.17.11, 1.17.12, 1.17.13, 1.17.14, 1.17.15, 1.18.1.2, 1.18.2.2, 1.18.3.1, 1.18.3.2, 1.18.4.1, 1.18.4.2 

Case2.3 

Main tested requirements: If the operation mode is the normal mode and water level reaches the minimal limit, the program enters the emergency stop mode. (1.12.4) 

Strategy: Changing the value of minimal limit close to the minimal normal in minimal normal in init.dat. Water level will reach minimal limit randomly.

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.15, 1.16.1, 1.16.2, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7 

Case2.4 

Main tested requirements: If the operation mode is the normal mode and water level reaches the maximal limit, the program enters the emergency stop mode. (1.12.4) 

Strategy: Changing the value of maximal limit close to the maximal normal in maximal normal in init.dat. Water level will reach maximal randomly. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.15, 1.16.1, 1.16.2, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7 

Case2.5

Main tested requirements: When a pump is required to be opened or closed, it actually is not opened or closed. (1.18.1.1)

Strategy: After the equipment object gets this simulation instruction, it waits until getting the pump operation command (open pump or close pump) from the steamBoiler object to activate the pump failure simulation. We need to give enough cycle number after this instruction in sim_control.txt.

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1, 1.12.3, 1.13.2, 1.16.1, 1.16.2, 1.16.6, 1.16.10, 1.17.1, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7, 1.17.8, 1.17.12, 1.18.1.1

Case2.6

Main tested requirements: When a pump is required to be opened or closed, the pump controller does not respond to this command. (1.18.1.1)

Strategy: After the equipment object gets this simulation instruction, it waits until getting the pump operation command (open pump or close pump) from the steamBoiler object to activate the pump controller failure simulation. We need to give enough cycle number after this instruction in sim_control.txt.

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1, 1.12.3, 1.13.2, 1.16.1, 1.16.2, 1.16.7, 1.16.11, 1.17.1, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.7, 1.17.9, 1.17.13, 1.18.1.1

Case3.1 

Main tested requirements: If the operation mode is degraded and the water level measurer breaks, the program enters the rescue mode. (1.13.3) If the operation mode is the rescue mode and pump controller fails, the program enters the emergency stop mode. (1.14.2.2)

Strategy: Simulating a pump failure, a pump controller failure or steam level measurer failure first, then simulating water level measurer failure in sim_control.txt. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.14.1, 1.15, 1.16.1, 1.16.2, 1.16.4, 1.16.6, 1.16.7, 1.16.8, 1.16.10, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.8, 1.18.1.2, 

1.18.2.2, 1.18.3.2 

Case3.2 

Main tested requirements: If the operation mode is the degraded mode and water level reaches the minimal limit, the program enters the emergency stop mode. (1.13.4) 

Strategy: Setting the minimal limit close to minimal normal in init.dat. The water level will reach the minimal limit randomly. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1, 1.15, 1.16.1, 1.16.2, 1.16.4, 1.16.6, 1.16.8, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.8, 1.18.1.2 

Case3.3 

Main tested requirements: If the operation mode is the degraded mode and water level reaches the maximal limit, the program enters the emergency stop mode. (1.13.4) 

Strategy: Setting the maximal limit close to maximal normal in  init.dat. The water level will reach the maximal limit randomly. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1, 1.15, 1.16.1, 1.16.2, 1.16.4, 1.16.5, 1.16.9, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.8, 1.17.15, 1.18.4.1 

Case4.1 

Main tested requirements: If the operation mode is the rescue mode and steam level measurer fails, the program enters the emergency stop mode. (1.14.2.1) 

Strategy: Simulating water level measurer failure first then the steam level measurer failure. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1, 1.15, 1.16.1, 1.16.2, 1.16.8, 1.16.9, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.8, 1.17.14, 1.18.3.1, 1.18.4.1 

Case4.2 

Main tested requirements: If the operation mode is the rescue mode and the water level reaches the minimal limit, the program enters the emergency stop mode. (1.14.2.3) 

Strategy: Setting the minimal limit close to minimal normal in init.dat. The water level will reach the minimal limit randomly. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1,1.14.3, 1.14.4, 1.15, 1.16.1, 1.16.2, 1.16.4, 1.16.5, 1.16.8, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.8, 1.17.14, 

1.18.3.1, 1.18.4.1 

Case4.3 

Main tested requirements: If the operation mode is the rescue mode and the water level reaches the maximal limit, the program enters the emergency stop mode. (1.14.2.3) 

Strategy: Setting the maximal limit close to maximal normal in init.dat. The water level will reach the maximal limit randomly. 

Other requirements covered: 1.11.0, 1.11.3, 1.11.5.1, 1.12.1,1.14.3, 1.14.4, 1.15, 1.16.1, 1.16.2, 1.16.4, 1.16.5, 1.16.8, 1.17.2, 1.17.3, 1.17.4, 1.17.5, 1.17.6, 1.17.8, 1.17.14, 

1.18.3.1, 1.18.4.1 

For more detail about these test cases, please see appendix D.

The simulator successfully passes all these test cases.

Chapter 6
Conclusion
In this project, we built up a simulator for the steam-boiler control system according to the specification written by Abrial. We wrote a log file analyzer for the steam-boiler system using the log file analysis language which was developed by Andrews. We designed test cases which cover all the requirements of the  specification to test the simulator using log file analysis.

As an Object-oriented language, Java is very suitable to develop a simulation system, such as the steam-boiler control system, because of its rich class library. In the future, one can use the Java GUI library classes (AWT, Swing), thread library classes, etc. to develop the steam-boiler simulator further. UML diagrams, such as class diagrams, state transition diagrams etc., are very helpful for the simulator design and implementation.

Log file analysis gives a view of whether all the requirements of the specification are satisfied. Testing is more reliable because we do not need to check the output visually, and it is independent of the simulator code. It makes the analyzer compositional because related groups of requirements can be checked by separate state machines. Guarding against false negatives is straightforward.  Thorough document review is an effective technique to guard against false positives.

Using log file analysis, the simulator passed all the test cases that were run. This gives us confidence that we have simulated the steam-boiler system successfully. 
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