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Carnivore is a surveillance technology, a software

program housed in a computer unit, which is

installed by properly authorized FBI agents on a

particular Internet Service Provider’s (ISP) network.

The Carnivore software system is used together with

a tap on the ISP’s network to “intercept, filter, seize

and decipher digital communications on the

Internet”. The system is described as a “specialized

network analyzer” that works by “sniffing” a

network and copying and storing a warranted subset

of its traffic. In the FBI’s own words “Carnivore

chews on all data on the network, but it only actually

eats the information authorized by a court order”.

This article, in two parts, provides an overview of

the FBI’s Carnivore electronic surveillance system.

A. Carnivore and American law
There are many laws in the United States that make

pen-register, trap-and-trace and wiretap surveillance

legal. Yet, none of these laws specifically address

electronic surveillance using IP sniffers such as

Carnivore. Nonetheless, the FBI and the government

maintain that the laws allowing for telephone

surveillance can be applied to Carnivore and other

such surveillance devices. The FBI and the US

government maintain that Internet surveillance is

analogous to telephone surveillance for which most

of the laws concerning wiretapping were formulated. 

The analogy between the telephone and the

Internet is important in regards to the different set

of laws applicable to Carnivore’s two operating

modes; pen mode and full content mode. The

difference between Carnivore’s two modes of

operation is that pen mode allows the FBI to

intercept origin and destination information (the

envelope of the e-mail) as well as URLs of sites

visited, whereas full-content mode allows the FBI to

collect substantive data in addition to transactional

information. By using the telephone analogy the FBI

claims that they need not demonstrate probable

cause when using Carnivore in pen-mode, since

Carnivore should be subject to the same minimal

legal restraints as pen registers used to record a

telephone subscriber’s outgoing calls and trap-and-

trace devices that record incoming telephone

numbers for a particular subscriber.2 Meanwhile, as

with wiretaps on telephones, the FBI agrees that a

higher legal threshold is needed to obtain a warrant

for use of Carnivore in full-content mode. 

This section will provide an overview of the

laws that allow for Carnivore given that we accept

that the Internet is sufficiently analogous to the

telephone system for the purposes of wiretapping

and investigation laws.3

The Omnibus Crime Control and Safe Streets

Act governs the electronic interception of wire and

oral communications. It places a higher burden on

real time interceptions of oral, wire and electronic

communications than the Fourth Amendment

requires.4 In accordance with this Act, only judges

can authorize applications for wiretaps. In order to

obtain an authorization for a wiretap, law

enforcement officials must demonstrate probable

cause that a crime has been committed or is about

to be committed, that normal investigative

procedures have been tried and have not been

sufficient and that the intercepted communications

will most probably be relevant to the investigation.5

Title III mandates that a wiretap order must

contain:6

� The identity of the person to be surveyed;

� The nature of the communications to be

intercepted;

� The location of the facility where the court

order to intercept is granted;

� A description of the type of communications to

be intercepted;

� A statement of the particular offense to which

these communications relate;

� The identity of the law enforcement agency

authorized to intercept the communications;

� The period of time for which the interception is

authorized;

� Whether the surveillance will be terminated as

soon as communications related to the offense

are obtained

In addition, Title III states that the interception

of communications must be minimized, such that

no additional communications other than those

that the court order allows shall be captured or
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recorded.7 For example, in the case of telephone

surveillance, if the child of a suspect calls a friend,

surveillance must be terminated for the call.8 Not

only can the call of the child not be recorded, but

law enforcement agents are not even allowed to

listen to the call. Title III also demands, that within

90 days of the termination of the investigation, all

targets and other parties whose communications

were captured are notified of interception.9

Although, Title III of the Omnibus Crime

Control and Safe Streets Act mandates that a court

order must be awarded before any surveillance is to

take place, there are exceptions, namely in cases

where national security is compromised or there is

an immediate danger of death or serious injury.

However, even in such cases, interception can only

proceed if a court order is given within 48 hours of

the start of surveillance.10

Even though Title III imposes many regulations

for full wiretaps, the restrictions on pen registers and

trap-and-trace devices are far less stringent. Law

enforcement agencies are not required to

demonstrate probable cause when using either a pen

register or a trap-and-trace device11 since in

accordance with Title III the use of either pen

registers or trap-and-trace devices does not

constitute a search under the Fourth Amendment.12

The Electronic Communications Privacy Act

amended Title III of the Omnibus Crime Control

and Safe Streets Act of 1968 to create statutory legal

protection for all types of wire and electronic

communications content, including, but not limited

to, computer and Internet based communications.13

Furthermore, ECPA clarified the difference between

the obtainment of wiretap orders and pen-register

and trap-and-trace orders by declaring that to

wiretap communications “an agency must obtain a

warrant based upon probable cause”, but to obtain

a pen-trap order “an agent must merely certify that

the information likely to be obtained is relevant to

an ongoing criminal investigation.”14

The rationale behind the difference in obtaining

these court orders is that, according to the Supreme

Court of the United States’ 1979 decision in

Smith15 there is no expectation of privacy in

telephone numbers dialed in and numbers

received.16 Therefore transactional information

(addressing, routing, billing and other information

generated by service providers) is not to be awarded

the same level of protection as substantive data.

The Communications Assistance for Law

Enforcement Agencies Act 1994 (CALEA)17

requires phone companies to possess the

infrastructure to support surveillance tools such as

pen register and trap-and-trace devices. More

specifically, CALEA requires that all companies

providing telecommunication services to the US

install remote control ports on their routes that

allow law enforcement agencies to easily extract

any conversation in its entirety, up to 1% of the

hub’s total traffic simultaneously.18 The

installation of the remote control ports was to be

done by 1998, unless a waver was issued to extend

implementation to October 24, 2000. 

The FBI sometimes names CALEA as proof

that their use of Carnivore is legal. Yet, the United

States Court of Appeals for the District of

Columbia Circuit noted in United States Telecom

Association19 that “Because Congress intended

CALEA to "preserve the status quo," the Act does

not alter the existing legal framework for

obtaining wiretap and pen register authorization”,

"providing law enforcement no more and no less

access to information than it had in the past.".

CALEA does not cover "information services" such

as e-mail and internet access.”20

The 21st Century Department of Justice

Appropriations Act21 passed in the House of

Representatives on July 23, 2000, requires the FBI

to provide an annual report to Congress detailing

exactly how, when, where and why Carnivore has

been deployed during the previous year. The Act

was passed because Congress recognized that the

FBI’s Carnivore surveillance system posed a

potential threat to individual privacy.22 Section 306

of the Act demands that the annual report

provided by the FBI detail: 

� The number of times Carnivore has been

deployed;

� The officials who approved of each use;

� The criteria used to approve the deployment

request;

� The process used to submit, review and approve

the request;

� The facilities where Carnivore boxes were

placed;

� The information gathered during each

deployment.

Both the Combating Terrorism Act of 2001 and

the USA Patriot Act of 2001 were approved by the

Senate in the wake of the terrorism attacks of

September 11, 2001.23 Both Acts enhance police

wiretapping to more situations and make it easier

for the FBI to deploy Carnivore.24 With the

implementation of these acts, any US or State
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Attorney General can give a court order for the

installation of a Carnivore box, whereas previously

only a judge could order such warrants.25 Although

it is possible to get a court order allowing for the

interception of Internet transmissions from a US or

State Attorney General, surveillance with such

orders are limited to pen-mode collection.26 In

order to intercept substantive data the FBI must still

seek a court order from a judge. The Combating

Terrorism Act and the USA Patriot Act also extend

circumstances where interception can begin without

a court order to include “safety or attacks on the

integrity or availability of a protected computer”,

making computer hacking offenses comparable to

threats to national security, public health and crimes

that cause death and serious injury.27

B. Other electronic surveillance 
In order to make surveillance easier and to provide

a salve to public unease concerning criminal

activity on the Internet, many countries have

passed legislation to make surveillance easier and

more comprehensive. Most of these newly

established legislations attempt to extend the

interception capabilities that law enforcement

agencies have over telephone communications

(circuit switched networks) to Internet

communications (packet switched networks), and

make interesting comparisons to the US approach

with Carnivore and supporting legislation.

Following is an overview of the laws and policies

regarding electronic surveillance around the world. 

The United Kingdom’s Regulation of

Investigatory Powers Act 2000 (RIPA), which

received royal ascent on July 28, 2000,28 is one of

the most controversial surveillance laws in the

world. RIPA has been deemed “the most

pernicious invasion of privacy ever imposed by a

modern democratic state”,29 and has been

criticized as violating the European Convention on

Human Rights. The Act is composed of five parts,

which include provisions for listening to mobile

and satellite phone calls, intercepting pager

messages and bugging switchboards.30 However,

the most controversial provisions are those

concerning Internet surveillance. The legislative act

forces all ISPs in the United Kingdom to install

black boxes on their network to monitor all data

as it passes and subsequently feed it to a central

processing location controlled by the United

Kingdom’s security service MI-5. Moreover, the

Act contains provisions for government access to

encryption keys (“GAK”).

The RIPA applies to “any system which exists

(wholly or partly) in the United Kingdom”.31 Thus,

everything sent to or through Britain is subject to

surveillance, under the law. Considering the nature

of Internet packet routing, this means that any

packet could travel through Britain’s

communication infrastructure and thus be surveyed

by British intelligence. In order for surveillance of

all Internet traffic to be possible, RIPA compels ISPs

to install ‘black boxes’ that, when activated, send

intercepted communications directly to MI-5’s new

central monitoring station, the Government

Technical Assistance Centre (GTAC) located inside

MI-5’s London Headquarters. Controversially, RIPA

specifies that requests for traffic data, e.g. web sites

accessed, intended recipients of sent and received e-

mails and logon transactions, do not require a

warrant because such information is “purely

statistical”32 and therefore can be requested by any

governmental department in the interest of

detecting crime.33 In other words, RIPA allows for

the mass surveillance of internet activities without

judicial warrant or adequate oversight.

Consequently, the act increases the power of public

authorities without correspondingly increasing the

scope of their oversight or their accountability.34

However, like in American Law, under RIPA

the content of communications can only be

intercepted with a court order, although the

reasons for a warrant are broad:35

(3) Subject to the following provisions of this

section, a warrant is necessary on grounds falling

within this subsection if it is necessary-- 

(a) in the interests of national security; 

(b) for the purpose of preventing or detecting

serious crime; 

(c) for the purpose of safeguarding the

economic well-being of the United Kingdom; or 

(d) for the purpose, in circumstances

appearing to the Secretary of State to be

equivalent to those in which he would issue a

warrant by virtue of paragraph (b), of giving

effect to the provisions of any international

mutual assistance agreement. 

Although RIPA demands that a court order for

interception be obtained, it makes it a criminal

offense to reveal to anyone that they are being

surveyed or have been surveyed. According to

RIPA, the revelation of the content, details or the

existence of a surveillance warrant past or present

bears a penalty of up to five years in jail.36

Consequently, because the existence of surveillance
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warrants are to be kept secret indefinitely, the

British public will never be aware of the scope of

MI-5’s electronic surveillance.37

Although the power granted by the Regulatory

Investigatory Powers Act of 2000 to law

enforcement officials in regards to electronic

surveillance is very broad, it is the fact that RIPA

contains provisions for government access to

encryption keys (GAK) that has generated the most

controversy. With the royal ascent of RIPA, the UK

joins Malaysia, Singapore and India as the only

countries in the world to pass key seizure

legislation.38 Under RIPA, encryption keys of

individuals, users and companies can be warranted

for the purpose of any type of investigation for

which a warrant would be issued.39 Lack of

cooperation in regards to the handing over of

encryption keys can result in a prison sentence of

two years. Furthermore, as with warrants to

intercept communications content, there is a silence

imposed on the recipient of an encryption key

disclosure order. However, it is questionable

whether RIPA’s GAK provision will be effective to

deter crime. After all, criminals who are careful and

clever in their use of computers and the Internet are

capable of avoiding surveillance,40 while criminals

who are caught and forced to hand over their

cryptographic keys would rather claim they lost

their key and endure a maximum of two years in

prison than hand over a key which could produce

damning evidence of more heinous crimes.41

Opponents of RIPA allege that the Act’s GAK

provision breaches the European Convention on

Human Rights Act 1998, which demands that

legislation within all countries of the European

Union meet several requirements, such as respect for

private life and the right to a fair trial.42 The

argument is made that under RIPA the right to a fair

trial is impossible since the Act demands that

Internet users provide encryption keys on pain of

imprisonment, that is, the Act forces Internet users to

incriminate themselves.43 As there is a general right

against self-incrimination, which forbids government

officials from compelling a person to testify against

herself, RIPA contravenes basic human rights. RIPA

also breaches article 6 of the Human Rights Act of

1998, which states that the burden of proof cannot

be reversed such that a suspect needs to provide the

requested evidence to prove his innocence,44 since

RIPA puts the onus on Internet users to prove that

they do not have a requested key or they have lost

it.45 Given its problems with human rights, RIPA

would without a doubt be deemed unlawful if the

United Kingdom legislation was subject to such

restraints.46 RIPA cannot be revoked by a legal

decision in the UK as constitutional challenges of

this nature are not possible. Nonetheless, it is

expected that RIPA will be challenged in the

European Court of Human Rights. 

Not only is RIPA’s violation of human rights

disconcerting, but its negative economic impact on

the United Kingdom is also alarming. According

to a report commission by the British Chambers of

Commerce on the Bill, RIPA’s:

effect is likely to be a loss of confidence in e-

commerce, unacceptable costs to business, and to

the UK economy, confusion and uncertainty at

numerous levels of business and an onerous

imposition of the rights of individuals.47

The report claims that the cost of compliance

to RIPA for British ISPs will be £640 million over

the next five years and the loss and leakage to the

UK economy will be about £46 billion in RIPA’s

first five years of implementation.48 Furthermore,

RIPA’s key seizure provision creates many business

risks including increased opportunity for industrial

espionage, reduced trust and confidence in

company security and market disadvantage in the

global marketplace.49 Many believe that investors

and e-commerce will only return to the United

Kingdom, when all countries impose such

oppressive restrictions on Internet users.50

It can be argued that not only does RIPA seem

to metamorphosis the United Kingdom from a

modern democratic state into a surveillance

nation, it also seems to hold potential problems for

the economy, whose Labour government had

aimed to make it the most e-friendly state in

Europe by 2002.51 Ironically, RIPA undermines the

privacy and security of honest citizens and

businesses, yet is most probably ineffective against

criminals who are careful and sophisticated in

their use of computers and the Internet.

On July 10, 2000, Ireland passed the Electronic

Commerce Act of 200052 which the Irish

government believes will help Ireland become a hub

for e-commerce.53 The Act guarantees that Internet

users within Ireland shall enjoy high levels of

privacy by making it an offense for anyone,

including law enforcement officials, to attempt to

access the content of encrypted communications

without authorization.54 Although the Act provides

extensive protection for encrypted communications,

it does not prevent law enforcement officials from

intercepting unencrypted communications, which is
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allowed under Ireland’s Interception of

Telecommunications Act of 1993.55

Russia’s Sisterna Operativno-Rozysknykh

Meropriyatti, known in English as Russia’s System

of Operative Investigative Procedures or System of

Ensuring Investigative Activity was introduced in

two parts. The first part, SORM-1, came into affect

in 1994 and gave the FSB, Russia’s internal

counterintelligence service (formerly known as the

KGB), the right to monitor all telecommunications

transmissions provided they first obtained a court

order.56 The second phase of the SORM legislation,

SORM-2, came into affect in July 1998,57 and

requires that all ISPs install black boxes that provide

a secure link between their ISP and the FSB’s Data

Collection Center (DCC)58 such that the DCC can

capture Internet transmissions within seconds.59

In many respects, SORM is very similar to the

United Kingdom’s Regulation of Investigatory

Powers Act (RIPA) since both legislative acts allow

for the widespread surveillance of Internet

communications within their respective

jurisdictions.60 However, although the United

Kingdom is considered far more democratic than

Russia, it seems that the abolishment of SORM is

more probable than the revoking of RIPA. SORM

has never been passed in Russian Parliament and

as it stands contravenes article 23 of the Russian

Constitution, which guarantees a right to secrecy

of communications.61 Therefore, through legal

challenges SORM can be revoked or altered. 

Through Russia’s democratic appellate process

SORM has already been altered. In 2000, SORM

was challenged in the Supreme Court of Russia by

an appeal filed by a St. Petersburg journalist named

Pavel Netupsky.62 The result of this appeal was that

the Supreme Court of Russia nullified article

number 130 of the Ministry of Communications

Order, which allowed the FSB to survey electronic

communications without informing ISPs of the

reason or the target of their surveillance.63 After

having abolished article 130 of the Ministry of

Communications Order, electronic surveillance can

now only be conducted if a court order, specifying

the reasons for surveillance, is presented to an ISP.64

It is important to note that although ISPs will know

the identity of the person or persons being surveyed,

this does not mean that the target of an investigation

will be notified that they have been surveyed or are

being surveyed. Therefore, although SORM has

been altered, it still seems to contravene article 23 of

the Russian Constitution. Consequently, it is evident

that only through multiple legislative amendments

will SORM possibly become constitutional.

Nonetheless, following the crisis of Chechen

guerrillas taking theatregoers hostage in October

2002, there were many reports of Russian cell phone

users seeing that their encryption services were no

longer functional, believed to be removed to allow

for SORM wiretapping of cell communications.65

On August 13 1999, the Diet, the Japanese

legislative assembly, passed the Communications

Interception Law, modeled after the 1994 American

Communications Assistance for Law Enforcement

Agencies Act (CALEA), which allows law

enforcement agencies to wiretap telephone, fax and

internet communications.66 It has been rumored

that Japan was pressured into creating such a law

by the United States government.67 Prior to passing

of the Communications Interception Law,

wiretapping was illegal in Japan because it was said

to violate article 21 of Japan’s constitution and was

explicitly prohibited under article 104 of Japan’s

Telecommunications Business Law and article 14 of

Japan’s Wire Telecommunications Law. 68

The Japanese Wiretapping Act, which came into

affect in August 2000, authorizes the use of wiretaps

for cases involving drug trafficking, gun running,

mass smuggling and gang-related murders.69 The

act requires that all ISPs make a pen-register style

log of all Internet communications that can be

subpoenaed at any time.70 According to the law,

prosecutors, senior police officers, narcotic

controllers and officials of Japan’s Maritime Safety

Agency can apply for warrants to use wiretaps.71

Because the Japanese are very concerned that the

wiretapping law may be abused, warrants allowing

for wiretaps can only be obtained from district

court judges and are valid for a mere 10 days (but

can be extended for up to 30 days).72 Furthermore,

the legislation makes it obligatory for an

independent third party, such as an employee of

Japan’s Nippon Telegraph and Telephone

Company, to monitor the wiretap.73 The act also

makes it mandatory that individuals who have been

monitored are notified within 30 days of the end of

the investigation74 and prevents law enforcement

agencies from wiretapping the communications of

lawyers, doctors and religious leaders.75

Little information is known about the Royal

Canadian Mounted Police’s (RCMP) use of

electronic surveillance since the RCMP refuses to

publicly acknowledge whether they have electronic

surveillance capabilities.76 However, many believe

that the RCMP is using the FBI’s Carnivore

surveillance system to intercept the electronic
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communications of suspected criminals.77 As the

RCMP regularly works closely with the FBI on

matters of mutual interest, it is certainly likely that

the RCMP would take advantage of the Carnivore

program to combat online criminal activity.

However, the FBI claims that the Carnivore program

has never been used outside the United States.78 Yet,

the FBI does admit that they would allow the

RCMP to use the program if the need arose.79

Although the FBI denies that Carnivore has been

used by the RCMP, this does not mean that the

RCMP is incapable of electronic surveillance. It is a

known fact that the Canadian Security

Establishment (CSE), a participant in ECHELON,

conducts electronic surveillance. Thus the RCMP

could work in conjunction with the CSE to intercept

Internet communications. No matter the technology

that the RCMP uses to conduct electronic

surveillance, it is likely that they are capable of

surveying Internet transmissions. Without a doubt

information related to the RCMP’s electronic

surveillance capabilities will become available as

surveillance of the Internet becomes widespread and

intercepted electronic communications are used as

evidence in Canadian courts.

On June 7 2000, the Australian government

passed the Telecommunications Legislation

Amendment Bill 2000 or TILAB 2000. The Bill

creates two new types of warrants for electronic

communication surveillance. The first, known as a

“Named Person Warrant” allows law enforcement

agencies to request permission to track a person’s

Internet activity without having to identify why or

by which means they will monitor the person. The

second is a special type of warrant called a

“Foreign Communications Warrant” which

permits law enforcement agencies to intercept

electronic communications crossing Australia’s

border “for the purposes of collecting foreign

intelligence.”80

C. Carnivore controversy 
As soon as the FBI announced they developed the

Carnivore electronic surveillance system critics

deemed the system unlawful. Opponents of

Carnivore allege that the surveillance system

invades privacy, limits liberty and violates the

Fourth Amendment of the US Constitution.

Organizations such as StopCarnivoreNOW!, the

American Civil Liberties Union (ACLU) and the

Electronic Privacy Information Center (EPIC) have

petitioned the American government to stop

deployment of Carnivore. 

Although the American government heard the

cries of outrage regarding Carnivore, very little

was done to appease the critics or address their

concerns. The only initiative taken by the US

Government to calm Carnivore’s opponents was to

commission an independent review of the

Carnivore electronic surveillance system.81 Instead

of shedding light on the constitutionality, the

functionality and the FBI’s usage of the system, the

review did nothing more than enrage critics who

deemed the review biased and hamstrung. 

The FBI claims that use of Carnivore is

permissible since electronic surveillance conducted by

Carnivore is analogous to the wiretapping of

telephone systems. In other words, the FBI claims

that usage of Carnivore is in accordance with pre-

existing laws regarding surveillance, namely Title III

of the Omnibus Crime Control and Safe Streets Act

of 1968 and the Electronic Communication

Protection Act of 1986. The use of Carnivore in full-

content mode is analogous to a wiretap of a

telephone call, and consequently the same laws that

apply to wiretaps should apply to Carnivore when it

is operating in full-content mode. However, questions

remain regarding whether the analogy between the

operations of Carnivore in pen-mode and the

operations of pen registers and trap-and-trace

devices used on the telephone system is accurate. 

Critics claim that use of Carnivore in pen-mode

allows the FBI to access a much larger scope of data

than traditional pen-registers and trap-and-trace

devices used on phone systems.82 First, Carnivore

boxes are installed on an ISP’s data network and not

a telephone line, therefore information collected by

Carnivore is not limited to the target’s

communications as it is when a pen-register or trap-

and-trace device is used on a suspect’s private

telephone line.83 Furthermore, in telephone systems

with digital switching technologies, out-of-band

signaling is used, meaning that call routing

information (transactional information) is carried on

a different channel than the conversation itself

(substantive information). In older analog telephone

systems, transactional information and substantive

data are carried on the same channel, but the

signaling of transactional information, the

information collected by pen-register and trap-and-

trace devices, consists of pulses and tones whereas

the conversation is encoded differently. Therefore, in

both digital and analog telephone systems it is

impossible to capture substantive information using

either pen register or trap-and-trace devices.84

However, when transmitting data over the Internet,
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with the exception of FTP (File Transfer Protocol)

data, both transactional information and substantive

information are combined in the form of packets,

making addressing information impossible to

separate from content data.85 Furthermore, since

both Internet transactional and substantive data are

recorded in digital form, any machine or system that

can process one can process the other, such that it is

impossible to be certain that the processing of

transactional information does not intentionally or

unintentionally divulge content data.86

Moreover, traditional pen-register and trap-and-

trace devices only collect telephone numbers.

However, when Carnivore is used in pen-mode it

collects the subject line and content of e-mails,

replacing each character of these fields with an

“X”.87 Therefore, through use of Carnivore the FBI

can record the length of each data field of an

electronic communication.88 Although the length of

telephone calls are legally recordable, there is

nothing in the laws related to phone tapping that

can be analogous to recording the length of

individual data fields, as is the case with

Carnivore.89 The fact that Carnivore documents the

length of individual fields might seem insignificant,

yet much can be deduced from such information.

For instance, take the case of a child pornography

suspect, the FBI surveys his communications in pen-

mode and notices that although most of his

messages are small, some are extremely large,

indicating that perhaps illegal pictures are being

transferred. The FBI can then take the destination

information of these large files and start surveying

the recipients of these files as to discover a potential

child pornography ring.90 Although clearly arguable

that such measures are a ‘good thing’, such

surveillance is illegal, since developing additional

leads or charges against a suspect in this fashion is

impermissible without following the correct

procedure for a full investigation.

In addition, e-mail addresses and URLs reveal

much more information than do digits in telephone

numbers.91 Telephone numbers only reveal the

location from where a call is placed and the person

to whom the number is registered.92 In contrast, e-

mail addresses can reveal the identity of

corresponding parties, an individual’s

organizational affiliations and perhaps even

personal characteristics.93 For instance, take one of

the authors’ email addresses, markperry@acm.org,

markperry@mac.com and mperry@uwo.ca -

revealing affiliation with the Association of

Computing Machinery, which the author uses an

Apple computer and is also associated in some

manner with the University of Western Ontario. 

Lastly, even if use of Carnivore in pen-mode is

deemed lawful, the fact that ISPs have no control

over Carnivore’s deployment is inconsistent with

pre-existing laws.94 The FBI retains the sole right to

alter a Carnivore box’s operation once it is in place.

Furthermore, the FBI can do so remotely without

the knowledge or the cooperation of the ISP.95 If

Carnivore’s surveillance is analogous to telephone

surveillance, than why is such surveillance not

conducted similarly? In the world of telephone

surveillance, telephone utility companies have been

extremely reluctant to allow law enforcement

agencies into their switching facilities in order to

survey their customers.96 Instead, telephone

companies themselves have satisfied court orders

and subsequently passed on subpoenaed

information to law enforcement agents. Why are the

same protocols not applied to ISPs in the case of

Internet surveillance? After all, ISPs best understand

their own network and are in the best position to

lawfully comply with a court order since they have a

dual duty to produce subpoenaed information and

to protect their customers’ interest. 

It seems that for the FBI to rationalize the use

of Carnivore they must implement laws specific to

Internet surveillance, since the analogy between the

telephone system and the Internet is too weak to

uphold Carnivore’s surveillance as legitimate.97

When asked if existing laws protecting the privacy

of telephone communications are enough to

protect e-mail and online activities in April 2001,

62% of the survey responded that new laws need to

be written to protect online privacy.98 However, in

September 2002, the same pollster reports:99

[C]itizens are sharply divided on the question

of whether the government should be able to

monitor people’s email and online activities. The

opinion breakdown on the question is 47% of

Americans believe the government should not have

the right to monitor people’s Internet use and 45%

say the government should have that right. A

majority of Internet users oppose government

monitoring of people’s email and Web activities.

There has been discussion regarding whether or

not the Carnivore electronic surveillance system

violates the Fourth Amendment of the US

Constitution. Opponents of Carnivore have deemed

the system comparable to “a super wiretap capable

of listening to all calls placed by all customers of a

telephone company”.100 Critics claim that

Carnivore contravenes the literal interpretation, in

90
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addition to the figurative interpretation of the

Fourth Amendment. According to them, Carnivore

violates the condition that a warrant must

particularly describe the “place to be searched and

the persons or things to be seized” given the nature

of the Internet does not allow the “place to be

searched” to be “particularly described”.101 For

instance, take a targeted suspect surfing a site in

California, the FBI gets a court order to intercept

the Internet communications of the suspect on his

ISP’s network in New York, how could the court

order include the interception of his surfing activity

hosted on the Californian site?102

Critics also condemn Carnivore, stating that its

usage by the FBI contravenes the Fourth

Amendment’s reasonable expectation of privacy

because it over collects information while being

used in pen-mode. According to critics of the

system, Carnivore has the potential for misuse

since the software can be improperly calibrated by

pushing the wrong set of radio buttons allowing

the interception of more information than is

subpoenaed.103 Even, the Independent Review of

the Carnivore surveillance system claims that this

problem should be addressed without further delay

by creating two different versions of the Carnivore

system, one for pen-mode operations and the other

for full-content interceptions.104

However many critics believed that even if two

distinct Carnivore systems were created, Carnivore

would still violate the Fourth Amendment. They

argue that people seek the benefits of anonymity

when using the Internet,105 for instance in chat

rooms, where they are not susceptible to approval

or contempt from third parties106 and online

shopping where they do not have to reveal their

personal preferences, for example their waist size or

their tastes in music or books.107 With the use of

Carnivore lurking on the Internet, Internet users

will lose their anonymity and will begin to behave

differently online.108

In the eyes of Carnivore’s opponents, the Fourth

Amendment, which was created in order to “protect

the rights of Americans while they work and play

on the Internet as it does in the physical world”,109

is violated by Carnivore. Given the fact that

“Americans use the Internet everyday to transfer

vast amounts of private data, financial statement,

medical records, e-mail, online reading and

shopping habits, business transactions and Web

surfing”110 they have the right to know that their

personal information is being transmitted safely,

without being copied by government investigators,

since the amount of sensitive information being

transmitted over the Internet is enough to allow the

Government to form a “granular picture of their (an

internet user) interests and activities”111 and to

allow the government to develop suspicions against

them. Opponents of Carnivore maintain that if the

US Government does not respect its citizens’ right

to privacy nothing remains to keep American

society liberal and democratic.

The Independent Technical Review of the

Carnivore System commissioned by the

Department of Justice and undertaken by the

Illinois Institute of Technology112 has been subject

to much criticism. Many have deemed the report

biased and inadequate.

The American Civil Liberties Union (ACLU),

amongst others, has “expressed substantial

reservations about both the independence of the

reviewers and the proposed scope of their

review.”113 They claim that for the review to be

truly independent it would need to be external to the

Department of Justice (DoJ), which it was not since

the review was overseen by the government officials

who employ Carnivore (FBI & the DoJ).

Furthermore, the ACLU claims that the government

chosen review panel was constrained since the

review team consisted of former governmental

advisors, a former Clinton information policy

advisor, former DoJ officials and others with

backgrounds in the National Security Agency (NSA)

and the Department of Treasury. The ACLU also

asserts that a single one-time review of Carnivore is

inadequate since Carnivore will be replaced with its

progenitors and the only way to ensure full

compliance of all future versions of Carnivore

would be continual oversight of the system.114

Critics of the IITRI report also believe that the

government placed unreasonable restrictions on the

review panel, including limits on the information

available to the reviewers and specifications for the

review that are dictatorial.115 Consequently, critics

question the conclusions of the review. According to

them, even if the review was conducted in good

faith, to the best of IITRI’s ability, the limitations

imposed on IITRI and the financial and time

constraints placed on the review cannot support a

conclusion that Carnivore is correct, safe and always

consistent with American Law. One report notes:116

Although the IITRI study appears to represent

a good-faith effort at independent review, the

limited nature of the analysis described in the

draft report simply cannot support a conclusion

that Carnivore is correct, safe, or always consistent

The Independent

Technical Review

of the Carnivore

System has been

subject to much

criticism



92

Surveillance systems

with legal limitations. Those who are concerned

that the system produces correct evidence,

represents no threat to the networks on which it

is installed, or complies with the scope of court

orders should not take much comfort from the

analysis described in the report or its conclusions.

Furthermore, the fact that the Department of

Justice bestowed a “daunting list of requirement

and restrictions for the review”, and retained final

authority over the report drove numerous university

research teams to forego the opportunity to review

the Carnivore system citing that such strict control

by the DoJ would prevent an independent review of

the system.117 Among the universities that declined

requests to review the Carnivore electronic

surveillance system were the Massachusetts’s

Institute of Technology (MIT), the University of

California at San Diego, Dartmouth College, the

University of Michigan and Purdue University.118

D. ECHELON 
No discussion of electronic surveillance would be

complete without a description of ECHELON, the

term popularly used for an automated global

interception and relay system, said to carry out

“quasi-total surveillance” of all communications.119

It must be made clear that ECHELON and similar

systems are outside the normal operations of law

enforcement envisaged when implementing

Carnivore, or surveillance under RIPA. ECHELON

is ‘1984’ now, with little oversight by government or

community.120 The system is operated by

intelligence agencies in the United States, the United

Kingdom, Canada, New Zealand and Australia.121

The ECHELON system is primarily used and

designed to intercept the Internet, fax and telephone

communications of non-military targets,122

specifically communications relating to terrorism,

organized crime, economic dealings and scientific

developments.123 It is rumored that the system

collects as many as 3 billion communications a

day,124 and sifts through 90% of all Internet

traffic.125 Although ECHELON is the only

documented global interception system, it is likely

that other nations such as France and Russia also

survey international communications. 

It is important to note, that ECHELON, unlike

Carnivore, is not designed to eavesdrop on a

particular individual’s communications. Instead, the

system works by indiscriminately intercepting very

large quantities of communications and then distills

the collected data through artificial intelligence

programs to extract messages of interest from the

mass of unwanted ones.126 The ECHELON system

is composed of a chain of interception facilities

located around the world that tap into all the major

components of international telecommunications

networks, including international

telecommunications satellites (Intelsat), regional

communication satellites, radio communications,

and land-based communication networks

(microwave and cable).127 These globally positioned

facilities are linked together such that the data they

intercept is available to the other states participating

in ECHELON.128 The United States’ National

Security Agency (NSA) is by far the senior partner

participating in ECHELON, the agency employs

over 21 000 people and has a budget of over US $3.6

billion, a larger operating budget then either the FBI

or the CIA.129 The other partners; the Government

Communications Headquarters (GCHQ) in the

United Kingdom, the Communications Security

Establishment of Canada (CSE) (which employs 890

people and has an operating budget of CAN $110

million), the Defense Signals Directorate (DSD) in

Australia and the Government Communications

Security Bureau (GCSB) of New Zealand, share the

cost of ECHELON’s operations with the NSA and

make joint use of the resulting information.130

The alliance between these five nations grew

from co-operations during World War II to intercept

radio transmissions and was formalized in 1948 with

the signing of the UKUSA signals intelligence

agreement (SIGINT), which aimed primarily to

monitor the activities of the USSR.131 It wasn’t until

1971 that the UKUSA allies began ECHELON.132

Before then, each ally did their intelligence gathering

operations independently from one another.133

Under ECHELON, the task of surveying the world’s

communications is divided among the participating

states. The United Kingdom has the task of

surveying Africa and Europe up to the Ural

Mountains of the former USSR, Canada has the

task of surveying the northern latitudes and the

Polar Regions, Australia and New Zealand survey

Oceania and the areas surrounding the Indian

Ocean, and the United States surveys North and

South American transmissions as well as Pacific

Intelsat transmissions.134 Known surveillance

stations are located in Yakima, Washington and

Sugar Grove, West Virginia in the United States,

Sebana Seca in Puerto Rico, Morwenstow and

Menwith Hill in England, Geraldton, Pine Gap and

Shoal Bay in Australia, Misawa in Japan, Waihopai

in New Zealand, Leitrim, Ontario in Canada and

Bad Aibling, Germany.135
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At each of these respective stations, there is a

computer known as an ECHELON

“Dictionary”.136 Each ECHELON Dictionary is

programmed daily with keywords that can be

anything, including names of people, locations,

ships, countries, organizations, telephone numbers,

subject names and Internet addresses, or any other

word of interest (e.g. “nitroglycerine”) and

intercepts messages containing these keywords.

However, the Dictionary at each station, not only

searches intercepted messages for words inputted

by its parent agency, but also searches captured

data for keywords entered in partner nations’

Dictionaries.137 Whenever a Dictionary discovers a

message containing a keyword of another agency, it

automatically picks up the message and sends it

directly to the headquarters of the agency that

inputted that specific keyword.138

ECHELON’s participatory countries intercept

communications in many ways. The most common

methods of interception are massive ground radio

antennas, interception satellites and IP sniffer

devices139 that are capable of handling much

larger quantities of data than Carnivore boxes.

However, ECHELON uses many other methods to

intercept telecommunication transmissions. For

instance, it is believed that American divers tap

into cables carrying phone calls across the sea and

install surveillance devices.140 Furthermore, it is

believed that the ECHELON network has

buildings situated along microwave and cable

routes to intercept communications,141 and that

other transmissions are captured from space using

spy satellites. In addition, it has been said that

ECHELON intercepts communications through

“embassy collection”: ECHELON’s embassy

collection program reputedly places sophisticated

receivers and processors in diplomatic bags in

overseas embassies, which are then used to

monitor communications in foreign capitals.142

Although, information in regards to ECHELON

does exist, the US and other participating

governments have gone to extreme lengths to keep

details of ECHELON operations secret. The US

government takes this further, and still refuses to

admit that ECHELON exists, even though both

Australia and New Zealand have confirmed the

system’s existence.143 As ECHELON’s existence is

confirmed, many privacy organizations and

individuals are now concerned about whether

ECHELON follows any legal standards. In an

attempt to answer this question, the Electronic

Privacy Information Center sued the US government,

Surveillance systems

without success, hoping to obtain documents

describing the legal standards by which ECHELON

adheres, if any exist.144 Unlike the Carnivore system,

whose use must conform to US surveillance laws,

ECHELON engages in a subterfuge to avoid legal

restrictions, which many countries have in place to

prevent invasions of privacy.145 For instance, it is

rumored that nations would not use their own agents

to spy on their citizens, but instead would assign the

task to the spy agency of one of the other allies

participating in ECHELON.146 Since the

interception of communications taking place within

a given country does not target the citizens of that

country, a person whose messages are intercepted

does not have any domestic legal protection.147

It seems that the only concern raised in regards

to ECHELON, in the US in particular, is whether the

interception system targets domestic traffic. Even

when the US Congress held hearings concerning the

activities of NSA, these hearings were confined to

whether US citizens were affected by NSA’s

surveillance, without any real concern expressed

regarding the legality of NSA’s surveillance or the

existence of the ECHELON surveillance system

itself.148 As evidence indicates that domestic traffic is

not intercepted by internal spy agencies, ECHELON

continues to exist with little resistance. However, it is

likely that if a US agency required information on a

US citizen it could ask one of the other ECHELON

facilities to oblige in gathering information. The US

facility would then not be spying on a US citizen,

though the effect would be the same. This technique

was reportedly used by Margaret Thatcher.149

E. Conclusion
Although the FBI’s Carnivore electronic

surveillance system has been plagued with bad

publicity and is in dire need of improvement in

order to make it comply transparently with

American laws regarding surveillance, it is unlikely

that the FBI will stop using Carnivore. Without

Carnivore or a comparable software suite, the FBI

would be unable to conduct electronic surveillance.

Consequently, it is evident that Carnivore is an

asset to the FBI. However, the FBI seems unwilling

to neither admit the shortcomings of the software

nor allow that the software must be improved and

its use must be subject to strict regulations such

that it does not infringe upon the freedom and the

right to privacy of American citizens. Currently

the FBI maintains a viewpoint that public safety is

by far the most important concern of Americans.

Following the attack on the United States on 11

It is unlikely that

the FBI will stop

using Carnivore
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September 2001 they face much less opposition

than before that time. However, John Ashcroft, the

current Attorney General of the United States,

who is not known for his liberal views remarked

(in relation to encryption controls): 150

There is a concern that the Internet could be

used to commit crimes and that advanced

encryption could disguise such activity. However,

we do not provide the government with phone

jacks outside our homes for unlimited wiretaps.

Why, then, should we grant the government the

Orwellian capability to listen at will and in real

time to our communications across the Web? The

protections of the Fourth Amendment are clear.

The right to protection from unlawful searches is

an indivisible American value. Two hundred years

of court decisions have stood in defense of this

fundamental right. The state's interest in effective

crime-fighting should never vitiate the citizens'

Bill of Rights.151

The first step in order to make Carnivore an

acceptable law enforcement tool in the eyes of

individuals concerned with their privacy, would be

to address the legitimacy of the system. As it stands

Carnivore disregards privacy rights. Furthermore,

since current wiretapping laws do not specifically

address surveillance of Internet communications,

nor are they applicable by analogy to the telephone

system, legislation specifically addressing the

interception of Internet transmissions must be

written in order to legitimize Carnivore. 

Moreover, Carnivore’s technical limitations must

be rectified. The Carnivore program, in its current

states, seems like nothing more than a benchmark

project since it is plagued by technical shortcomings.

The Carnivore system must be made resilient and

reliant in order for it to remain an asset as a law

enforcement tool in an era where technology is

quickly evolving and criminals are becoming

increasingly clever. The FBI must therefore invest

personnel and other resources to make Carnivore

bug-free, and must refrain from deploying the

system until it achieves such robustness. 

In addition, Carnivore is currently a burden to

the technology industry, since its source code

remains secret and its effects to networks

undocumented. In order to appease the technology

industry’s concerns in regards to Carnivore, the FBI

should allow and encourage ISPs to handle data

interceptions themselves, using their IP sniffer

program of choice, as they allow telephone utility

companies to wiretap telephone calls. Furthermore,

the FBI should release data regarding Carnivore to

the public, instead of waiting to divulge such

information only after it is leaked to media outlets. 

However, even if the FBI makes compromises in

regards to Carnivore’s deployment and Congress

creates legislation specifically addressing the

wiretapping of Internet transmissions, appeasing

ISPs and individuals concerned with illegitimate

governmental surveillance, it would be naïve to

believe that the battle to secure individual privacy in

the electronic realm had been won. Although

Carnivore scandalized the FBI because of its

apparent disregard for the constitutional rights of

freedom and privacy of Americans, the most invasive

breaches of privacy are being conducted by secret

organizations and these invasions of privacy remain

unknown and cannot be ended by judicial appeals.

Thus, no matter what domestic policies regarding

Carnivore are put in place, the existence of private

communications will continue to be nothing more

than an illusion, since ECHELON and other similar

systems will continue to monitor them. 

No matter what is done to make Carnivore

lawful, it can be argued that the right to electronic

privacy, a battered cornerstone of modern

democracy, has already been lost forever thanks to

systems like ECHELON. However, this does not

mean that we should sit back, be docile, and allow

democratic governments to act without restraint ‘in

the interests of security’. Although Carnivore is

primarily a US system, undoubtedly similar

software is in use or, at least, under development, in

Canada. We should be ever more vigilant in the face

of programs such as Carnivore and ECHELON,

policies that lead to legislation such as RIPA,

systems like SORM, and a growing acceptance in

the face of terror in US for acceptance of a Total

[Terrorism] Information Awareness program. As

citizens who cherish freedom, we should unite and

remind our governments that concerns for public

security can rob us of our fundamental right to be

free from unfettered governmental surveillance. At

the very minimum we should be kept informed of

the actions that the state is taking to monitor our

communications or systems it is considering to

implement. If we see security as part of the struggle

to preserve our way of life, the security itself should

not repudiate that way of life.
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