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A Generalized Method for Constructing
Subquadratic Complexity GF'(2*) Multipliers

Berk Sunar, Member, IEEE Computer Society

Abstract—We introduce a generalized method for constructing subquadratic complexity multipliers for even characteristic field
extensions. The construction is obtained by recursively extending short convolution algorithms and nesting them. To obtain the short
convolution algorithms, the Winograd short convolution algorithm is reintroduced and analyzed in the context of polynomial
multiplication. We present a recursive construction technique that extends any d point multiplier into an n = d* point multiplier with area
that is subquadratic and delay that is logarithmic in the bit-length n. We present a thorough analysis that establishes the exact space
and time complexities of these multipliers. Using the recursive construction method, we obtain six new constructions, among which one
turns out to be identical to the Karatsuba multiplier. All six algorithms have subquadratic space complexities and two of the algorithms
have significantly better time complexities than the Karatsuba algorithm.

Index Terms—Bit-parallel multipliers, finite fields, Winograd convolution.
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1 INTRODUCTION

FINITE fields have numerous applications in digital signal
processing [1], [2], coding theory [3], [4], [5], and
cryptography [6], [7], [8]. The efficient implementation of
finite field operations, i.e., addition, multiplication, and
inversion, is therefore critical for many applications. The
efficiency of field operations is intimately related to the
particular representation of the field elements (and, hence,
the operands). It is customary to view a finite field as a
vector space which facilitates the use of various bases for
the representation of the field elements. Among the many
proposed bases, the canonical basis [4], the normal basis [8],
and the dual basis [9], [10], [11] are the most commonly
used ones.

In this paper, we focus our attention on canonical basis
bit-parallel multiplier architectures for even characteristic
field extensions, i.e., GF(2¥). In the canonical basis, field
elements are expressed as polynomials with coefficients
from a base field (e.g.,, GF(2)) and field multiplication is
carried out as polynomial multiplication modulo an
irreducible polynomial. Modular multiplication is usually
carried out in two steps: polynomial multiplication and
reduction of the polynomial product with the irreducible
polynomial. Using the “paper and pencil” method, the
multiplication step may be performed in parallel using
n? two input AND gates and (n — 1)* two input XOR gates.
This is followed by the reduction step, which requires only
a number of additions depending on the number of nonzero
coefficients of the irreducible modulus polynomial. Using
low-Hamming weight polynomials (e.g., trinomials, penta-
nomials, etc.) the additions may be implemented with only
2n XOR gates. The total gate consumption becomes 2n? — 1.
On the other hand, when binary adder trees are utilized to
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accumulate the partial products, the total delay of the bit-
parallel multipler is found as T + (logyn)7 o, where T
and 7 denote the delays of a two input AND gate and a
two input XOR gate, respectively. A variation to this theme
which combines the multiplication and reduction steps was
proposed by Mastrovito in [12]. Although considerable
research went into the design and optimization on this
theme and its variations, the space and time complexity
figures have not improved much further than the quadratic
space and logarithmic time complexities cited above [13],
[14], [15], [16], [17], [18].

An alternative approach for the initial multiplication step
was developed by using the polynomial version of the
Karatsuba-Ofman algorithm [19]. The recursive splitting of
polynomials and the special reassembly of the partial
products drastically reduces the number of AND gates
required for the multiplication operation: n'°®3. Although
the reduction in the number of multiplications is accom-
plished by sacrificing extra additions in each step, since the
number of steps is reduced logarithmically, the number of
XOR gates also enjoys a much improved asymptotic
complexity of 6n'°%23 —8n 42 [15]. While the number of
AND gates improves for all n > 2, the number of XOR gates
improves only after n > 64 when compared to the paper
and pencil multiplication method. The main disadvantages
of the Karatsuba multiplier are its time complexity, which is
about three times that of traditional multipliers,
T + 3(log,n)T e, and the restriction it places on the bit-
length by requiring it to be a power of two.

In this paper, we pose and address the following
question: Besides the Karatsuba algorithm, are there any
other bit-parallel multipliers with subquadratic space
complexity and perhaps with better time complexity? To
answer this question, we first reintroduce the Winograd
short convolution algorithm, an old and well-known digital
signal processing technique, in the context of polynomial
multiplication. We then introduce a generalized recursive
construction technique and present its complexity analysis.
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We summarize the complexities for several constructions.
Finally, we discuss the generalization of this technique to
support arbitrary polynomial lengths and present its
complexity analysis.

2 WINOGRAD SHORT CONVOLUTION

In this section, we briefly describe the short convolution
algorithm introduced by Winograd [20], [21]. Let a(x) and
b(z) represent d — 1 degree polynomials a(z) = 3" a;z!
and b(z) = 30, biz' defined over an arbitrary field. The

product of the polynomials is computed as

2d—2

c(x) = a(x)b(z) = Z crak,
=0
where

ck:Zaibj, for0 <k<2d-2. (1)
iTj=k

Alternatively, one can associate polynomials with se-
quences and view their coefficients as sequence elements:

a(x) —a= {a():aha?a .. 'aadfl}
b(fE) —b= {b()?bl,bz?‘ . .,bdfl}.

This representation enables us to define the elements of the
linear convolution ¢ = a * b of the two sequences as follows:

&= ab; , for0<k<2d-2. (2)

iti=k

It is easily seen that the polynomial multiplication in (1) and
the linear convolution in (2) are equivalent operations since
cx = ¢ for 0 < k < 2d — 2. The Winograd short convolution
algorithm is based on this association, along with the
following key observation: As introduced earlier, a(z) and
b(z) represent polynomials of maximum degree d — 1. Their
product ¢(z) = a(z)b(x) will have maximum degree 2d — 2.
Hence, when a made-up modulus m(z) with deg(m(z)) >
2d — 2 is introduced, then their product is not affected:

d(x) = a(x)b(x) mod m(z)
c(x) = a(x)b(x)
c(z) =d(x) , if deg(m(z)) > 2d — 2.

The Winograd short convolution algorithm makes use of
this fact. Choosing the factors of m(z) as relatively prime
polynomials enables efficient residue arithmetic with short-
er operands. The final product is obtained from the residues
via the Chinese Remainder Theorem (CRT). The steps of the
Winograd convolution algorithm are summarized below:
Setup: Choose artificial modulus m(z) with pairwise
relatively prime factors as
m(z) = mY (@)ym? (z)...m"P ().

Compute the polynomials M) (z) given as follows:

i) = (3555) ((;ZZE(;))md mw”) Y

fori=1,... k.
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Step 1 Residue Computations: Find the residue repre-
sentations of a(z) and b(z) with respect to each factor of the
modulus

a(z) = a(x)(mod m"(z)) and (4)

b(2) = b(x)(mod m(x)) ()

fori=1,... k.
Step 2 Residue Products: Compute & parallel modular
polynomial products

w(z) = a® ()b (z) (mod m (z)) (6)

fori=1,... k.
Step 3 Inversion: Compute the CRT-inverse using

k
d(x) = w(z)M" (z)(mod m(x)). (7)
=1
If deg(m(z)) > 2d — 2, then ¢(z) = a(z)b(x) = ¢(x) and the
algorithm will terminate with this step. However, due to
difficulties in selecting relatively prime factors, the case
deg(m(z)) = 2d — 2 is also useful. The algorithm proceeds
as described earlier. The computed product ¢(z) may not
match the actual product c(z) since, in the product
a(x)b(x), the term ay_1b; 12°¢% causes a reduction unless
aq-1b4-1 = 0. Hence, ¢(z) and ¢ (x) are related to each other
as follows:

d(x) = a(x)b(x) mod m(x)
= a(z)b(x) — ag_1bg—1m(x)

= c(z) — ag_1bg_1m(x).

Fortunately, the desired product a(z)b(z) is easily recovered
from ¢/(z) by a simple correction step.

Step 4 Correction: If deg(m(z)) > 2d — 2, then c¢(z) =
d(x) else if deg(m(z)) = 2d — 2, then compute

c(z) = d(x) + ag_1bg_1m(z).

In the correction step due to the a; 1bg—1 term, an
additional multiplication is required. However, the degree
of m(x) is reduced by one. It is customary to indicate the
use of the correction technique by adding a symbolic (x —
o0) factor to m(x).

In the following section, we introduce a concrete
example of a 4 x 4 Winograd short convolution algorithm.
In this construction and others described later in the paper,
the expressions become quite cumbersome. To alleviate this

problem we first introduce the following notation:
Notation. We define a product element as follows:

(e

Here, p; denotes the product of two summations formed by
the coefficients of a(z) and b(x) and ¢ denotes the list of
indexes of the summed coefficients. For example,

Po13 = (ao + a1 + az)(bo + b1 + b3).
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3 A CONSTRUCTION FOR d = 4

In this section, we illustrate the construction of a 4 x 4
Winograd short convolution algorithm over a field of
characteristic 2. Our purpose is to construct an algorithm

to compute the product

c(z) = a(z)b(z)
= (a3x® + apa® + a1z + ag)(bsz® + box® + byx + by).

e Setup. We apply the Winograd short convolution
algorithm for d=4 by selecting the modulus
polynomial as

m(x) = 22(2® + 1)(2* + =+ 1)(z — 00).

CRT-inversion,

MO(x) as

MO (z) = 2® + 2% + 2% + 1,
and M®)(z) = z* 4 22,

e Residue Computations. We reduce a(z) and b(x)

modulo m()(z) for i = 1,2,3 and obtain the follow-
ing residues:

For we compute the polyno-
(3) find

M(z)(:r) =25+ 2t + 23,

mials given in and

|
2
8
+
]
S

e Residue Products. The residue products are com-
puted as

w<1>(m) = (mz + ag)(brz + bo)

(aphy + arbo)x + agby(mod z?)

(Po1 — po — p1)T + po

w® (2) = [(a3 + ar)z + (az + ao)]

(b3 + b1)x + (ba + bp)](mod x* + 1)

= (a3 + ay)(bs + by)a?

+ [(as + a1)(b2 + bo) + (b3 + b1) (a2 + ag)lz

+ (ag + ag)(by + bp) (mod z* + 1)

= (po123 + po3 + p13)x + (poz2 + p13)

w®(z) = [(az + a1)z + (a3 + az + ag)]

[(ba + by)z + (b3 + by + by)](mod (2 + = + 1)
= (ag + a1)(by + by)z* + [(ag + a1)(bs + by + by)
+ (ag+as+ap)(ba + b1z

+ (a3 + ag + ag)(bs + by + by) (mod z* +  + 1)
= (po13 + po23) + (Po23 + P12)-

e Inversion. Using (7) we derive the CRT-inverse
d(z) = ca’ as
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C() =Po

A =po1+po+m

¢y = por23 + Po23 + P12 + Po1 + po2 + P13+ p1
¢y = po123 + Poas + P + Po

¢} = o123 + Po23 + P12 + po1 + po + p1

5 = po2s + po1s + po2 + por + P13 + pr.-

e Correction. We implement the correction step c(z) =
d(x) +psm(z) and obtain the coefficients of the
desired product as

Co = Po

€1 = po1 +Ppo +p1

C2 = po123 + Po23 + P12 + Po1 + Po2 + P13 +p1 + D3
€3 = Po123 + Po23 + Po13 + Po + D3

€4 = Po123 + Po23 + P12 + Po1 + po + p1

C5 = D023 + Po13 + Po2 + Po1 + P13 +p1 +P3

C6 = Ps3-
The final algorithm requires Sg = 10 multiplications:

Po123, P23, Po13, Po1, P12, P02, P13, P0s P1, P3-

This is a significant improvement over the 16 multiplica-
tions required by the paper and pencil multiplication
method. However, this improvement comes at the price of
an increased number of additions. First, we need to
compute the summation elements that are multiplied
together to obtain the product terms. This is achieved by
computing

ag + ay, a1 + az, a0 + agz, a1 + ag

and then (ag + a1) + a3, (ag + az2) + a3, and (ag + a2) + (a1 +
az) in order. Note that we are reusing the previously
computed summation terms. This computation requires
seven additions. Likewise, another seven additions are
spent for preparing the coefficients of b(x). Hence, the
number of additions required to compute the 10 product
terms is S4° = 14. We call these additions preadditions to
differentiate from additions performed after the multi-
plications, which we call postadditions. The postadditions
may be realized with the following algorithm.

Co = Po

c1 = (por +p1) +po

ca = [(po12s + po23) + (p3 + p12)] + [(por + p1) + (po2 + p13)]
c3 = (po123 + po23) + (po13 +p3) + po

s = [(por2s + poz23) + pi2] + [(Por + p1) + po]

s = (po13 +p3) + (Por + p1) + (poz2 + p13) + Pozs

C6 = P3-

The parentheses and brackets indicate shared subexpres-
sions and hint at the order of additions. Note that the
groupings of preadditions and postadditions are achieved
by inspection. The ad hoc nature of this step makes it much
more difficult to realize for longer convolution algorithms.

In this example, by reusing common subexpressions, the
number of postadditions is reduced to §%* = 16.
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The delay associated with this algorithm may be
analyzed in three parts: preadditions, multiplications, and
postadditions. Assuming two input XOR gates, the pre-
additions may be performed using binary XOR trees. The
longest delay path will be caused by the term p, with the
longest list . In both multipliers, the maximum delay is
found for computing ppi2; with length 4 and delay 27 .
Assuming all multiplications are performed in parallel, the
delay is found as 7. For the postadditions, the longest
delay path is found in coefficient ¢, with eight terms and
three addition delays. The total delay is found as 73 + 57 .

4 CoMPLEXITY OF WINOGRAD’S ALGORITHM

In this section, we analyze the complexity of the Winograd
short convolution algorithm and establish conditions to
achieve subquadratic complexity. We start by assuming that
all residue products in Step 2 of Winograd’s algorithm are
computed using the paper and pencil method and, there-
fore, require a number of multiplications quadratic in the
length. The entire convolution algorithm will have subqua-
dratic multiplicative complexity if Sy < d* and, hence, for
our purposes, the following condition needs to be satisfied:

k
So =Y di<d

i=1
Here, d; = deg (m()(x)) and d = deg(m(z)). Also note that
the Winograd algorithm establishes a lower bound as
follows:

k
Zdi >92d—1.
=1

Since >-F | @2 > 3% | d;, we can combine the two conditions
to bound Sg from both sides:

k k
2d-1<) di<Y & <d’
i=1

i=1
2d—1< Sy < d

In setting up the Winograd algorithm, we usually pick the
equality case 3% d;=2d—1 to eliminate redundant
multiplications. To minimize Sg, one has to maximize the
number of factors of m(z). Ideally, if all factors are chosen
as first degree polynomials, then d; =1, k = 2d — 1, and

Se =2d—1.

This represents the minimum number multiplications
required to multiply two polynomials of length d. As
attractive as it may seem, for longer convolutions, finding
m(z) with linear factors becomes impossible and the
performance suffers degradation. Still, there are sufficiently
many relatively prime polynomials that can be used for the
construction of Winograd short convolution algorithms
with subquadratic multiplication complexity.

As our goal is to use shorter Winograd convolution
algorithms to build longer ones, we develop a simple but
useful parameterization. This will enable us in later sections
to formulate the complexity of longer convolution algo-
rithms in terms of the parameters of the shorter convolution
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algorithms used in the construction. As already used above,
Sg denotes the number of multiplications incurred in Step 2
of the Winograd algorithm. There are two types of additions
concentrated in Steps 1 and 3 of the algorithm. These
additions take place before and after the multiplications are
computed. Hence, as described earlier in Section 3, we call
these additions preadditions and postadditions and denote
their complexities by $%° and 8%, respectively. The space
complexity of a short convolution algorithm is identified by
an ensemble of three parameters: (S7°, Sz, S2).

The delay of the multiplier circuit is found in three parts.
We use the parameter D¢ to denote the delay associated
with computing the preadditions. In a direct implementa-
tion, the length of the longest list ¢ of all product terms p,
appearing in the preadditions will determine D". When
binary XOR trees are utilized to implement the preaddi-
tions, then the delay is found as D" = [log, /]. In the
computation of the residue products, all multiplications are
performed in parallel and thus require only one coefficient
multiplication delay. The maximum delay in the postaddi-
tions is determined by the coefficient that causes the longest
delay. We associate the parameter D" with this delay. In a
direct implementation, this coefficient will be the one with
the maximum number of product terms. As in the
preadditions, if the postadditions are carried out using
binary XOR trees, the delay is determined as D" = [log, [].
Here, | denotes the maximum number of product terms in
any coefficient of the product.

The complexity analysis presented in this section applies
to the direct implementation of the Winograd algorithm.
However, there are many ad hoc techniques which may be
utilized to obtain improvements. One of these is as follows:

Heuristic 1 (convolutional symmetry). The convolution
operation is symmetric. More clearly, when two sequences
are reversed, their convolution is also reversed. Therefore,
whenever a convolution sequence is not symmetric, it may
be possible to simplify the more complex sequence elements
by deriving them from their symmetric counterparts by
applying the two sequences in reverse.

In a more mathematical form, the heuristic is restated as
follows: Consider the convolution of two sequences {c} =
{a} % {b} or the product computation of the polynomial
product c(z) = a(z)b(x). We treat the elements of the
convolution sequence as functions of the two sequences:

¢j = filag, a1, ..., aq-1;bo,b1,...,ba 1)
for j=0,...,d—1. Since the convolution operation is
symmetric, it follows that
c2d—2—j = [j(@d=1,ad=2, - - @05 ba—1,ba—2, ..., bo)

In other words, cy4—2—; may be obtained by replacing all a;
with aq_;—; and all b; with by_;_; in the equation obtained
for computing c¢; for any 0 <j<d—1. For a sample
application of this heuristic, see Case d = 4 in the Appendix
(which can be found on the Computer Society Digital
Library at http://computer.org/tc/archives.htm).
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5 THE KARATSUBA-OFMAN ALGORITHM

In this section, we show that a certain Winograd short
convolution algorithm is essentially identical to the Kar-
atsuba-Ofman algorithm [19]. We state this formally as
follows:

Theorem 1. The 2 x 2 Winograd short convolution algorithm
constructed using the modulus m(z) = z(x — 1)(z — 00) is
identical to the Karatsuba-Ofman algorithm.

Proof. We aim to develop a multiplier to realize the product
c(z) = a(z)b(z) = (ao + arx)(bo + b1x).
Using the given modulus, the residues are computed as

aV(z)=ay a?(z) =ao+a
b(l)(l‘) = by b@ (.73) = by + by.

The residue products are formed as

w () = agby
w? (z) = (ag + a1)(by + by).

The inverse polynomials are computed as

MY (z) = (z-1)((z —1)"" =2 — 1(mod z)
M (z) = z(z7) = z(mod (z — 1)).

By using the CRT inversion formula shown in (7), we
assemble the product as follows:

d(x) = agbo(z — 1) + (ap + a1)(by + by)z.

Due to the (z — oo) factor, a correction step is needed. We
add a;b;z(x — 1) to obtain the final product as

c(z) = arbyz?® + [(ao + a1)(bo + b1) — apby — a1bi]x + apby.
O

6 RECURSIVE SPLITTING

Using Winograd’s technique one may easily build a
convolution algorithm for a desired length, as shown in
the previous sections. However, as the size of the
polynomials grows, it becomes difficult to pick a modulus
with proper factors. The problem gets worse if the domain
of the polynomial coefficients is a small field such as GF(2).
Another serious problem is the fast growth in the number of
addition operations required to realize the reductions and
the CRT inverse computation. Both difficulties may be
overcome by recursively nesting such short convolution
algorithms to achieve longer convolutions. The same
principle was successfully applied in the multilevel
realization of the Karatsuba algorithm [15]. A k-level
recursive construction takes a d X d convolution (or multi-
plication) algorithm and extends it to an n x n convolution
algorithm, where n = d*.

Let the product to be computed be c(z) = a(z)b(z),
where the two operands are represented as

a(x) = Aé()) + A(lo)m + Aéo)xQ +...+ Afl?,)ilxdhl
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and

b(z) = BY + Bz + BYa? + ...+ BY) o

with AE()), BEO) € GF(2). The algorithm proceeds by splitting
the polynomials a(z) and b(x) into d shorter polynomials.
After the splitting, a(z) and b(z) have d terms, each of
length n/d = d*!, ie.,

a(z) = A[()l) + A(ll)wdH + A(Ql)aﬂz”lH +...+ Afilf)lz(d”)dm,
(8)

where each coefficient is a (d"*! — 1)st degree polynomial

AV = A A0 e A

idt1 41
0 k—1_
"'+A£d2*‘+d“*1—1xd !
for i=0,1,...,d—1. Since both operands now have

d coefficients, to multiply the coefficients of a(z) and b(z),
a d x d convolution algorithm may be utilized. With the
application of the convolution algorithm, new products of
the coefficients of a(x) and b(z) are formed. These are
products of polynomials of length d"*~!. To realize these
products, the splitting technique is used and another level
of the dxd convolution algorithm is applied on the
coefficients. In fact, the splitting and convolution operations
may be applied repeatedly until the ground field GF(2) is
reached. The coefficients in a level are related to the ones in
the previous level as follows:

A9 = AU 4 AU oy gUS) 2y
LAY (s

idk—i4-dh=i—1

The d x d convolution algorithm is applied to all multi-
plications in each of the k levels until the ground field is
reached. Once the ground field is reached, the products are
computed and the polynomials are appropriately reas-

sembled according to the short convolution algorithm.
The recursive splitting technique not only allows a

simple and uniform construction, but effectively reduces
the asymptotic complexity of the multiplier. In the next
section, we present a detailed space and time complexity
analysis which derives the overall complexity in terms of
the parameters of the short convolution algorithm.

7 COMPLEXITY ANALYSIS

The analysis assumes a short convolution algorithm char-
acterized by the parameters (d,S”°, Sy, SP*, D', D) as

defined in Section 4. The analysis proceeds in three steps:

1. Preadditions. In each recursion level, the number of
polynomials grows by a factor of Sy, whereas
polynomial lengths shrink d times. Hence, the
number of preadditions performed in the overall
computation is found as:
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log;n

pre __ i—1 Qpre
R = § js su
pre

SO

— log; Se .
5. —d d(n n)

In each level of the recursion, the preadditions are
performed with D¢ delay. Since there are log;n

levels, the delay in this stage is found as:

T = ToDP ¢ logyn.

2. Multiplications. The polynomials are split log,;n
times, the number of polynomials grows by a factor
of Sg. Hence, the total number of coefficient multi-
plications (after log; n levels of recursion) is

R = S" = nlosade,

All multiplications are computed in parallel and

thus require only one multiplication delay.

3. DPostadditions. In calculating the total number of
postadditions, we need to consider the additions
required for the reassembly of the coefficients as
well as the overlaps among the coefficients. Note
that product terms may be twice as long as
coefficients, thus overlaps among coefficients will
occur. In the ith iteration, the number of polynomials
grows to S""' Bach polynomial has length
2d" — 1. Smce there are S%* additions of such
polynomials, multiplying these quantities together
gives the number additions as shown in the first
term in the summation below. The product terms
will have 2d — 1 coefficients, hence there are 2d — 2
intervals with overlaps each d''—1 bits long.
Factoring in these overlaps results in the following
overall figure for postadditions:

log; n

Z Slog,n i Spost de 1 1)

+(2d = 2)(d™" = 1)].

The delay contributed by postadditions is found as

Rpo st

TZ;St = T%BD‘DOS]‘/ logd n.

The overall complexities Ry and R = RYC + R are

found as
R@ = nlOgd S®, (9)
R = (u—v)n'Ss —un + v, (10)
where
_2(d—1) 285 + 8B
S —d
and
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TABLE 1
Change in the Degress of the Optimal Asymptotic Complexity
d 2 5 10 100 | 1000 | --- | oo
logy(2d — 1) ‘ 1.584 ‘ 1.365 ’ 1.278 ‘ 1.149 ‘ 1.100 | ‘ 1 ‘

2(d—1) + 8%
Se—1

v =

The total delay is found as follows:

T =To + To(D" + D) log, n. (11)

We observe that the polynomial degree of the space
complexity is log;Sgz. When an optimally constructed
Winograd short convolution algorithm is used, then Sg =
2d — 1 and the asymptotic complexity is optimized for that
particular d. For instance, the Karatsuba algorithm is
optimally constructed for d =2 since Sg = 3. However,
note that, in Table 1, for higher values of d, the exponent
decreases and, in the limit case, converges to 1. This means
that, as d increases, the asymptotic complexity of a multi-
plier built by extending an optimally constructed convolu-
tion algorithm will improve. Even if no optimal
construction can be found for higher d, it may still be
possible to find suboptimal (Sg < 2d — 1) short convolution
algorithms. When these algorithms are recursively ex-
tended, it may still be possible to obtain asymptotic
complexities that are better than the ones obtained for
multipliers built using optimal contructions for smaller d.

8 SEVERAL CONSTRUCTIONS

Table 2 summarizes the complexities of several multi-
plier constructions obtained by recursively extending
the Winograd short convolution algorithms derived in
this paper. The listed complexities are obtained by a
straightforward application of the formulae given in
(9), (10), (11) on the convolution algorithm parameters
(S®,S$€,S§é’m,D”"“,Dp"‘“t). The complexities are given in
terms of the length of the multiplier n =d*. The first
algorithm is identical to the Karatsuba algorithm as derived
in Section 5. The two algorithms for d =4 are derived in
Section 3 and in the Appendix (which can be found on the
Computer Society Digital Library at http://computer.org/
tc/archives.htm). The algorithms for d =3 and d =5 are
included in the Appendix. The stars in the two moduli
indicate the improved versions of the two algorithms as
explained in the Appendix.

In Table 2, when compared to the paper and pencil
method, all six algorithms exhibit superior asymptotic
complexities. Albeit very close, the degree of the asymptotic
complexity of the Karatsuba algorithm, i.e., log, 3 ~ 1.58, is
slightly better than that of the other six algorithms
(logs 6 ~ 1.63, log, 10 ~ 1.66, logs 14 ~ 1.64). Nevertheless,
the constant factor of the polynomial term in the additive
complexities R, for the improved algorithms for d = 3 and
d = 4 is smaller than that of the Karatsuba algorithm. This
translates into only slightly worse space complexity for
certain practical values of n. For example, the additions
required for the improved algorithms for d =3 and d =4
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TABLE 2
Recursive Multiplier Complexities of Several Constructions

d m(x) R@ R@ T

2 z(z—1)(z — o) nlog23 6n'°23 — 8n + 2 Te + 3logy nTg
3 z(z+1(@?+z+1)(z— o0) nlogs 6 9ploss6 _ B4 U Ty + 5loggnTy
3 z(x+1)(z2+x+1)(z—o0)* nlogs 6 Lploesb _22n 42 Ty +4logynTe
4 2322+ 1)(2® +z+ 1)(z — o) logg 10 36plogs 10 _ 2y 4 22 7o 4 5logy nTg
4 2@+ 1D)(z?+ 2+ 1D)(z—00)* log, 10 §n10g4 10 _ %n + 19—9 Te + 5logy nTg
5 z(@?+ D) +2+1)(@®+z+1)(x—00) nlosslt Hiplosld 106, L 4 7 4 7]og, nTg

are only about 10 percent and 20 percent more than what is
required for the Karatsuba algorithm for n = 100. Also,
considering that the Karatsuba algorithm requires n to be a
power of two, the algorithms for d =3 and d =5 clearly
have practical value.

We see a different picture in the time complexities. With
increasing d, the base of the logarithms increases. When all
six complexities are converted to logarithms in base 2 and
rounded appropriately, the logarithmic identities

5logsn = 3.15logyn , for d=3
4logsn = 2.52logyn , for d=3
5logyn = 2.53logyn , for d=4
Tlogsm = 3.0llogyn , for d=5

are obtained. Hence, the time complexities of the four
algorithms developed for d = 3 and d = 4 are significantly
better than that of the Karatsuba multiplier. Note that all six
multipliers have worse time complexities than the paper
and pencil multiplication method, which has only 7 +
logy n7 ¢ delay.

We would like to emphasize that these particular
constructions are only a very small fraction of the multi-
pliers that may be built by recursively extending short
convolution algorithms obtained by Winograd’s algorithm
or by any other means. In the application of Winograd’s
algorithm, depending on the choice of the artificial modulus
m(z), the complexity parameters will change, giving rise to
new recursive multiplication algorithms. Furthermore, any
short convolution algorithm obtained by any method
besides the Winograd algorithm may be recursively ex-
tended. The developed complexity formulae will work as
long as the same multiplier parameters can be identified.

9 GENERALIZATION TO ARBITRARY n

In many applications, the multiplier length is determined
by system constraints and, hence, n may not be a prime
power. For such applications, it is crucial to build an
efficient multiplier for arbitrary n. This may be accom-
plished by recursively combining multiple level splitting
algorithms of different lengths. That is, if n factorizes into
prime powers as

— J€1 Jje2 =
n=d'dy ...d,

then, as before, the polynomial operands are recursively split
in e; levels and multiplied in each level using a d; x d;
convolution algorithm. However, the coefficients obtained in
the final splitting are not elements of GF'(2) as before, but

rather elements of GF(2%'~4'). Thus, another e, levels of
recursive splitting and convolutions of length dy x dy are
applied. This process is repeated for all prime factors in the
representation of n until the ground field is reached and the
entire computation is expressed in terms of GF'(2) operations.

The complexity formulae developed in Section 7 still
apply to each level of the recursive construction of the
multiplier. However, to determine the overall complexity,
the complexity formulae should be nested in accordance
with the application order of the splitting:

e;\log,. Se.d _ QEi
Red = (di')™" """ Rea,.,, = Sg 4 Red

i+1 it+1

i+1

R@,d,v, — [(UL _ Ui)(d?)logdsx,zq _ ud?' + Uz} R@.d

= [(Ui —vi)Sg 4, — wid;' + Ut} Radios

where
L 2(d; — 1) + 28577 + 8%
t S®7d, - dl
and
2(d; — 1) + S
v =——>"
S®,d, - 1
for i =1,2,...,t. The subscript d; associates a particular

parameter to a d; x d; convolution algorithm and its
application in the overall recursion. Note that Ry 4 and
Re.q, give the overall complexities of the multiplier. Also
note that Ry, and Reggq,, indicate the complexities of
multiplication and addition operations in GF'(2), respec-
tively. The closed form expressions are found as

t

— &
Re = Hs&d,
=1
t

Re =] [(uz‘ —0i)Sg g, — wid; + UL}'

i=1

By ignoring linear terms and constants, the overal addition
complexity may be approximated as follows:

¢ ¢
Re ~ H(ui — ;)85 4 = Re H(uL — ;).
i=1 =1

The time complexity is derived by writing the latency of
multiplication in a level in terms of the latency of operations
in a lower level as follows:
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Tod =Tod +Tod, (DU + D) log, di.

The total delay is found by substituting 7 4,, until the
ground field is reached. This gives a simple summation
which simplifies to the following closed form expression:

d—1
T — T® + Tq: Z(Dfre + /D/zimst)ei.

i=0

We also would like to note that, although not treated in
the paper, the generalization of the recursive extension
technique and the presented complexity analysis to higher
characteristic field extensions is trivial. Furthermore, over
higher characteristic fields, selecting relatively prime poly-
nomial factors in the setup of the Winograd algorithm
becomes easier and, therefore, the algorithm and the
recursive extension become more efficient. For instance, if
p > 2n, then any Winograd n x n convolution algorithm
may be realized using only 2n — 1 multiplications since all
factors of m(z) can be selected as linear polynomials.

A final word on generalization is in order. It may appear
that only a multiplier with a sufficiently composite bit-
length would benefit from the recursive construction
technique. In certain applications, nonprime bit-lengths
may be prohibited. In fact, an attack based on Weil descent
was shown [22] to be effective on elliptic curve discrete
logarithm problems built over certain composite extension
fields. Hence, in practice, composite extensions are avoided
as much as possible in elliptic curve schemes. Fortunately,
by simply appending the polynomials to be multiplied with
zero coefficients or by partitioning them into shorter
polynomials, the recursive construction can be made to
work. For instance, if one whishes to multiply two
polynomials, each of length n =251, then, rather than
finding a 251 x 251 convolution algorithm, one could
partition a(z) and b(z) as

249 249

a(z) = Z a;x’ + apso and b(z) = Z bz’ + baso
i=0 =0

and obtain the product in four parts as

249 249
a(z)b(z) = (Z @i 51961) +
p

249 249

bix' 4 baso E a;x’ + azsobaso.
=0 =0

@250

The implementation of the last three terms is trivial. The
first term requires a 250 x 250 convolution algorithm which
could be built by using a 2 x 2 algorithm and a recursively
extended 5° x 5% algorithm. Alternatively, one could ap-
pend a(z) and b(z) with five zero coefficients and apply a
recursively extended 2° x 2% convolution algorithm.

10 CONCLUSION

We introduced a generalized construction method for
building low-complexity bit-parallel multipliers for arbi-
trary bit-lengths. The construction is based on a divide and
conquer strategy where, through the prime factorization of
the bit-length, a multiplier of arbitrary length is built using
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shorter multiplication algorithms. The Winograd algorithm
provides a straightforward construction method for such
short convolution algorithms. In Section 6, we have
presented a recursive construction technique that extends
any d point multiplier with Sg multiplications into an n =
d* point multiplier with O(n'°¢15¢) area and O(log, n) delay.
Note that the recursive combination technique and its
complexity analysis presented in Section 7 apply to any
multiplication algorithm. The generalized construction
method presented in Section 9 nests such multipliers to
build low-complexity bit-parallel multipliers for arbitrary
bit-lengths. The exact space and time complexities of the
generalized multiplier are derived in terms of the para-
meters of the short convolution algorithms. We provide a
simple formula to compute the overall space and time
complexities of the multiplier from the short convolution
parameters. In Section 9, we note that certain applications
restrict the bit-length to be a prime. We illustrate two simple
techniques which may be used to circumvent this restriction
and make the constructions presented in this paper still
relevant.

In Section 8, we presented six recursive multiplier
constructions, all of which exhibit subquadratic asymptotic
space complexities. Note that these multipliers are only a
small fraction of the multipliers that can be obtained by
using the constructions introduced in this paper. Never-
theless, one of these constructions obtained by extending a
particular Winograd algorithm turns out to be identical to
the Karatsuba algorithm. We note that two of the other four
constructions and the Karatsuba algorithm require slightly
more gates for practical values of the bit-length. On one
hand, the time complexities of two of the multipliers are
significantly better than that of the Karatsuba multiplier.
The construction for d =3 and d=15 complements the
Karatsuba multiplier since the Karatsuba algorithm is
limited and may only be used when the length of the
multiplication is a power of two.

Finally, we point out a possible disadvantage of the
algorithms presented in this paper. When compared to the
paper and pencil method, the algorithms with subquadratic
complexity including the Karatsuba algorithm appear to
have less structure. This irregularity may cause additional
wire delays in actual VLSI implementation and may render
the comparison in delay imprecise. We define a VLSI level
performance evaluation of these algorithms and compar-
ison to the paper and pencil method as future work.
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