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There are no cheat sheets, books, or other reference materials allowed for this exam.  No calculators or other electronic devices are permitted either.

Part I -- Multiple Choice, True/False -- Choose the best answer from the choices given. Circle your answer on the paper, and fill in the answer on the Scantron form. [50 marks total, 2 marks each]

1. Before sending a packet into a datagram network, the source must determine all of the links that packet will traverse between source and destination. 

a. True.
b. False.
2. The Internet provides its applications two services, a TDM service and a FDM service. 

a. True.
b. False.
3. Twisted-pair cooper wire is no longer present in computer networks. 

a. True.
b. False.
4. The transfer of an HTML file from one host to another is: 

a. Loss-intolerant and time insensitive.
b. Loss-intolerant and time sensitive.
c. Loss-tolerant and time insensitive.
d. Loss-tolerant and time sensitive. 

e. None of the above. 

5. The web typically sends multiple objects in a web page within a multipart MIME message. 

a. True.
b. False.
6. When a TCP segment arrives at a host, the socket to which the segment is directed depends on: 

a. The destination port number. 

b. The source port number. 

c. The source IP address of the datagram that encapsulated the segment. 

d. All of the above. 

e. None of the above.
7. UDP has which of the following characteristics: 

a. Three-way handshake for connection establishment. 

b. Connection state at the server. 

c. Regulated send rate.
d. Checksum for error detection. 

e. None of the above. 

8. When a UDP segment arrives at a host, in order to direct the segment to the appropriate socket, the operating system uses: 

a. The source IP address. 

b. The destination port number. 

c. The source port number.
d. All of the above.
e. None of the above.
9. Consider a web server using persistent connections. Suppose the server spawns a separate process for each client that connects to the server. Then each of these spawned processes will have different server port numbers. 

a. True.
b. False.
10. Which of the following is used to contain an Internet standard?

a. RFC.
b. IETF.
c. DNS.
d. PPP.
e. None of the above.

11. All communication activity in the Internet is governed by protocols.

a. True.
b. False.
12. Which of the following provides a connection-oriented transport service?

a. TCP.
b. UDP.
c. IP.
d. HTTP.
e. None of the above.

13. Which of the following provides a connectionless transport service?

a. TCP.
b. UDP.
c. IP.
d. HTTP.
e. None of the above.

14. Which of the following approaches to switching share network resources?

a. Circuit switching.

b. Packet switching.

c. Both of the above.

d. None of the above.

15. Which of the following are benefits of an ISP increasing the number of connections to other ISPs in the Internet?
a. Improved reliability.
b. Increased bandwidth.
c. Reduced delays.
d. All of the above.

e. None of the above.

16. ADSL uses which form of multiplexing?

a. Statistical multiplexing.

b. Frequency division multiplexing.

c. Time division multiplexing.

d. Any of the above.

e. None of the above.  It does not use multiplexing.

17. HFC uses which form of multiplexing?

a. Statistical multiplexing.

b. Frequency division multiplexing.

c. Time division multiplexing.

d. Any of the above.

e. None of the above.  It does not use multiplexing.

18. Which of the following is not provided by TCP:

a. Reliable, in order data delivery.

b. Flow control.

c. Congestion control.

d. Minimum bandwidth guarantees.

e. TCP provides all of the above.

19. All web servers use port 80 to listen for client requests.

a. True.

b. False.

20. Which of the following approaches to peer-to-peer networking do not require a bootstrap node?
a. The centralized directory approach.
b. The decentralized directory approach.
c. The query flooding approach.

d. All of the above.

e. None of the above.

21. SMTP uses persistent connections.

a. True.

b. False.

22. A root DNS server contains all of the host-address mappings for every host on the Internet.

a. True.

b. False.

23. Which of the following helps improve the performance of DNS?

a. Its distributed nature.

b. Iterated requests.

c. Caching.

d. All of the above.

e. None of the above.

24. For every write() to a TCP socket, there must be a corresponding read() on the other end.
a. True.

b. False.

25. Which of the following is not a benefit of using a proxy server for a web cache?

a. It reduces load on the access link.

b. It decreases response times for client requests.

c. It increases reliability.

d. It reduces load on the origin server.

e. All of the above are benefits from proxy servers.

26. The following question parts deal with protocols in general. [8 marks total]
a. Define the term protocol. [2 marks]
A protocol defines the format and order of messages sent and received among communicating entities, and actions taken on message transmission and receipt.
b. Give an example of a human protocol and a network protocol. [2 marks]
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You can also use a text description instead of a picture.

c. What is meant when someone says that a protocol maintains state?  Give an example of a network protocol that maintains state, and an example of a network protocol that does not. [4 marks]
A protocol maintains state if it must maintain some kind of history or state based on prior interactions in the protocol.  HTTP is a stateless protocol; FTP is a protocol that maintains state (for example, the current directory of the client).

27. The following question parts deal with circuit and packet switching. [12 marks total]
a. Which approach to switching, circuit or packet, can support more network users in theory?  Explain why. [4 marks]
In theory, packet switching can support more network users.  Circuit switching requires resources dedicated to each user, regardless of whether or not they are actually using the network.  Packet switching only uses resources when a user needs to use the network.  Since the chances of all users needing the network at the same time are small, more users can be accommodated on the network at the same time using packet switching.
b. What are the differences between frequency division multiplexing and time division multiplexing?   Provide a diagram for each in your answer. [4 marks]
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c. What is the difference between statistical multiplexing in packet switching networks and time division multiplexing? [4 marks]
In TDM, each communication session gets the same slot in the revolving TDM frame.

In statistical multiplexing, there is no fixed pattern to the packets from each session, and they are essentially processed in the order they are received.  In TDM, the order is fixed and always the same.

28. The following questions deal with delays in networks. [12 marks total]
a. List the four types of delay that make up end-to-end delay, and define each. [4 marks]
Nodal processing – time required in router to process a packet (check for errors, determine output link, etc.)
Queuing time – time waiting at output link for transmission

Transmission delay – time required to send bits from router onto link (L/R)
Propagation delay – time required for packet to traverse a network link from source to destination
b. Suppose you have a network with N routers between machines A and B.  Your network is a store and forward, packet switched network.  Assuming a packet length of L bits, and each link has a data rate of R, provide a formula for calculating the total transmission delay for this scenario. [3 marks]
With N routers, there will be N+1 transmissions of each packet (1 for each router, and one for the original transmission from A).  Consequently, the total transmission time
in this scenario is (N+1)*(L/R).
c. Define traffic intensity mathematically.  What happens as traffic intensity approaches 0, approaches 1, and exceeds 1?  Use a graph, if you feel it makes a better explanation. [5 marks]
Traffic intensity is La/R, where L is packet length, R is transmission rate (link bandwidth), and a is the arrival rate of packets.

· La/R ~ 0: average queuing delay small

· La/R -> 1: delays become large

· La/R > 1: more “work” arriving than can be serviced, average delay infinite!

29. The following questions deal with connecting to Internet servers. [6 marks total]
a. Briefly describe how someone could use telnet to retrieve a simple text document from a web server.  Explain using a sample URL if it helps. [3 marks]
Suppose we want to retrieve http://host:port/file.  We would telnet to the given port (default 80) on the given host.  We would then be talking directly to the web server.  We then simply issue the command “GET file HTTP/1.0” in telnet, or “GET file HTTP/1.1” followed by “Host: host” as an optional header element, depending on the version of HTTP supported by the server.  We then enter a blank line, and the server will send the file to us.  We can then view the file, or cut and paste it to save it.
A diagram or enumerated description is also acceptable instead of a textual description as given above.
b. Suppose you use telnet to connect to an FTP server in a similar fashion to how you used telnet to connect to an HTTP server in the previous question.  Why might you find certain directory listing and file retrieval commands to not work in this scenario, when retrieval commands worked fine for HTTP? [3 marks]
FTP will want to open a separate data connection for transferring files and directory listings (depending on the commands used).  Since telnet does not support receiving new connections in this fashion, all such attempts will fail.  In essence, by using telnet to connect to the FTP server, we are establishing a control channel, but we have no way of initiating or receiving a data channel within telnet.

30. The following questions deal with DNS. [10 marks total]
a. What is the purpose of DNS?  Why is it necessary? [3 marks]
The primary purpose of DNS is to provide a distributed database capable of mapping between host names and Internet addresses.  It is necessary to do these lookups between human-friendly names, and computer friendly numeric addresses.  DNS also supports additional features relating to the storage of host information, tracking administrative rights, host information, mail exchanges, and so on.
b. Suppose that everyone in the world was perfectly capable of remembering Internet addresses instead of just host names.  Would DNS still serve a purpose in this world?  Explain. [3 marks]
Yes.  DNS supports other functionality as well.  This includes locating mail exchanges, determining administrative responsibility for a host, supporting content delivery networks, and a variety of other tasks.
c. The recent Microsoft SQL Server virus, Slammer, had a side effect of effectively disabling 5 of the root Internet name servers.  How could this have affected the functioning and performance of the Internet? [4 marks]
This could have had many effects:
· Some local DNS servers who lost their root name server would be unable to resolve requests, effectively cutting people off from some Internet sites.

· Some local DNS servers who lost their root would only be able to rely upon cached data, resulting in problems.
· Performance would have slowed down as requests piled up at the remaining root name servers to help resolve requests, resulting in increased delays or perhaps even timeouts in attempting to contact servers.

· And so on.

31. When e-mail is sent to user@gaul.csd.uwo.ca, how does the e-mail come to arrive at the mail server geriatrix.gaul.csd.uwo.ca, when it wasn’t specified at all in the address of the message? [8 marks]
When the mail is to be sent, the sender will ask for the MX or mail exchange record for gaul.csd.uwo.ca from DNS.  Eventually, the authoritative DNS server for gaul.csd.uwo.ca will be contacted, and will reply that the mail server for gaul.csd.uwo.ca is geriatrix.gaul.csd.uwo.ca.  An SMTP connection can then be established to actually store the message in the appropriate user’s mail box.
32. It has been said that flow control and congestion control are equivalent.  Is this true for the Internet’s connection-oriented service?  Are the objectives of flow control and congestion control the same? [4 marks]
Flow control and congestion control are two distinct control mechanisms with distinct objectives. Flow control makes sure that neither end of a connection overwhelms the buffers in the other end of the connection by sending to many packets to fast. Congestion control regulates the amount of data that an application can send into the network, helping to prevent congestion in the network core (i.e., in the buffers in the network routers).

33. The following questions deal with socket programming. [10 marks]
a. List the order in which the following functions should likely be called in a TCP server:  accept(), bind(), close(), listen(), socket(), read(). [4 marks]
Should be:  socket(), bind(), listen(), accept(), read(), and then close().
b. What are the purposes of the ntohs(), htons(), nothl(), and htonl() functions in a socket program? [4 marks]
These functions are used to convert from a host-specific byte ordering of integer data to a standard network byte order.  This allows machines of differing “endianness” (one big, one little) to successfully communicate integer data in a reasonable fashion.  All interactions with network protocols (for example port numbers in addressing) must be in network order!  The s vs. l functions are for short (16 bit) or long (32 bit) integer values.  The placement of n and h indicate in which direction the conversion takes place.

c. Why is it a good idea to close() each socket when you are done with it? [2 marks]
Besides being good programming to clean up after yourself, you can potentially run out of file descriptors in a program if you do not close sockets.  This is particularly true for servers that must handle multiple client requests … without closing, you eventually lose the ability to accept new client requests.  Furthermore, closing a socket also allows the port number and other resources allocated to the socket to be potentially freed sooner by the operating system.
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