CS 1033

Multimedia and Communications

REMEMBER TO BRING YOUR MEMORY STICK TO EVERY LAB!

Lab 01: Learning how to transfer files

between your Computer and a Web Server

Upon completion of this lab, you should be able to:

Activate your personal web space on the UWO server
which will be available to you for the entire time you are at
Western.

List the 4 things required to SFTP(upload or download) a
file from a local machine to a web server

Name the 2 networks you will be using while taking this
course.

Name the type of operation used to copy a file back and
forth from your laptop to a server and give the name of
two applications that will perform this operation.

Copy a file and/or folder from your local machine to the
panther web server.

Copy a file and/or folder from your local machine to the
gaul web server.

Change the permissions on a folder and/or file.

Indicate the correct Octal humber for the permissions in
order to be able to view a folder or file in a browser.

Go to the correct web address using a browser to see your
folders/files on the panther web server.

Go to the correct web address using a browser to see your
folders/files on the gaul web server.



INTRODUCTION TO THE COMPUTING ENVIRONMENT:

We want to keep the lab machines working well, so please immediately report any issues/problems
(monitor flickering, software not working) you have when sitting at the machines in either MC230
or NCB105.

e If you are in MC230, report problems here: http://www.csd.uwo.ca/prob report.html

e If you are in NCB105b, report problems here: http://www.uwo.ca/its/about-its/contact.html

A computer network is a group of computers that are connected to each other. In this course,
you will be using two different computer networks: GAUL and UWO (or Panther). Accessing a
computer on one of these networks requires up to four things:

User ID
Password
Host Name
Port Number

Both of these networks will have the same username (everything before the @uwo.ca in your email
address) and password (your Western password) but the host nhame and the port numbers will be
different. Both of these networks have web servers that allow the outside world to see files that
you upload on to them. Today we will try to upload files onto both of these networks.

GAUL Server

The Computer Science Department’s undergraduate network is called GAUL. You will be using the
GAUL network to hold your second and third assignment. You will try uploading an image to that
network in today’s lab.

ITS/UWO/"Panther” Server

The second network that you will be using is the UWO (or Panther) network, which is the general
network used by all students in the University and maintained by ITS (ITS is located in Support
Services building on Western Road, near Huron College). This network is connected to all library
computers and the General Computing labs (“"Genlabs”) scattered throughout the University. You
will use this network to hold your first assignment.

INTRODUCTION TO FTP:

FTP (File transfer protocol) enables a user to transfer files between his/her local computer (the
computer you are sitting working at) and a remote server. Some terminology:

o hosting - placing website files on a computer that is set up to allow access to those
files from the Internet

o webserver - a computer that is set up to host websites which means that your website
when uploaded to a server allows everyone on the Internet to see your website/files. In
this course, we will be hosting our websites on the webserver maintained by ITS (called
“panther”) and the webserver maintained by Computer Science Dept (called “gaul”)

o downloading - copying files from a remote server (such as ‘panther’) to the local PC
computer (the computer you are using right now)

o uploading - copying files from the local PC to the remote server


http://www.csd.uwo.ca/prob_report.html
http://www.uwo.ca/its/about-its/contact.html

o ftp-ing - copying files from the local PC to the remote server or from the remote server
back to the local PC, a slang term for uploading or downloading.

At Western, we tend to use the following two FTP programs (there are many to choose from), both
are free: WinSCP (for PC) or Filezilla (for Mac). You will want to download and install the FTP
software on your laptop/home machine.

WinSCP (Windows users) info
e Download from here: https://winscp.net/eng/download.php#download2
e FAQs can be found here: http://winscp.net/eng/docs/fa

Filezilla (Mac users) info:
e Download from here: https://filezilla-project.org/index.php
e FAQs can be found here: https:/ /filezilla-project.org/faq.php

FTP allows you to move files (such as .jpg files or .html files) between the machine you are sitting
at (your local machine) and the web server (we will be using a web server called panther.uwo.ca or
the web server called cs1033.gaul.csd.uwo.ca)
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LAB #1 — Exercise 1 — Creating a folder on the web server to hold vour
files on the UWO/Panther network.

Before you can put anything on the UWO (Panther) network, you need to create a folder or
directory to hold all your work. This folder must be called public_htm/. (NOTE: You do not need to
do this for the Gaul network as the Computer Science Department does it for you). For the UWO
(Panther) network, you only need to do this ONCE while you are at Western. To make this easier,
the ITS department has created a web page form for you to fill in that will create the public_html
folder automatically.

1. Open a web browser and go to this website:
http://www.uwo.ca/wts/services/web/activate my personal web space.html

2. Enter your User Name and Password as requested and hit Submit. In a few minutes a
special area (really just a folder) will be created. Anything that you move (upload) to this
file will now be available on the World Wide Web.

3. The place where this folder will be available is
http://publish.uwo.ca/~yourwesternusername. For example, if your name was Jane Smith
and so your Western User Name was jsmith789, then, after completing step 2 above, you
would now see something at http://publish.uwo.ca/~jsmith789 In a web browser, try
going to publish.uwo.ca/~yourwesternusername and see if anything shows up. NOTE: this
takes a few minutes, so if nothing happens, just move on, we will try this step again later
on in this lab.

REMEMBER: if you completed the webform in step 1 and 2 above and hit Submit, you
should never have to do this step again, you should only need to do this once.



https://winscp.net/eng/download.php#download2
http://winscp.net/eng/docs/faq
https://filezilla-project.org/index.php
https://filezilla-project.org/faq.php
http://www.uwo.ca/wts/services/web/activate_my_personal_web_space.html

LAB #1 - Exercise 2 - Loading the files onto your memory stick (likely the
F: Drive).

NOTE: For the remaining labs in CS1033 remember that folder and directory mean the same
thing. Because the set up in MC230 is slightly differ than the set up in NCB105, we have to do a bit
of setup so that your memory stick is pointing to the same place in both lab rooms. Normally the
memory stick will map to the F: drive, so this lab will ALWAYS refer to the F: drive but just in case,
perform the steps below to figure out which drive your memory stick was mapped to. Then we will
save everything to the F: drive (i.e. your stick)

1. Put your memory stick into a USB slot
2. In Windows 10, open up the File Explorer as follows:

a. Click on the magnifying glass icon (the Search Windows
area) in the bottom left corner next to the Window icon -

b. In the box that opens that says Search Windows, type File
Explorer

c. Click on the File Explorer Icon (should look like a folder)

3. Look along the left side and see which drive your memory stick
was mapped to. It will likely be under an area labeled “"USB Drive”. Make sure you
remember the drive letter and substitute it every time you see F:\. If your memory stick

ed to a different drive, it will look like this (this one was mapped to the D: drive):

= v = Drive Tools ~ USB Drive (D:)

“ 4 > ThisPC 5 USB Drive (D)

v 3 Quick access
[ Desktop
3 Downloads

mikelori
= Documents

&) Pictures
dept_2011
deptphoto
lab01

sylvia

/@ OneDrive

v O ThisPC
I Desktop
| Documents
4 Downloads
b Music

=] Picture:
Vldens?/
T Windays (C:

— USB Drive (DY)
Ireid (\\arion.csdarivo.ca) (¥:)

= Ireid (\\dogmatir.gaul.csd.uwo.ca) (Z:)

= USB Drive (D:) v < >
3 items

4. Double click on the F:\ drive (memory stick) to get into this area.

5. Once you have gone into your F:\ drive, create a folder (i.e. directory) by right clicking the
F:\ drive and selecting New>Folder. Call the new folder cs1033.
This is where you will store your labs files for the course.



In the next steps you will learn how copy to a memory stick the lab files (images, documents,
video clips, sound clips etc.) that you will be provided with for each lab. For each lab, you will copy
the files containing images, documents, video clips, to your F: drive (memory stick). You will need
to copy them to your F: drive in the cs1033 folder (directory) every week for each lab.

6. On your memory stick, move to the folder you created above called c¢s1033 (it will likely be
put on the F: drive)

7. Move to the cs1033 folder and create a folder called lab01
NOTE: it is VERY important you name your files and folders carefully and use the
exact same spelling and exact same case (usually make every file/folder name
lowercase with no spaces in the folder name or file name)

8. Move to the ¢s1033/lab01 folder and create a folder called images
9. Move to the €¢s1033/lab01/images folder.

10.Using a browser such as Chrome, IE or Firefox open the following website:
http://www.csd.uwo.ca/~Ireid/cs1033labs/lab01/images

11.Right click on the file called middlesexcollege.jpg and select Save target as...(or Save picture
as...) and save this file to the folder on your memory stick called cs1033/Iab01/images

12.Right click on the file called thegradclub.jpg and select Save target as... (or Save picture
as...)and save this file to the folder on your memory stick called cs1033/lab01/images

13.Using a browser such as Chrome or IE, open the following website:
http://www.csd.uwo.ca/~Ireid/cs1033labs/lab01/

14.Right click on the file called: picturepage.html and save it to your memory stick to the folder
called cs1033/lab01

15.Right click on the file called: lab0l.doc and save it to your memory stick to the folder called
cs1033/lab01

16.Right click on the file called: lab01.pdf and save it to your memory stick to the folder called
cs1033/lab01
) o ) o= Lexar (F)
17.Your memory stick should now look similar to this:
. Jfseventsd
J Spotlight-Y100

gches

, lab01

| images


http://www.csd.uwo.ca/~lreid/cs1033labs/lab01/images
http://www.csd.uwo.ca/~lreid/cs1033labs/lab01/images/middlesexcollege.jpg
http://www.csd.uwo.ca/~lreid/cs1033labs/lab01/images/thegradclub.jpg
http://www.csd.uwo.ca/~lreid/cs1033labs/lab01/

LAB #1 - Exercise 2 — Connecting to the Western web server called
Panther and copying files up to it.

You are now going to learn how to use WinSCP to connect to the Western web server called
panther (the remote server that will store your completed webpages).

Since panther is a remote server, you must use a SFTP program such as WinSCP (or Fugu or
Filezilla for Mac users) to connect and copy files onto panther. In the previous exercise, when you
did “Activate my Personal Web Site”, you created a “publish area” (a folder called public_html) -
this is where you will put a copy of your completed websites/files/assignment work so that they are
viewable on the Internet (in other words, “publishing” your websites).

1. Open WinSCP (either click on this icon g w'"sc_PL"gm _ e
OR click on the Search Windows magnifi §ig T e sessons o N
glass in the bottom left corner and type e Epronment | 222
WinSCP and click on the WinSCP icon) ssH

2. Select the Quick Connect button. You will

then see the screen to the left. )

Password:

o Enter sftp.uwo.ca in the Host  _~ =)
Name: box ]
. . |
(] Enter your Western userid in the W File protocal- SFTP | [7] Allow SCP fallback
name: box
e Enter your Western password in the | St ol |
Password: bOX / Advanced options
° Make sure the Port Number: |S 22 . | About... ‘ ‘ Languages Login Save.. | | Close |
e Your screen should look similar to this "
e Then click on the Login button e .
g B\ WinSCP Login [ 2 [t
Session Session
Stored sessions Fie protocal
s SFTF -
i:e,ences Host name: Port number:
sftp uwo.ca 2
User name: Password:
mthzz | sesess
N Private key file
()]
Select color
About.. | [ Languages | [ togn | [ save. |v] [ com

cIickAon Yes and Continue

[l

3. You may then see these two windows, just

Wrning [ Banner - Ireid2@panth: a X

I, Continue connecting to an unknown server and add its Use of this System is for authorized individuals only, Activities
Lo ) host key t0 a cache? on this system are menitored, recorded and subject to audit.

The server's host key was not found in the cache, You have no guarantee
that the server is the computer you think it is.

The server's rsa2 key fingerprint is:
ssh-rsa 2048 38:a4:54 bbiB2:e5:40:30:03:45:5 752 cer Suc B

If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To zbandon the connection press Cancel.

Yes No Cancel Copy Key Help
[ never show this banner again Help
7




4. Next you will see the following screen. The screen is split into two panels:

By Ireid2 - Ireid2@panther.uwo.ca - Win5CP
Local Mark Files Commands Session Options Remote Help

E % ﬁ- Synchronize | [l @ E‘j 1:0} ﬁu CQueue - Transfer Settings Default e <

& Ireid2@panther.uwo.ca I New Session
|| My documents - E E m E DD Ireid2 < E E m @ |2, Find Files DD

£ (& Eid Download - | [ Edit ~ 3 =7 [ Properties | £ [7 =
ChUsers\Ireid2\Documents /home/g6/55306/Ireid2

F

MName Size Type Changed Mame Size Changed Rights Owner

. Parent directory 7/26/2017 11:42:50 AM X 8/5/2014 3:09:08 PM PWXF-XT-X root
Custom Office Templ... File folder 6/15/2017 12:26:15PM Desktop 6/16/2011 10:33:16 AM TWT-XT-X Ireid2
Fax File folder 7/26/2017 11:42:50 AM Documents 10/12/2006 10:52:13 AM PWHF-XT-X Ireid2

Outlock Files File folder 6/20/2017 2:36:03 PM ) 4/20/1998 1:00:07 PM TWr-X--~ Ireid2
Scanned Documents File folder 7/26/2017 11:47:29 AM { public_html 3/27/2017 9:08:50 PM PWHF-XF-X Ireid2
1KB  6/13/2011 2:51:21 PM W-F--=-~ Ireid2

&| finishtheclass.GIF TKB  1/19/2009 8:39:16 PM TW-r--r-- Ireid2
= savefixbt 2KB  9/20/2007 1:35:10 PM w-r----- Ireid2
|| 1T1KB  1/21/2008 8:3%:53 PM Ireid2
|_]tpweb KB 6/13/2011 2:33:54 PM -~ Ireid2
& usb 1KE  5/16/2014 %:33:16 PM Ireid2

0Bof0BinDof4 5 hidden 10,751 B of 30,287 Bin 1 of 10 25 hidden
0:00:56

¢ The left panel is your local computer sigle (or your memory stick if you navigate to it) We
call this the Local Side.

e The right panel is the panther server files and we call this the Remote Side. NOTE: any
files you upload to the remote side coyflld potentially be viewed by anybody if they know
the proper website address!

5. Refreshing your Panel: There willfoe times when you won't see your files on either side of
the panels after you have uploadedf If this is the case, you can always refresh the panel.

=
Do this by clicking on the Refresif button/icon (white icon with 2 green arrows) _ .
press ctrl-R for both panels. Rephember you have to refresh each side in order to see the

latest on each side.

6. Find a folder called public_html on the Remote Side (right side). You will be
moving/uploading your files into this folder for the labs and assignments. NOTE: if you did
not complete steps 1 and 2 in Exercise 1 at the very beginning of this lab, this folder might

not exist!
7. Once you have B public_html - Ireid2@sftp.uw.ca - WinSCP - o x
found that folder, Local Mark Files Commands Session Options Remote Help
H [} &= £3 Synchronize Bl F [F] (@ | [Ef Queue - Transfer Settings Default
double-click the e
public_html folder | aweoomm -2 e publichtml < (% [@] 4 - @ | FndFies %
(This is your S =S
. Ci\Users\lreid2\Documents Ireid2/public_htm!
d|rect0ry called your Name Size Type Changed Name Size Changed Rights Ouner
n : " g. Parent directory  8/2/2017 1:42:01 PM it Y2015 TI655PM rwexs Ireid2
pUbIISh area ) Camtasia Studio File folder 8/2/2017 1:20:09 PM [€] indexhtml TKB UBVNTEINONPM  rwerere lreid2
. Custom Office Templ... File folder 6/15/2017 12:26:15 PM
Note: your Fax File folder 7/26/2017 11:42:50 AM
pUb“C html folder Outlook Files File folder
. — : Scanned Documents File folder .
(dlrectOFY) mlght 0Bof0Bin0of6 T ] Shidden 0B of 809 Bin 0 of 1
contain other files 8 s 00118

as well - ignore these for now.

Make sure you have clicked on the right side panel (the bar will be a darker blue). This
means you are active on the server side. Then click on the F7 Create Directory button (or



just press F7) and create a new directory (folder).

B public_html - Ireid2@sftp.uwo.ca - WinSCP - ul X
Local Mark Files Commands Session Options Remote Help =
MR &2 £3 Synchronize B & [ S 5 Queue - Transfer Settings Default i@
& Ireid2@sftp.uwo.ca [ Mew Session
[ My documents -EM 2% public_html  ~ (B [F] (4= - M & ) FindFiles |y
& [ & (&
C\Users\lreid2\Documents /home/q6/55306/Ireid2/public_html
Name Size Type Changed Al Mame 7 Sze Changed Rights Owner L
b Parent directory 8/2/2017 1:42:01 PM kL 1/26/2015 7:38:55 PM e Ireid2 K
Camtasia Studio File folder 8/2/2017 1:20:09 PM [#] indexhtml 1KB  1/30/2017 6:31:01 PM rwerere- Ireid2
Custemn Office Templ... File folder 6/13/2017 12:26:15PM
Fax File folder 7/26/2017 11:42:50 AM
Qutlock Files File folder 6/20/2017 2:56:03 PM GeTo 3
Scanned Documents File folder 7/26/2017 11:47:29 AM 28 Refresh Ctrl+R
Cmmmis Cilm Smldimn 011/9017 WNANT DAA o = LiCLOLiLL = =
0Bof0Bin0of6 5hidden 0B of 809 8 in 0 of 1 Create folder IEI
Mew folder name:
cs1033
Attributes
Set permizsions
. Owner R [WW [F]X [[]SetUID
You should then see this screen:
5 Goup [WR [W X []SetGID
Others R [CIwW X [] Sticky bit
Local Mark Files Commands Session Options Remote Help Octal: 0755
[ 52 3 Synchronize |l g [ - B Queue ~ Create folder
. - [ Use same settings next time
& Ireid2@sftp.uwo.ca [ New Session New folder name:
puew folder|
|=| My documents - § @ Q —— e
. [ ok || cancel || Hep
£ [a
D Set permissions
C:\Users\lreldj’.\Documents n W " SetUD L html
Mame Size Type Cha R v X Set GID Size Changed Rights Owner
e . Parent directory 8/2/] R W Ee Sticky bit 1/26/20157:36:35 PM W= -X--= Ireid2
Camtasia Studio File folder 8/2/] 0755 TKB  1/30/2017 €:31:01 PM wW-r--F-- Ireid2
Custom Office Templ... File folder 6/15
Fax File folder 7/26 [Juse same settings next time
Outlook Files File folder /21
Scanned Documents File folder 7/24 Cancel Help
Com ik Cilm £mldme L Wi ¥i
0Bof0BinDof 6 Shidden 0Bof809Bin0of1
&  sFte-3 0:17:22

Give the new folder the name junk (ALL IN LOWER-CASE AND WITH NO SPACES) and click

on the Set Permissions box.

Click on the Set Permissions box just

under attributes and make sure yo

permissions checkboxes are identical to this

9
The Octal box should say 0744
Then hit the OK button.

Create folder ? *
ur
MNew folder name:
|junk
Attributes
Set permissions
owner R w Fx  [Csetumd
Group  [R [Jw [Jx [JsetcD
Others  [/R [Jw [Jx []stickybit
Octal:  |0744
|:| Use same settings next time




10. Create another folder called ¢s1033 (all Create folder ? X
lower case with no spaces) and click on the New folder name:
Set Permissions box. |Esm'33

11.This time set the permissions to Octal 0755.
It should look like this >

Attributes
Set permissions

The permissions determine if everyone on Qurer BR Mw [Mx [Jsetun

the internet can see your folders and files or Gow R [w [x [lsetco
not. In a few steps you will see what Others B4R [w [Ax [ Istickybit
happens if you do not have the permissions Octal:

set CorreCtly' DUSE same settings next time
NOTE: NORMALLY when you create/upload a
folder the permissions will automatically be %Caml Help

0755 and when you upload a file the
permission will normally be 0644. THESE
ARE THE PERMISSIONS WE WANT. If for some reason someone isn‘t authorized to view
your folder or your files, this is a good thing to double check, the permissions!

12.Your public_html folder should now look like this:

Local Mark Files Commands Session Options Remote Help
[ &5 53 synchronize Bl o [ (8 [5) Queue - Transfer Settings Default M-
& Ireid2@sftp.uwo.ca G New Session
[ Desktop CEE e m 2 % public_html [ ie=- ) & D) FindFiles |5
&9 [ £ [a
Ci\Users\Ireid2\Desktop /home/g6/35306/Ireid2/publi¢_htm|
Mame - Size Type Changed Name - Size Changed Rights Owner
- Parent directory 8/9/2017 1:36:42 PM e - 1/26/2015 7:36:55 PM w--x--- Ireid2
cs1026issues File folder 7742017 10:23:08 AM cs1033 8/8/2017 3:34:46 PM PWXT-XT-X Ireid2
mossresults File folder 772172017 %:37:57 AM junk 8/9/2017 3:42:49 PM W= r-= Ireid2
sylvia File folder 7/26/2017 1:37:24 PM M 2] index.html TKB  1/30/2017 6:31:01 PM W-r--r-= Ireid2
§ 3MT_butlerjpg 91KB JPGFile 8/9/2017 1:36:42 PM
§ coverpicjpg 189 KB PG File T/24/2017 12:56:43 PM
L) 194 vD  nAE E 70913047 090,90 AKA hd
0B of T79KBin 0 of 11 1hidden 0B of 809Bin0of 3
& SFTP-3 0:40:38

13.You are now going to upload (transfer) files from your local computer to the
Remote side (panther server).
Double click on the cs1033 folder in the right hand panel that you just created so that you
are positioned IN the folder. Move your mouse over to the drop down box in the left hand
panel near the top of the screen, click on the drop down button and select the memory stick
(the F: drive). Then on this /left side, find the cs1033 folder you created and click IN to the
lab01 folder that is inside the cs1033 folder. You should then see something like this:

B 1ab07 - Ireid2 @sftp.uwo.ca - WinSCP - O X
Local Mark Files Commands Session Options Remote Help
R & ize Bl & & @[5 Queue ~ Transfer Settings Default
Ireid2 @sftp.uwo.ca i, Mew Session
o D: USB Drive q ie- m& | % €s1033 F e~ O & @, FindFiles | 7,
£ & : & (m
D:\cs1033\lab01 /home/g6/55306/Ireid2/pyblic_html/cs1033
~ -
MName ize Type Changed Name Size Changed Rights Qwner
s Parent directory 8/9/2017 3:47:30 PM - 8/9/2017 3:42:43 PM PWHT-XT-X Ireid2
images File folder 8/9/2017 3:47:44 PM
[ 1ab01.doc 9P1 KB Microsoft Word 9. 8/%/2017 3:48:46 PM
] lab01.pdf 7KB  PDF File 8/8/2017 3:49:02 PM
wepage.htm 1KB HTMFile 8/9/2017 3:49:08 PM
0B of 1,929 KB in 0 of 4 0Bof0BinDof D
&  sFp3 0:50:04




14.To copy a file from your local machine to the server (this is called uploading), just click on
the file in the left pane and then press the F5 (copy) button, OR drag it from the left side
panel over to the right side panel and drop it there OR press the Upload button

mﬂ [ in the left pane OR right click on the file and select the Upload button. Try it
NOW by copying the file called lab01.doc by dragging it from the left side panel to the right
side panel. You will then see something like this: You might have to refresh your right

screen.
B 12b07 - Ireid2@sftp.uwo.ca - WinSCP — m] X
Local Mark Files Commands Session Options Remote Help
[ &2 53 synchronize Bl F [ @ | Ef Queue - Transfer Settings Default - g
& Ireid2@sftp.uwo.ca [ New Session
o D: USB Drive CEE - EREQZ|% 51033 CEF e B E Q2 & FindFiles | P
E3 Upload - | [ Edit - 3¢ =f [ Properties | [ [ 5 (&
D:hes1033\ab01 /home/gb/35306/Ireid2/public_html/cs1033
Mame . Size Type Changed MName . Size Changed Rights Owner
. Parent directory 8/9/2017 3:47:30PM B - 8/9/2017 3:42:43 PM FWXF-Xr-X Ireid2
images File folder 8/9/2017 3:47:44 PM i lab01.doc STTKB  8/9/2017 3:48:46 PM W-r=-r-= Ireid2
E’:Iabm.duc} 971KB  Microsoft Word 9., 8/9/2017 3:48:46 PM
|=i| lab01.pdf 957KB  PDF File 8/9/2017 3:49:02 PM
|2 picturepage.htm TKB HTM File 8/9/2017 3:49:08 PM
0B of 1,929 KB in 0 of 4 0B of 971 KB in 0 of 1
&  sFe3 0:55:00
15.Now we want to double check if our file b 5% _ —
CS http://publich.uwo.ca/~ Ireid2,

is really on the internet by opening a

browser (like IE or Chrome or Firefox)
and viewing it. i g Bienvenue-Welcome [y Index of - ~Ireid-cs1033 ] Google [ Yahoo Calendar B C52212 Bip £51033 4

View Favorites Tools Help

@ GitH @ Set Up Git - gﬁm.ltxhelp LQ (38 unrﬂﬁ = I.aﬂakrﬂ - Ehﬂ Q Q]
File *

/i .
Open up a browser and go to your personal Firstname Lastname’s Home Page

web area that is provided to every Wester e-mail-login-name{uwo.ca
student. Your personal web area will be
http://publish.uwo.ca/~youruwouserid
REMEMBER youruwouserid means your Type any information about yourself here. This could include your area of study, hobbies, special interes
Western username, for example: jsmit2 Favourite Web Pages
You should see something at first like this:
(Notice that Western gives every student a

default template for a home page) that : ormation Technolosy Senvices Home Page

looks like the side image. —)

16. Now try to see the page you just uploaded
by going into the directory called cs1033. So add /cs1033 to the end of the above
webaddress. Thus, the new webaddress will be:
http://publish.uwo.ca/~youruwouserid/cs1033
REMEMBER yOUfUWOUSGrid means your 5| @ Indexof /~Irei | MR Faculty Staff £ | ' Computer Scie | (=) GCINIEG2
Western username, for example: jsmit2 O
You should see something like this: S

N HLPEEWEE > Team @3 ARM

Index of /~Ireid2/c¢s1033/

Here's a Bit About Me...

While not essential. just about everyone inchides a link or two to sites they really like. The list of links be]

Last revised: xx/xx/xx

17.Then try to click on the lab01.doc file. It should

attempt to download (save) the file or perhaps « Parent Directory
open it, just hit Cancel + lab01.doc
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http://publish.uwo.ca/~youruwouserid
http://publish.uwo.ca/~youruwouserid/cs1033

18. Now switch back to the WinSCP program and double click in the right pane on icon that
looks like a folder with a .. after it This will take you up one directory.

Commands Session Options Remote Help

mize Bl @ | [F & B Queue - Transfer Settings Default - @
@ G NewSession
-EE - EERZ | %W 51032 CEE e BB Q) 2| [ FindFiles |5
& (& =]

reid2/public_html/cs1033

Size Type Changed Size  Changed Rights Owner
Parent directory 8/2/2017 347:30P £ 8/9/2017 3:42:43 PM rorxex Ireid2
File folder 8/9/2017 347:44 PM == 971KE  8/9/2017 3:48:46 PM et Ireid2

971KB  Microsoft Word 9. 8/9/2017 3:48:46 PM
957KB  PDF File 8/9/2017 3:49:02 PM
1KB HTM File 8/9/2017 3:49:08 PM

4 0Bof97T1KBinDof 1
SFTP-3 1:03:14

19. You should now see both the cs1033 folder and the junk folder like this:

public_html
E';El Download -

\ '] index.html

20. Now double click into the junk folder (remember that we gave it different permissions than
the cs1033 folder). Copy the lab01.doc file over from the left pane into the junk folder just
as you did a few steps ago into the cs1033 folder.

B junk - Ireid2@sftp.uwo.ca - WinSCP — [m| X
Local Mark Files Commands Session Options Remote Help
H % E Synchronize | [l @ =3l {5} E‘_f}l CQueue - Transfer Settings Default = e &2
B Ireid2@sftp.uwo.ca [ New Session
= D: USB Drive -2 e EED& B8 W & & FindFiles | T
& [ ¥ & (& ¥
D:\es1033\1ab01 /home/g6/53306/Ireid2/public_html/junk
MName - Size  Type Changed - Size  Changed Rights
o Parent directory 8/0/2017 3:47:300 8/0/2017 3:42:49 PM TWKF-XT-X
images File folder 8/9/2017 34744 S71KB 87972017 3:48:46 PM TW-r--r--
i lab01.doc S71KB  Microsoft Word 8. 8/8/2017 2:42:46 |
|5 lab01.pdf 937KE PDF File 8/9/2017 3:48:02 |
|ﬂ- picturepage.htm TKB HTMFile 8/9/2017 3:49:08 |
< > < >
0B of 1,929KB in 0 of 4 0B of 971 KBinOof 1
& srp3 1:08:35

21. Go back to your browser and open up this folder with the following web address:
http://publish.uwo.ca/~yourwesternuserid/junk You should see something like this:

é — O | publish.uwo.ca/~Ireid2 fjunk
N HLPEEWEE > Team 3 ARM

Index of /~Ireid2/junk/

+ Parent Directory
+ lab01.doc

11



N HLPEEWEE > Team B3 ARM

authorization required

Sorry. You have not been authorised to access this resource.

F This page is accessible to users with a valid userid and password
h

Westérn

« This error indicates that the username and password passed to the server do not

match those required to log on.

« passwords are case sensitive. Try switching the CAPS LOCK an/off, to make sure th
you were using the correct case.

- userid's are your UWO id without the @uwo.ca

+ Please make a note of the entire address you were trying to access and then email

You are getting this screen because the permissions were not set correctly on your junk folder.
For a folder, the permissions should ALWAYS be 0755 (unless of course you don’t want people
to be able to see what you have posted on the web) and for your files, the permissions should be
0644. Let’s fix these and see if it works

23. Go back to WinSCP and make sure you are in your public_html folder BUT NOT in the junk
folder. It should look like this:

B public_htm - Ireid2@sftp.uwo.ca - WinSCP - O X
Local Mark Files Commands Session Options Remote Help
[ &5 E3 Synchronize Bl o [ (% | [ Queue - Transfer Settings Default -2
B Ireid2@sftp.uwo.ca E‘ Mew Sescion
s D USE Drive 2 - 2| % public htr » (= [[] 4=~ @D & &, FindFiles | Ty
E5 Ej E@ Download - * é Properties | [ Eﬁ
D:\es1033\ab01 /home/g6/55306/Ireid2/public_html
Narne . Size  Type Changed e Size Changed Rights
e Parent directory 8/9/2017 3:47:30, 1/26/2015 T:36:55 PM PWX--K--~
images File folder 8/9/2017 3:47:A4 | 8/9/2017 3:34:46 PM PWXT-XT-X
B lab01.doc S7T1KB Microsoft Word 8. 8/9/2017 3:48:4 B8/9/2017 3:42:49 PM Punr--r--
5] 1ab01.pdf 937KE PDFFile 8/9/2017 3:49:02 [} TKB  1/30/2017 &:31:01 PM PW-T--F--
|2] picturepage.htm 1KB HTMFile 8/9/2017 3:49:08 |
£ XL >
0Bof1,929KB in0of 4 0Bof809Bin0of3
& sFTP-3 1:16:23

24. Right click on the junk folder and select properties

sublic_REml - Ireid2 @sftp.uwo.ca - WinSCP

sl Mark Files Commands Session Options Remote Help

£ B3 Synchronize | BN o [ (@ [} Queue - Transfer Settings Default A A
reid2@sftp.uwo.ca [ New Session
3: USB Drive CER e [ng-AES public_htr + (2 [F] €=+ 0 & | @ FindFiles |7
5 [& 8 Download ~ K ) [ Properties | £ [ =
1033\1ab01 Thome/g6/55306/ Ireid2/ public_htm|
e 7 Size Type Changed Neme Size Changed Rights
Parent directory 8/9/2017 347:301 | k. 1/26/2015 7:36:55 PM Pwxeexees
nages File folder 8/8/2017 3:47: Pwar-xrex
b0l.doc 971KB  Microsoft Word 9., 8/9/2017 3:486 | 8/8/2017 3:42:49 PM [
b01.pdf 957KB  PDFFile 8/9/2017 3:49:02T et = 1/30/2017 6:31:01 PM -
cturepage htm 1KB  HTMFile /912017 3:49:08 | =) "
@ Download. F5»
2 5 Duplicate. Shift+F5

EElEnc: 5 MoveTo Shift+F6

Delete

@ SFTP3 1:18:40

= Rename

File Custom Commands  »
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25. Change the permissions to Octal 755 and press OK

Junk Propertigs ? x

Common  Checksum

9 1 folder
Location: Jhome fgé,/55306,Ireid2 jpublic_html
Size: Unknown Calculate
Group: |553os [55306] v|
Owner: |Ireid2 [14251] ~ |

I¢ Permissions: 8 (. []setum
Group R [Ow [x [Nsetc

others  [Ar Ow [#x [ Sticky bit

4dd ¥ to directories

|:| Set group, owner and permissions recursively

26. Now go back to your browser open up this folder with the following web address:
http://publish.uwo.ca/~yourwesternuserid/junk and try to click on the lab01.doc file again.
This time you should be able to download/save/open it.

Congratulations! You have posted your first item on the web (from now on, we will post web (html)
pages and pictures) but you can really post anything on the internet, even a MS Word .doc
document, as we just did ©

IMPORTANT: Always remember to set your permissions and remember that the Octal
permissions for:
o folders/directory must be 0755
o files must be 0644 (files such as .jpg/.gif, video files, webpages etc, must have the
permission of 644)

If the permissions are not set correctly, then when you try to view it from the browser you will get
an error message saying “Authorization Required...”

LAB #1 - Exercise 3 — Practice uploading to panther.

1. Make a folder called lab01 on panther (the right pane) INSIDE the cs1033 folder(directory),
i.e. make lab01 a subdirectory (folder inside another folder) of cs1033.

2. In WiInSCP, on the local machine (the left pane), inside your ¢cs1033/lab01 folder, find the
file called picturepage.html and a folder called images/.

3. Rename picturepage.html to index.html.
4. Upload index.html as well as the images/ folder into the lab01 subfolder of cs1033

5. Set up the permissions for the files and folders that you uploaded. DOUBLE CHECK > DID
YOU SET THE PERMISSIONS ON THE FOLDER(S) TO 0755 and the files to 0644?
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Go to your website to preview the page.
http://publish.uwo.ca/~username/cs1033/lab01

If you are able to view your files from the browser then close WinSCP and move onto the
next exercise.

LAB #1 - Exercise 4 — Practice uploading to another web server, the gaul
web server.

You are now going to learn how to use WinSCP to work with the gaul server. It is very
similar to making the connection to the panther server.

1.

Make sure you have closed the WinSCP (click on the X or close it) from the last exercise and
restart it up again.

To connect to the gaul server (which is Computer Science

Dept’s server), in the dialog box for WinScP use the NOTE: later on, when you do
following information: an assignment: Mac users will
a. Host Name: ¢s1033.9aul.cS0.UW0.Ca  me—] be using Filezilla instead of
b. Username: Your Western username, for example WinSCP (since WinSCP is a
Jsmit2 pc application). If you are
c. Password: Your Western password using Filezilla, you need to use
d. Port: 1033 _ this Host Name:
e. File Protocol: This SHOULD by default be SFTP, sftp://cs1033.gaul.csd.uwo.ca
but if it is FTP, change it to SFTP

Once the connection is made, on the right side (the remote side now being the gaul server),
you will be put right in the directory where you will upload your lab01 folder (i.e. this time you
do NOT have to move to publish_html)

Make a folder called lab01 on the remote side as you did for panther. (This time you will NOT
have it inside of a folder called cs1033). You are creating it at the root level which is where
WinSCP places you once you connect to the server.

Now move into that directory lab01 by double clicking on it. You are now in the lab01 folder
on the remote side.

From the Local side, navigate to your F: drive and into the lab01 folder.

Highlight all the files on this side by holding down on the Shift-key and clicking on the first file
in that directory and the last. It will have highlighted all the files.
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8. Drag your files from your machine (on the left panel) the right panel (which is the gaul
server). On the gaul server, there are certain types of files we don’t want you to upload. One

of those types are Word files (.doc or .docx) files. Thus you will get a message like this:
JEW JESSI0ON

Error 7 e

Transfer was successfully finished, but ternporary transfer file
'lab01.doc.filepart' could not be renamed to target file name 'lab01.doc’. If
the problem persists, you may try to turn off transfer resurme support,

(]

Permission denied. ]
Error code: 3
Error message from server (en-US): Permission denied

Retry ® Skip all Help
e ——

Select the Skip option so that it keeps uploading the other files.

9. To double check that this worked you will need to go to a different web server this time using
your browser. Go to this location with your browser:
http://cs1033.gaul.csd.uwo.ca/~yourWesternUserId

10. Then click on the lab01 folder

11.Then click on the picturepage.html to make sure it opens (so that you know the permissions
were set correctly).

If you are getting authorization messages, or broken image icons, then you need to set
permissions correctly for the files and folders on the remote server side just as you did above
with panther. Permissions on the gaul server should be set automatically but if you can't see
files, and images, then set the correct permissions and preview your files from your browser
again.

12. Call your TA to check your work and receive your mark for this lab.

13.REMEMBER TO REMOVE YOUR MEMORY
STICK FROM YOUR MACHINE AND PUT IT

IN YOUR BACKPACK! (don't forget it in our lab
machines)! ©
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