


October is National Cyper Security Awareness Month in North America

PROTECTURSELF:
- IT'S YOUR PASSWORD, ONLY YOURS.

- PROTECT YOURSELF, SO WE ARE ALL
PROTECTED.

-REPORT PHISHING EMAILS

https://cybersmart.uwo.ca

Need Help to #ProtectU?
ITS help desk:
By Phone:5719 667-3800 or Ext: 83800

In Person: Support Services Building Drop In
Counter

By Webform: itshelp-uwo-ca
Ask ITS: askits-uwo-ca

Twitter: twitter-com/westernul TS

Facebook: www-facebook-com/westernul TS
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https://cybersmart.uwo.ca
519 661-3800 Ext. 83800 o ..
Support Services Building Drop In Counter (/‘ BLE l{

itshelp.uwo.ca SAFETY
twitter.com/westernuiTS o
www.facebook.com/westernulTS

askits.uwo.ca




Follow Western ITS
@westernulTS

#ProtectU > f
Join the conversation

by hashtagging

ProtectU

DISCOVER. SHARE. PROTECT

October is National Cyber Security Awareness Month - be Cybersmart!

DON'T GET BROKEN INTO

https://cybersmart.uwo.ca



sharing Password?
uniocked
washroom.

B8 5 i -iand F#Protect

National Cyber Security Awareness Month

Ba Cybersmart and Protactl by: Be Cybersmart and ProtectWesternl by:

For additional information, visit Western's Cybersmart Addrass:

ITS help desk Phone: 519 661-3800 or Ext. 83500
Visit: Support Services Bullding Drop In Counter

Webfomr: Itshelp.uwo.ca
Ask ITS: askits.wo.ca %% www twitter.com/westernulTs

f www facebook com/westernull



+ @ https://cybersmart.uwo.ca ¢ Q- Be Cybersmart!

~ 519 661 3800 (ext 83800)

~ facebook.com/westernulTS

~ Support services
building drop in counter | -
tectU

~ twitter.com/westernulTS A
~ itshelp.uwo.ca
~ askits.uwo.ca

REMEMBER
2 EVERYTHINGSS




- The Only Difference

9

Between You &
A Criminal, is
your PASSWORD

PROTECT YOURSELF FROM:
© Unknown Emails
© Unknown Attachments
© Sharing Personal Information

PROTECT WESTERN: |
/Contact ITS %

/ Anti-Virus program
/ report phishing emails

BE CYBERSMART AND
PROTECTU

OCTOBER - Security Awareness Month in
North America

Q?} https://cybersmart.uwo.ca HELP:
N By Phone:519 661-3800 or Ext. 83800
Y twitter.com/westernulTS In Person: Support Services Building

By Webform: itshelp.uwo.ca
n www.facebook.com/westernulTS Ask ITS: askits.uwo.ca

#ProtectU



1. If your machine gets viruses on it and you connect it to our network, it could spread.
2. People are more likely to click something if it came from a UWO account.

3. Protecting yourself is an important step to protecting Western.
GETTING HELP:
Ask ITS: askits.uwo.ca
By Phone:519 661-3800 Ext. 83800
By Webform: itshelp.uwo.ca
In Person: Support Services Building -
Drop In Counter

4. Delete emails from unknown senders.

5. Protect your identity.

6. Back up your files.

https://cybersmart.uwo.ca ~dh
Twitter: twitter.com/westernulTS ur Awareness

Facebook: www.facebook.com/westernulTS — 1in Morth Amnéa




Discover. Share. Protect

October is National Cyber Security Awareness Month in North America

Report phising emails to Create strong pass-

phishing@uwo.ca words

Report lost devices to Only download

campus police things you are famil-
iar with

Virus scan your computer

daily Download a strong
antivirus program
Cybersmart
- Www.twitter.com/westernulTS
ITS Helpdesk:

By Phone:519 661-3800 or Ext. 83800 f aesevi ool com/ westermlTs

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca @

Ask ITS: askits.uwo.ca woom  https://cybersmart.uwo.ca




Because some people don’t phish in the water
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“‘\!}Vestern S Cybersmart Address --> https llcybersmartiuwo:ca

S Howito! get help,from thel ITS help desk:
"By Phon3519 66/1- 33800 or Ext 83800

In Person; Support Servnces Buuldlng Drop In Counter

w ByiWebform: |tshelp uwo cal RN A S
AskiITS:"askits’uwo!ca . QS < ? RN
- \ n‘“._;»? '\\ \1\\_.—\“\; ;. s
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LSTAY
7~ CYBERSMART

2

Keep your operating system, browser, anti-virus and critical software up to date
Routinely change passwords and make them strong

Keep your private information private https://cybersmart.uwo.ca

B : By Phone:519 661-3800 or Ext. 83800
Report ph'Sh'ng ema."s to.the_p_mper channels 3 In Person: Support Services Building Drop In Counter
If you find a lost device bring it in to the Campus Police By Webform: itshelp.uwo.ca

The more people protect themselves the more the Westem community as a whole is safe Ask ITS: askits.uwo.ca
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DON'T JOIN THEM

»

N

THEY MIGHT HAVEA

Avoid meeting with people you met on the internet for the first time alone
Update all of your privacy settings
Don't click links in suspicious e-mails

To get help from the ITS help desk:

Phone: 519 661-3800 or ExL. 83800 )

In Person: Support Services Building Dron In Counter f tacebookcom/westernulTs
Webiorm: itshelp.uwo.ca

sk ITS: askils.uwe.ca ¥ twitter.com/westernulTS
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Put Your Best Foot
Foward

October is National Cyber Security Awareness Month!
Be Cybersmart & help us spread awareness by tweeting

¥ProtectU
k|

H £L_

[ el K

rNr

A . -

@Get help from the ITS help desk:
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How to get help from the ITS help desk:
> By Phone: 519 661-3800 or Ext. 83800
> In Person: Support Services Building Drop In Counter
> By Webform: itshelp.uwo.ca
> Ask ITS: askits.uwo.ca

f ~ westernulTs CYBERSMART
¥ ~ @westernulTs .uwo.CA

#ProtectU




http
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On Social Media

s://cybersmart.ca
n ITS [_f] VI FreE D OBk  CoTY/ WwestermIITS

. Tt Cor/westernue

Orctoter is Nations Cyber Security Awareness Month i North Ameriea

YrotectU

A4

Be Cybersmart! O

Protect Your Cyber Security! Protect Western’s Cyber Security!

PlrloltIelcltlu

- Create Strong Passwords = Heturn any Found Devices you
you will remember find to Campus Police
- Guard your Online [dentity = Change your Passwords if you

= Report Cyber-buliging

have Lost your Device
= Report Phishing Emails
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DON'T GET PHISHED

October is National Cyber Security Awareness Month
in North America
Put the U in WesternUITS, and ProtectU

#PROTECTU, #CYBERSMART

@WesternUITS

> -
Tips for U:
1. Protecting yourself
protects everyone
2. Report phishing
« eémails to the proper
.. @epartments
(phishing@uwo.ca)

3. Report lost devices to
Campus Police

Want to know more?
https://cybersmart.uwo.ca
Phone: 519 — 661 — 3800
(or Ext. 83800)

In Person: Support Services
Building Drop In Counter
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
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PROTECTU

* Be Cybersmart:
report phishing emails

* |f you find a lost device,
bring it to campus police
* Change your password,
if a device is lost

October is National
Cyber Security
Awareness Month
in North America

#PROTECTU

twitter.com/westernulTS
www.facebook.com/westernulTS

PROTECT
WESTERNU

» We are all connected.

If your device gets a virus
it can spread

through the network

e |f your email is phished,
they can use a UWO account
to continue phishing

* When you protectU,
you protect WesternU

askits.uwo.ca
itshelp.uwo.ca

http://cybersmart.uwo.ca
(519) 661-3800 ext. 83800
Support Services Building
(drop in counter



Only by being CYBERSMART can you

#ProtectU

Don’t take the bait! It’s a big world

SCES
S

,‘f- /

Don’t connect to the Western Wifi if you know you are
infected

. twitter.com/westernulTS

f facebook.com/westernulTS

Infomation Technology Services

Tel: 519 661-3800 or Ext. 83800

Support Services Building Drop In Counter
ITS help: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Western

UNIVERSITY-CANADA
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The Internet is written in pen, not pencil.
Think before you write.

Western is proud to recognize
October as National Cyber Security
Awareness month.

For further assistance:

Phone Number: 519 661-3800 Ext. 83800
Support Services Building Drop In Counter
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

& y 1. Protect your password, protect your identity.

‘ 2. Don’t overshare your personal information.
3. Be careful what you download.

Protecting your online identity will protect Western'’s identity.
If your personal electronic device is infected by a virus, connecting to our network can
spread to the rest of the community. Set up an anti-viral software.

If you receive a spam email and you are connected to your UWO, phishing can spread.
Report phishing emails to proper channels (phising@uwo.ca).

People can intercept your personal and school’s information when using wireless con-
nections. Check and set network security settings on.
#ProtectU

Contact us at: A cybersmart |p|t|at|ye at
w www.twittercom/westernulTS  § www.facebook.com/westernulTS Waestern University

cybersmart.uwo.ca Western &y
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Western ITS

Information Technology Security #ProtectU

October is National Cyber
Security Awareness month in

North America
Change your password regularly!

Delete emails that ask
for account information!

Something wrong with your account?

Contact ITS!

twitter.com/westernulTS
www.facebook.com/westernul TS
#ProtectU

Cybersmart!
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THEY CAN'T BEAT US,
BUT THEY CAN !

#Hprotectu

o
-

CONTACT CYBERSMART:

https://cybersmart.uwo.ca

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter - ,

kar?g&:nkﬁ uh;:’ cl.;woea www facebook.com/westemulTS twitter.com/westernul TS V V estern o3
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Get Help Now!

f www.facebook.com/westernulTS v N hak
By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In

http://cybersmart.uwo.ca Counter

By Webform: itshelp.uwo.ca
, www.twitter.com/westernulTS Ask ITS: askits.uwo.ca
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#ProtectU:




If your machine gets a virus and you connect to the UWO network,
it could spread. Ensure you have the latest antivirus software and
conduct regular checks on your computer for viruses/malware

Never leave your computer unattended and
unlocked. Information theft puts you an
those you know at risk. Take the time to
your computer or find a friend tolook after it.

Protecting yourself is an importa
Protect the community and report phls hing
phishing @uwo.ca Bring lost devices to Camp

to prevent credentials being cached.
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October is National Cyber Security Awareness Month in North America

www.facebook.com/westernulTS; '_

and?;g‘sswords for.different accounts and aﬁlﬁ@
strong passwords with letters and|numbers]

i [computer,
3 \Install anti virus software to prevent virusesjfrom

/4

passvorg//

010110 P 1 g
=
‘ (f

|

R

NInCreaselawareness amﬂﬂzg@zzm‘.’lb

P
n'g'ht away so that nobody else who
theldevicelcanluselyouricredentials if they have

Ibeen) cached 7

7

m@mﬁmm
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s TIME

Remember: ProtectU

TO B E ProtectUrself: ProtectUwo: k
1. Guard your online 1. Report cyberbullying!
CYBERSMART f§
2. Bring lost devices to
2. Do not share your Campus Police!
s Username and Password!

3. Use Anti-Virus tools to
\ 3. Beware of phishing prevent spread of virus into
emails! Do not click links! | our network!

Twitter:
#ProtectU @westernulTS

Facebook:
facebook.com/westernulTS

Octoberis National
Cyber Security - -
Awareness Month it cybersmart.uwo.ca
in North America!

< ITS Help Desk: 519 661-3800 or Ext. 83800
Spread the WORD! elp Des or

In Person: Support Services Buildling Drop In Counter
Webform Help: itshelp.uwo.ca
Ask ITS: askits.uwo.ca



www.facebook.com/westernuITSn

www.twitter.com/westernulTS i i
& ‘

Get Help!

- Phone: 519 661-3800 or Ext.

83800

- In Persoits rt Services

Drop In Cou Tips to ProtectU:

do not give out your password

-B ‘,-j’*'f help.uwo.ca - keep private info private
e - do not click unknown links
B.ca - report phishing - do not pass viruses

A - report lost devices to Campus Police
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Everyone can see what you post online!

#ProtectU

ProtectU and ProtectUr friends at Western

ﬁﬁlﬂi@gﬁﬁf@[ﬂ@

Going]toJQueen S [STURIDY

a WESTERN, LET'S BE CYBERSMART!

-w

Protecting yourself in 3 easy steps: Protecting Western in 3 easy steps:
1 - Create a password with letters, numbers and capitalization 1- Report cyber-bullying
2 - Don’t believe everything you re_ad 2- Don’t let your friends meet strangers alone
3 - Secure your computer with Anti-Virus 3- Discuss problems with family and friends

VISIT: https://cybersmart.uwo.ca
for more details.

A cyber safety initiative Western
by Western University.
October is National Cyber Security Awareness Month in North America

29



#1519)661-3800 or ext.83800

) Support Services Building Drop In Counter - yyivtar- yitter.comy/westemulTs "

Report phishing emails to phishing@uwo.ca
Bring back lost devices to Campus Police
Do not connect to campus wifi if you have a virus

—
ContactITS: . .~ Want More Info?
Email: hitps://cybersmart.uWo.ca"

Webfofnt: ifshelpowo.co

TS Bskits,uwg. 3 & 3844 Facebook: www facebook.com/westerr
-~ - . .

S B8 Ve~ 22897 I e
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CYBERSMART

Reporting phishing to protect your information
AND

To protect Western’ s information

#ProtectU

Reporting your lost devise to the Campus Police
AND

Returning a lost device to the Campus Police
Keeping your password safe to protect your electronic identity

AND

To protect Western® s electronic Identity

1A voq*‘.-o-w
vwesSiermn




October is National Cyber Security Awarness Month

Ay
Be Cyhersmart ™
Fybersmaptﬁ?rotgctﬂ

— A

Stay Vigilant My Friends

Wo are all ono connected community
Protect Yourself: 4

1. Get an anti virus soft- ‘ >
ware

2. Dont get phised

3. Keep your password
secret

Learn More by Visiting:
https://cybersmart.uwo.ca

Protect Your 1
Commiiiy How to Get Help:
' f :h::::g):w:? Yemptito BY PHONE: 519 661 3800 EXT
11811 3 83800
| 2. Return lost devices to aTi IN PERSON: SUPPORT SER-

Campus Police o= g VICES BUILDING DROP IN

3.1fyouloseyourdevice www.twitter.com/westernulTS COUNTER

report to Campus Police and BY WEBFORM:

ghange your password ITSHELP.UWO.CA

. www.facebook.com/westernul TS ASK ITS: ASKITS.UWO0.CA



You have NOT won a
MILLION DOLLARS

IT'S

A
TRAP!

DON'T:
-~ Open random emails
- give your email to strangers
= click on suspicious links

WESTERN IS ONE CONNECTED COMMUNITY

Protecting your community starts by protecting voUrself
October is National Cyber Security Awareness month,

be Cybersmart, ProtectU

Need Help? contact the ITS Help Desk!

¢ Location: Support Services Building
Drop in Counter
‘/ Phone: (519) 661-38 00 Ext. 83800

Online: itshelp.uwo.ca y/Westernul'rs
% Ask ITS: askits.uwo.ca #ProtectU
& https://cybersmart.uwo.ca f /WesternulTS
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#Cyhersmart

Oy #Protectl

Lampaign

Protect Western By:
- Turning in lost devices

- Reporting suspicious emails
- Keeping viruses off the server

https://cyhersmart.uwo.ca
to learn more!

Protect Yourself By:

- Not sharing passwords
- Locking your devices
W twitter.com/westernUITs = Promoting #Protectl !

b
B | October is National Cyher Security Awarness Month!




HowatoIheIGYbErRSmal

- Do not give out personal
infomation

- Never click on links in
emails

- Create secure passwords

https://cybersmart.uwo.ca
Contant Us at:
519-661-3800
Support Building Drop in Counter
itshelp.uwo.ca
askits.uwo.ca
October is National Cyber Security
Awarness Month in North America

20020 000 /20 2/7000,
0030730070000
e e
a0 A A | 5 | =

otectl . —] B

- Report phishing emails

- Return lost devices to
Campus Police

- If you lose your device
change passwords right away
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LM ICHECKED THESE
OFF OF YOUR

OO S

#ProtectU

Octoberis

in North America -

and stay

w@ ITS Help Desk

P: 519-661-3800 Ext. 83800
Support Services Building Drop
In Counter

Webfprm: itshelp.uwo.ca 36
Ask ITS: askits.uwo.ca



https://cybersmart.uwo.ca

Protecting yourslef is an important step to profecting R e€port publishing emails
to the proper channels so

Wester. _ _ we can post them to make
If your computer gefs on it and you connect itfothe  others aware

Western netwokr it could spread If you find a phone bring
I your email gets publshed, then can use the UWO - it in to campus police

accout fo spread other publishing emails omore  If lose your device tell campus
wo Acounts. police

#ProtectU =
W twitter.com/westernul TS ' =
f www.facebook.com/westernul TS

For help Contact ITS help desk:

Ask ITS: askits.uwo.ca
By Webform: itshelp.uwo.ca
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DON'T G

BE CYBERSMART

esier

Report phishing emails to phishing.uwo.ca

Bring found devices to Campus Police
Report lost/stolen devices to Campus police

By Phone 519 661 3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS; askits.uwo.ca

October is National Cyber Security Awareness Month in North America
Visit https://cybersmart.uwo.ca for more information

-

ISHED

X Protecting Yoursel

Know that nothing is “free” online
Remember that the Internet never forgets
Do not share your passwords with anyone

www.twitter.com/westernulTS
www.facebook.com/westernulTS

#PROTECTU ¥ f G
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PHISH

BAIT

| “Be Cybersmart and ProtectU”

#ProtectU

Contact ITS:

519 661-3800 Ext. 83800
Support Services Building
itshelp.uwo.ca
askitsuwo.ca
twitter.com/westernulTS
facebook.com/westernul TS

Protect your cyber security:

1 Keep your passwords private

2. Secure computers with Anti-Virus tools
3. Report cyber bullying

Protect Western’s Cyber Security
1. Report phishing at phishing@uwo.ca
2. Report lost devices to campus police
3. Log off of public devices on campus

cybersmart.uwo.ca
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g twitter.com/westernulTS

f

ByWebform:litshelp:uwo:ca
AskCITS: askits:uwo'ca

b # Proti
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DDOTECT WESTERN

= REPORT PHISHING EMAILS TO WESTERN AUTHORITIES.
= PROTECT YOUR DEVICES FROM MALWARE AND VIRUSES BEFORE CON-
NECTING TO UWO NETWORI.
~ CONTACT CAMPUS POLICE IF YOU FIND LOST DEVICES.

%‘

OCTOBER IS NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH
AMERICA

\

ARE YOU CYBERSMART? PROTECTU' \

WESTERN'S CYBERSMART ADDRESS: WWW.CYBERSMART.UWO.C.
41




Western

UNIVERSITY - CANADA Cyber Safe

7.4

Protect yourself:

-Do not download some
strange files,
please be careful.

-Be careful to protect your
account and password.

-Do not share your
personal information easily,
especially your password.

If you machine gets
viruses on it and you
connect it to our network,
it could spread.

Other things that help
protect the community
are simple things like
reporting phishing emails
to the proper channels

If you happen to lose
your device report that
to the CampusPolice
andmake sure to
change your

password right away.

Fi1 www.facebook.com/westernulTS
rone rniber: 5196613800

twitter.com/westernul TS 28 PN SOt
services Building

Dyop In Counnter

cybersmart.uwo.ca [ty



BE CYBERSMART #PROTECTU

October is North America’s
National Cybersecurity Awareness Month

https://cybersmart.uwo.ca

PROTECT YOURSELF PROTECT WESTERN

Keep information safe Don't click risky links

ak _ L
D i ResWOIds CoOmplex Avoid email phishing

on’t meet strangers Report cybercrime

CONTACT THE ITS HELPDESK

Phone: 519 661-3880
Support Services Building Drop in Center
itshelp.uwo.ca | askits.uwo.ca

M

twitter.com/westernulTS facebook.com/westernulTS




Don't fall, be

October is National Cyber Security Awareness Month in North America
|} %t pTTIN
F N
#P L
1) Set roteq-u: 1
2) Usa >ECure ‘
ant+ P ‘

e
Se . assw,
e tivi rus

Protect: Western

-Report phishing to phishing@uwo.ca
-Return lost devices to Campus Police
-Never download unecessary material
| onto school computers

44
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NATIONAL CYBER
SECURITY
AWARENESS
MONTH

UNIVERSITY CANADA

— — CYBERSMART.UWO.CA -
Protect Yourself ' Protecting Western

1. Secure with 1. Report Phishing emails to " >
Anti-Virus, Anti-Spyware, & Anti Malware phising@uwo.ca.

2. Report Cyber-bullying. 1 2. Submit lost devices Campus Police
3. Know terms & policies of services you use. 3. Keep your password

-917 00153800 UR'EAT. 83800
- SUFPURT SERVICES BUILDING DROPIN'COUNTER
- ITSHELF-UWD.CA
CASKITS UWOICA
A CYBER SAFETY INITIATIVE AT WESTERN UNIVERSITY
Y, ® @WESTERNUITS P FACEBOOK.COM/WESTERNUITS

i
i

= = ~
e mmm




ProtectU By Being
Cybersmart

0

October is National Cyber Security Awareness Month
in North Americal

519 661-3800 | Support Services Building Drop In Counter | itshelp.uwo.ca | askits.uwo.ca



B
October is National Cyber Awareness
Month in North America

Protect Western’s Server

Any virus you get on your computer, could spread to the Western network

Protect Yourself:
Never share passwords OR per-
sonal information online

Watch for Phishing: #ProtectU

Report any suspecious emails #CyberSmart
to phishing@uwo.ca

519 661-3800 Ext. 83800
itshelp.uwo.ca | askits.uwo.ca
twitter.com/westernulTS
www.facebook.com/westernulTS
Support Services Building Drop In Counter




AN O s .
Help Spread NNQ'ten_gl Virit

twitter.com/wersternuiTS
facebook.com/westernulTS ’

“Its Always Calm Before the storm”,
Backing up Files prepares you for the worst

) Cybersmart

Dont get Burned - Use a Firewall

Passwords & Encryptions are key

To receive from ITS Help Desk

Phone (519) 661-3800 Ext.83800

Web Form: itshelp.uwo.ca Or Directly at: askits.uwo.ca
Visit In Person: Support Services Building Drop In Counter

48



b

You never meant t¢ 'Shén"3 liuk like this. ..

nbox; Sent ltems
] .
Hello,

Wanna see something funny? Watch this video...

www.thisisavirus.com/watch/this-kill-your-computer

Regards,
Your friend who would never send an email like this

&

.8 -
Be a Vigilante. Be Cybersmart.
October is Cyber Security awareness month

For more information on Cybersmart awareness visit:
https:/cybersmart.uwo.ca

A

Contact Western ITS at: -

By Phone:519 661-3800 or Ext. 83800

In Person: Suppa ices Building Drop In Counter
By Webform: itsh wo.ca

Ask ITS: askits.uy

Inbox; Sent Items

Or open spam like this...

e YOUR-WAY-TO-EARN-...
» a 8 KB

v

Download Save to OneDrive - The University of Western Ontario
Heeeeeyyyy,

Want to earn that easy $1B before you're done university?
Look at the attachment and all your troubles will be over.

Later,
The Easy $1B Team

n Facebook: www:facebook.com/westernulTs

, Twittex: twittex’com/westernulTS

#Protectﬂ\
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M PrOTECTU

How to protect your cyber security?

‘Using an effective anti-virus software
‘Don’t trust a “mysterious” email

‘Keep your account number and password a secret
contact us ONLINE:
Twitter: twitter.com/westernulTS &
Facebook: www.facebook.com/westernulTS
Western's Cybersmart Address -->https://cybersmart.uwo.ca

National Cyber Security Awareness Month in North America ?

OCTOBER!

need help?

Phone Number:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

How to protect UWO cyber security?

report phishing E-mails of UWO mail
-Advertising about cyber security to your friends

Set a connected community

CYBERSMART



Don’t let one night ruin your future.
What GOES online STAYS online, so make sure it's not something you'll regret.

Don'’t disgrace Western University by ASSOCIATION with undignified posts
Never download something without knowing if it’s SAFE
Make sure your phone has a PASSCODE lock
Keep your accounts PRIVATE and don't let strangers follow you

Stay logged out of apps that store PERSONAL information

Set an example for your fellow Mustangs to be CYBERSMART

October is National Cyber Security Awareness Month in North America!
GET INFORMED and PROTECTU on our website, http://cybersmart.uwo.ca or:
In Person: Support Services Building |« www.twitter.com/westernul TS
Drop In Counter : #ProtectU

Online: http://cybersmart.uwo.ca ﬁWWW-faceb()Ok-Com/WeSt:FEnuIT?J
By Webform: itshelp.uwo.ca rotect

: (519) 661 3800 Ext. 83800
Ask ITS: askits.uwo.ca :



CyberSmart

#ProtectU

Don’t Share Passwords - Keep Student # To Yourself
Always Log Out Of Computers

DON’T GET PHISHED

Return/Report All Lost/Found Devices
Report The Phishers - Only Open UWO Verified Emails

ITS Help Desk: October:

519-661-3800 (Ext. 83800) | National Cyber Security
SSB, Drop In Counter Awareness Month in

itshelp.uwo.ca North America

askits.uwo.ca https://cybersmart.uwo.ca
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ProtectU

- Safeguard your online
passwords

- Scan periodically for
viruses

| - Encrypt your computer

so that it can’t be hacked

October is
National Cyber Security Awareness Month

In North America

Protect Western

- Protecting your computer
helps protect Western

- Report phishing emails

- Report lost or stolen
devices before they get

53



i ITS Help Desk:
- twitter.com/westernulTS (519) 661-3800 ext. 83800

f www.facehook.com/westernulTS Support Services Building
Drop in Counter
https://cybersmart.uwo.ca
itshelp.uwo.ca askits.uwo.ca

|
CYBERSITART OCTOBER
vyou NEVER KNOW 3 Report

wHois BEHIND PHISHING
e SCREEN EMAILS

National Cyher Security
Awareness Month

1) Secure your 2) Aways

54



IDENTITY

#Protectl

REPORT E Don’t spread your National Cyber
cyber bully-ing as machines viruses i::glg iwlairegeﬁ,

“ ]
e» Please Brin ;
H Ehe] okgour @D lost devices tog HORTH AMBERICA

REPORTS

Be good online

just as you are

OFFLIN

= Gampus °CTOBER

[ BE CYBER
E POLICE BP0y
F— REPORT PHISHING

a- EMAILS ProtectU

99



Spread Awareness through #ProtectU over Twitter and Facebook: October is National Cyber Security Awareness

@westernulTS n www.facebook.com/westernulTS Month in North America, so make sure to stay

CYBERSMART and PROTECTU
https:/ / cybersmart.uwo.ca

Get Help from ITS Help Desk:
Phone - (519}-661-3800 (or ext. 83800]
Support Service's Building's Drop-in Counter

Online @ itshelp.uwo.ca

Ask ITS @ askits.uwo.ca

3 ways to protect Western’s Cyber Security: 3 Ways to protect YOUR security:

1) PREVENT THE SPREAD OF VIRUSES BY ISOLATING YOUR COM- 1) CHANGE PASSWORDS AFTER LOSING DEVICES
PUTER FROM THE UWO NETWORK

2) SECURE COMPUTERS WITH ANTI-MALWARE TOOLS
2) REPORTING A LOST/FOUND DEVICE TO CAMPUS POLICE

3) DON'T TRADE PERSONAL INFORMATION
3) REPORT ALL PHISHING SCAMS TO PHISHING@UWO.CA




S T YOUR CHBER ECURT

(Security Awareness \onthin North America

(ctgveris Naional Cybe

Tips on Protecting Yourself and Western University's Cyber Security:

- Protect your identity - Surf the web saftely
- Use anti-virus software - Be a good digital citizen
- Back up files - Protect your wireless network

ITS Help Desk:
By Phone 519-661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

CYBERSMART.UWO.CA

W twitter.com/westernulTS [ facebook com/westernulTS Wester n



Get Help at 519-661-3800 EXT 83800, Support Services Drop In Counter, itshelp.uwo.ca or
at askits.uwo.ca

Follow twitter.com/westernulTS
www.facebook.com/westernulTS

Keep your Computer

' Use ANTI-VIRUS

Report Phishing Emails at Phishing@uwo.ca

#ProtectU cybersmart.uwo.ca

October is North American Cyber Security Month

Change your password often.
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Help spread the word!

#ProtectU

pem | | e ge——
T=WH HOIT e

E FieSris

B S e |
] 2 m|E

| » F | Rl

L L F pre— -

Cybersmart Address

M https//cybersmartuwoca
YW @westernuTs
f facebook.com/westernu TS

Ways to Protect UWO’s Cyber Security

 Report phishing emails to phishing@uwo.ca

- Report any lost devices to Campus Police

: Proteﬁt yourselfl The mare individuals protect

themselves, the more e(she estern community
as & whole is protected!

e

n il =

== AR =13
allF N T =
Tt o I Bwmr B
F A* ST B
rhain 4 HiEr= 1S5 »
= =T b F Filr » F

ITS Help Desk

(519) 661-3800

Support Services Buildng 4
itshelpuwoca &
askitsuwoca (2
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Pahind T

»

#Protect U #CryberSmart

' Protect Your Cyber Security. .'
Never, click on links in email \|
Fay close attention to webdite URL4
Do not give out youn personal informalion

unless, complelely duee
'/ Protect Western’s Cyber Security:

Protect your Cg;ée/z S’ecwwy
FProtect your WO aceount

Repot cyber bullies

Octo/;et. 77at[ona[ (,)_ql)e‘l Sa/e /(’weness 7770;1(/1

5

Western

A WO d

/ // |

C 2 Western'’s Cybersmart Adress:
Z Https:cybersmart.uwo.ca

ITS Help:

By Phone:519 661-3800 or Ext.83800
In Person:Support Services Building
Drop in Counter

By Webform:itshelp.uwo.ca

Ask ITS:askits.uwo.ca

Contact information:
Twitter.com/westernulTS
Facebook:www.facebook.com/
westernulTS




Protect Yourself

1. Protect your identity- Usc different usernames
and passwords for different accounts.

2. Do not give out personal information-
If contacted by someone claiming to be a retailer or
collection agency, do not give out your personal information.
Ask them to provide you their name and a call-back number.

3. Surf the web safely- Bc carcful sharing
personal information online. Check that the websites are
secure and that privacy settings are turned on.

Protect Western

1. Use anti-virus software- Install anti-virus
software o prevent viruses from infecting your computer.

2. Turn on your firewall- Firewalls block
connection to nknown or phony sites and prevent viruses and
hackers from accessing your computer.

3. Block spyware attacks- Install anti-spyware
software to prevent spyware from installing itself onto your
computer

Get Help- (519) 661-3800 Support Services Building Drop Center
itshelp.uwo.ca askits.uwo.ca
Or Visit- twitter.com/westernulTS www.facebook.com/westernulTS
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Western

ProtectUWO
Report phishing emails!
Protecting yourself, Prtoects

AND i

Report lost decives to police!
Change

. i ;f'.;f ‘f ‘ Protectl
Yy Your Password Belongs to You!
e Secure your computer with Anti-Virus!

Report Cyber Bullying!

CyberSmart
#ProtectU

4
/ 2%

How Do | Get Help From ITS Desk?

By Phone: 519 661-3800 or Ext. 83800 TRTERar s /west TS
In Person: Support Services Building Drop in Counter witter: twitter.com/westernu _ OCthEI' 1st-31st
By Webform: itshelp.uwo.ca Facebook: www.facebook.com/westernulTS National Cyber Security Awarness
Ask ITS: askits.uwo.ca Cybersmart Website: http://cybersmart.uwo.ca Month in North America



ect ya ur passwords.
rotectU.

Stay Cybersmart.

To protect yourself:
1. Turn on your firewall
2. Back up your files

3. Keep your password
private

To protect Western:

1. Use anti virus software

2. Protect your wireless
network

3. Surf the web safely

1ess Month m North Ameérica

- O 519 661-3800 or Ext. 83800

\Q In Person: Support Services Building Drop In Counter
O ByWebform: itshelp.uwo.ca
O AskITS: askits.uwo.ca

Become more Cybersmart
Visit https://cybersmart.uwo.ca
for more info

www.twitter.com/westernulTS

n www.facebook.com/westernulTS # P rote cl“
CYBERSMART.UWO.CA Western &g
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Cyber smarti
PROTECTU

hitps://cybersmart.uwo.ca

519 661-3800 EXT. 83800

Support Services Building Drop In Counter
itshelp.uwo.ca

Iwitter.com/westernulT$
askits.uwo.ca
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NOT EVERYTHING IS MEANT FOR Nooa” 8
THE WORLD TO SEE. = .

- v—-»/ TR
#protectU i I T
\“g "'T‘ ‘.-k”\ v

o
S8
2
\y
A}

BE CYBERSMART. PROTECTU = e

e

WE ARE ALL ONE Contact ITS Help Desk 5
CONNECTED COMMUNITY: By Phone: 519 661-3800 or Ext. 83800 “:::TJT:‘;:‘;‘E“
In Person: Support Services Building Drop In Counter
®Reportphishing rmalls By Webform i_tshelp AIWO0.Ca @ Install anti-virus

softwares

S Ul GHRETE
A B A A

@®Bring lost devices to .
Campus Police @® Think before you send!
@ If you lose your device...

CHANGE YOUR PASSWORD ® Use strong passwords

CYBERSMART.UWO.CA



FOR YOURSELF:

Be Cybersmart!

3 Ways to increase cybersecurity

FOR WESTERN:

~-HAVE A SCREENLOCK ON YOUR PHONE

H#PROTECTU

-DON’T LEAVE YOUR PC UNATTENDED

- ALWAYS LOG YOURSELF OUT BEFORE
LEAVING A COMPUTER LAB

-DON'T LET STRANGERS INTO LAES

- DON'T USE PERSOMNAL EMAIL FOR UWO
STUFF

~IF YOU SEE A VACANT PCIN A LAB
LOGGED IN... LOG IT OUT

P: 519 661-3800 or EXT. 83800

IN PERSON: SUPPORT SERVICES BUILDING DROP-IN COUNTER
WEBFORM: ITSHELP.UWO.CA

HAVE A QUESTION?: ASKITS.UWO.CA

TWITTER: TWITTER.COM/WESTERNUITS

FACEBOOK: WWW.FACEBOOK.COM/WESTERNUITS

Western recognizes October as National Cyber Security Awareness Month

Visit https://cybersmart.uwo.ca for more info

Western




And s0 ¢ your safely

It’s time to learn to be
Cybersmart
#ProtectU

Tips To Stay Safe

Never share |
account information

October is For Help
National Phone:519-661-3800
Cyber Securtiy In Person:Support
Awareness Month in Building Drop In
North America Sl

| Online:itshelp.uwo.ca
Ask ITS: askits.uwo.ca
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Tweet, Instagram, Facebook

Protect UWO’S Cyber Security by: -# P l{()TECTIJ Protect YOUR Cyber Security by:

1. Protect Western’s wireless network 1. Use a strong password

2. Surf the web safely on campus \ &S o, LI 2. Back up your files
. . Cu, Fis Nanor\a\ W .

3. Get expert help if you need it 2 Awareness 3. Turn on your firewall

orth Ame

% S

Get HELP from the ITS:
By phone: (519) 661-3800 or ext. 83800
In person: Support Services Building Drop in Counter
By webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca
Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS

https://cybersmart.uwo.ca




’ twitter.com/westurnulTS
@ https://cybersmart.uwo.ca

f facebook.com/westurnulTS

A cyber safety initiative
#PrOteCtU at Western University

Are you being
cybersmart?

Ways t0 protect. Y?UR
cyber security-

Change you' passv;r:::
right away if y.ou
your device .
install antivirus s?ftwar
on your devices
Never share yox:\rers
password with ot

C ntact TS & 519 661-3800 or Ext.83800 ASK ITS askits.uwo.ca
(o)

Help DeSk‘- Support Se‘rvices Building Webform itshelp.uwo.ca
Drop in Counter
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OCTOBER IS NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA

GET CYBERSMART
#PROTECTU

PROTECT YOURSELF

1) Always Use and Update Your Antivirus
2) Make Social Networking Profile Private d

3) Don’t Release Personal Information Online

PROTECT UWO

1) Become a Cybersmart Citizen
2) Report Phishing E-mails
3) Return Lost Devices to Campus Police

519-661-3800 | Ext. 83800
Support Services Building Drop In Counter

n itshelp.uwo.ca
askits.uwo.ca

facebook.com/westernuiTS | twitter.com/westemulfs

CYBERSMART.UWO0.CA




Protecty

f WesternulTS
’ @westernulTS

(519) - 661 - 3800 or Ext. 83800

Support Services Building Drop-In Counter
www.itshelp.uwo.ca

www.askits.uwo.ca

| A

Vi Nan + \
OU on t v

ant I nis Guy Un

YOUR Computer!

October is National Cyber
Security Awareness Month

Be Cybersmart #ProtectU

Protect You

Protect Western

J




Your words

can break someone...
Don’t be a
cyberbully

Did you know that October is National Cyber
Security Awareness Month in North America?

ITS help desk
519-661-3800 x 83800 g
In person: Support Building Drop Ip Counter Be Cybersmart & Follow Us:

By Webform: itsheip.uwo. \ #ProtectU
Ask ITS: askits.uwo.ca ] twitter.com/westernulTS
https://cybersmart.uwo.ca facebook.com/westernulTS
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Protect yourself and Western

Use uwosecure-v2 wireless on campus
Use an updated antivirus software
Keep your passwords private

Don’t get phished, verify the authenticity of
any email by checking the Official Accounts
Related Emails Sent from ITS

« Check out https://cybersmart.uwo.ca for
more information

« Ifyou find any electronic devices, or lose an
electronc device please notify Campus Police




PROTECT WESTERN PROTECT YOURSELF

Contact the ITS Help Desk

Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building
Drop In Counter
Online: itshelp.uwo.ca OR
askits.uwo.ca
Twitter: twitter.com/westernulTS
Facebook: facebook.com/westernulTS

#PROTECTU

Western Cybersmart
https://cybersmart.uwo.ca

October is National
Cyber Security
Awareness Month
in North America!!!




ProtectU by putting your
smart phone smarty pants on

Protect Western

Report phishing emails

Bring lost devices to
Campus Police

Protect your computer
from viruses

ProtectYourself
Get help from the Keep your password to
ITS help desk yourself
_ By Phone:
" | 519 661-3800 Ext. 83800 Report lost or stolen

°|n Person: devices

Support Services Building

Drop In Counter . -
-By Webform: Don’t open emails you

itshelp.uwo.ca don’t recognize

°Ask ITS:
askits.uwo.ca

Be CyberSmart!

October is National Cyber Security Awareness Month in North America

#ProtectU
Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/westernults
https://cybermart.uwo.ca



YOU WOULDN’T GIVE AWAY
YOUR

CREDIT CARD...

4

WHY cIVE AwAY PERSONAL INFO oNLINE?

October is National Cyber Security Awareness Month.
Join the ProtectU Awareness Campaign by tweeting with #ProtectU.

Tips for personal cyber security: Tips for community cyber security:
| -avoid giving away personal information or passwords - report phishing emails sent to UWO emails
- - regularly check your computer for threats - change passwords if you lose a device
- avoid potentially unsafe websites or emails - remain cybersafe yourself

For more information, contact Westem ITS’s CyberSafely Team:
sdicyberse wo.cal 00 or Ext. 83800
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@ https//cybersmart.uwo.ca https:// itshelp.u\/vo., R https://askits.uwo.ca
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WNestern
/

/

* If your find a LOST

device bring it in to the

* DON'T share your UWO
account and passwards

Campus Police, if you N T —

happen to lose your device

report that to the Campus To scan and remove

Police, and change your ac- the computer viruses

count password right away. regularly. #protectU

Get help from the ITS help desk:

- By Phone:519 661-3800 or Ext. 83800

- In Person: Support Services Building Drop
In Counter

- By Webform: itshelp.uwo.ca

. Ask ITS: askits.uwo.ca

WNMMC)’W

fe WVN
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#ProtectU
Cyber Smart

hll}v: ‘ (‘}']M rsmart.uwo.ca
519-661-3800
11.\11<~1p‘1,1\\‘< ).CA

askits.uwo.ca

. [westermuI TS Oyerober is national
cyber security

. @westernul TS @wWareness month

rotect your own secuirty:
. Report cyber bullies

. Don’t trade personal info

Secure computer with anti virus

rotect Western security:
Report phising emails

. Bring lost devices to campus police
. Protect your uwoaccount

Western &4

UNIVERSITY-CANADA




PERSONAL CYBER PROTECTION: WESTERN CYBER PROTECTION:

1.Do not browse unknown website 1. Do not log in your UWO account
2.Do not download any risky files on the computer when it get virus

3.Do not provide personal information 2 Changing the password of your

under the unfamiliar situation. f e cront aniceyon lost your

devices.

3. Do not divulge the password of

your UWO account to anybody.



National Cyber Security Awareness Month

Western

in North America (October)

- Be a self-disciplined person while using

internet. Avoid sending any unsecureed link

or email to your school internet group

- Report suspicious spam emails or

other websites that may threaten the

university Internet to the ITS

- Don’t share your Western

account to anyone you don’t know

By Phone:519 661-3800 or Ext. 83800
Ask ITS: askits.uwo.ca & By Webform: itshelp.uwo.ca
In Person: Support Services Building Drop In Counter

Help from IT8 /
Cybersmart

www.facebook.com/westernul'TS
@ twitter.com/westernul' TS

N3oNoIJg #

- Keep your operating
system,browser,anti-virus and
other critical softwares up to date
- Turn off the e-mail option

to automatically download attachments

- Don’’t give out personal information over

the phone or in an email unless completely sure



DON’T GIVE ME THE VIRUS!

October is Cyber Security Awareness Month

Be Cybersmart

ProtectU Protect all
#ProtectU

Report
phishing emails to
phishing@uwo.ca

Always tum on

A Y Report online
privacy settings

bullying

Report and bring lost
devices to the
Campus Police

Only download from

Never share your
reputable sources

passwords with
anyone

e
X/
WP’ https://cybersmart.uwo.ca

ITS Help Desk:
519 661-3800 or Ext. 83800
pport Services Building Drop In twitter.com/westernulTS U

itshelp.uwo.ca tfacebook.com/westernulTS |
askits.uwo.ca ﬂ




SN LD3LNOD

PERSONAL INFORMATION

DONIHSINd §

#PROTECTU CYBERSMART

OCTOBER IS NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA

GET HELP FROM ITS HELP DESK:
BY PHONE:519 661-3800 OR EXT. 83800
IN PERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER
BY WEBFORM: ITSHELP.UWO.CA
ASK ITS: ASKITS.UWO.CA

PASSWORD
BANK ACCOUNT
SECRETS

A HOW TO PROTECT YOUR CYBER SECURITY?
. BE SURE TO INSTALL AN ANTIVIRUS PROGRAM AND KEEP IT

UP-TO-DATE CAN HELP
VIRUSES.

DEFEND YOUR COMPUTER AGAINST

. DO NOT OPEN EMAIL MESSAGES FROM UNFAMILIAR SENDERS,
OR EMAIL ATTACHMENTS THAT YOU DON'T RECOGNIZE.

. DO NOT SHARE YOUR PERSONAL INFORMATION ESPECIALLY
YOUR ACCOUNT PASSWORD AND CREDIT CARD INFORMATION
WHEN YOU NOT SURE WHETHER THE WEBSITE IS SAFE OR NOT.

A HOW TO PROTECT WESTERN’ S CYBER SECURITY?

. DO NOT BROWSE RISKY

WEBSITE WITH UWO NETWORK.

. IF YOUR MACHINE GETS VIRUSES ON IT AND YOU CONNECT
IT TO OUR NETWORK, IT COULD SPREAD.
. CHANGE YOUR UWO PASSWORD ONCE YOU LOST YOUR DEVICE.

[¥) TWITTER.COM/WESTERNUITS

[¥] wwWw.FACEBOOK.COM/WESTERNUITS
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October is National Cyber Security Awareness Month
in North America

Keep Your Cyber Security Safe Protect Western’s Cyber Security

- Secure all your accounts - Report any lost/found devices to CCPS
- Make passwords long and strong - Report any suspicious online behaviour
- Write it down and keep it safe - Report phishing emails to phishing@uwo.ca

Protecting yourself is important to protecting
the Western community.

ITS Help Desk:

By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Western Ask ITS: askits.uwo.ca

UNIVERSITY - CA

W twitter.co sternulTS
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PROTECT YOURSELF AND THE WESTERNUNETWORK!
CYBER SECURITY IS EVERYONE S RESPONSIBLITY.

NEVER SHARE
YOURPASSWORD

REPORT PHISHING
EMAILS TO
(PHISHING@UWO.CA)

DONOTCLICK ON
SUSPICIOUS EMAILS

IF YOULOSE ADEVICE
MAKE SURE YOU CHANGE
YOUR PASSWORDS

ENSURE YOU ARE USING
GOOD ANTIVIRUS
SOFTWARE

CREATESTRONG
PASSWORDS

THEMORE WEPROTECT
OUTSELVES, THEMORE
EVERYONEISPROTECTED

DONOTINSTALL

DISREPUTABLE

SOFTWAREON
WESTERNUCOMPUTERS

#PROTEGTU
BECYBERSMART

OCTOBERISNATIONALCYBER SECURITY AWARENESS

MONTHINNORTH AMERICA

© CYBERSMART.UWO.CA | ITS HELP-0 5196613800 (OREXT.83800)
+ INPERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER
© ITSHELP.UWO.CA | & /WETSERNUITS | @ @WESTERNUITS

85



ybersmart

Western’s Security

Prevent viruses from spreading across campus
Re po rt lost devices

J
DOI‘I t Shal’e your password and remember to sign out

Your Security

Kee P vour software updated
Avoid suspicious “phishing emails”

Get Support om the ITs help desk

#ProtectU
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OCTOBER IS

CYBER SECURITY MONTH
IN NORTH AMERICA

HPROTECTU
ON TWITTER

£ Messages Details

#ProtectU & be
cybersmart

Protect Western by
1.) Protecting yourself
2.) Report phishing emails
S ! 3.) Report lost devices
Division of Informatio

Technology Services

ITS Help Desk 2
Phone: §19-661-3%00 il
ext, ¥3%o0
In person: Support Services
Butlding Drop in Counter
By Webform: itshelpuwo.ca
Ask ITS: askibtsuwo.ca

rotect yourself by
) Keeping firewall on

facebook.com/westernulTs

- Get more info at
bwitter.com/westernuITs o moiifost
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Use PROTECTION.

Be Cybersmart

Let's get #ProtectU trending!
PROTECT YOURSELF

»Download an Antivirus Software & backup your data
»Build a strong password and keep if to yourself
»Be aware of phishing emails

PROTECT OUR UNIVERSITY
» Report phishing emails to phishing@uwo.ca =
»Return lost devices to Campus Police
»Report if you lose your device

October is National Cyber Security Awareness Month in North America.
Visit hitps://cybersmart.uwo.ca to find out how you can be involved.

’ twitter.com/westernulTS facebook.com/westernulTS .

By phone | By Webform | AskITS | InPerson
519-661-3800 or Ext. 83800 | itshelp.uwo.ca | askits.uwo.ca | SSB Drop In Counter




B

Don’t get phished. /.
on’t get pnished. &

oftware

- block spyware
attacks | V4
- protect your
Wifi
>

~ - surf the web
safely

/ -turn on your
firewall

- be cybersmart &
report phishing

emails.

.

For more info vist:
http://cybersmart.uwo.ca

Get Help from the ITS help desk:
By Phone: (519) 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter 1 1 twiter.com/westernulTS

By Webform: itshelp.uwo.ca

RSk TS achits trwic ca ‘j www. facebook.com/westernulTS

October is National Cyber Security Awareness Month in North America
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Pr‘cf(;ctU | ﬂ%SN

THINK CYBER SMART

KNOW what you're storing online REPORT phising emails

Always use SECURE passwords Don’t use INFECTED devices
Always LOCK your device Don’t share your CREDENTIALS

kindlmoreltipsfatinttps/cybersmartiuwoYcal

BY PHONE: 519 661 3800 ext: 83800
r TeCtU IN PERSON: Support Services Building
0 BY WEBFORM: itshelp.uwo.ca

ASK IT: askits.uwo.ca

) @westernulTS | wwwfacebook.com/westernulTS
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Did you know October is

| in MNorth America?

Protect Yourself:

" 1. Never Give Out
'. 2. Be Careful On
- 3. Install

- Protect the Community:

| 1. Connect to a
- 2. Report
3. Promote

Get help from the

Web:
Ask ITS:
Phone:
Location:




CYBERSMART.UWOD. OTOBER 2075

NATIONAL CYBER SECURITY AWRRENESS MONTH

1.00 NOTGIVE OUT YOUR PASSWORD

2. KEEP PERSONAL INFORMATION TO YOURSELF

3. ADJUST YOUR SOCIAL NETWORK PRIVACY iR TN R TR Y G TG T
2. BRING LOST DEVICES TO THE CAMPUS POLICE
6. KEEP INFECTED MACHINES OFF OF THE NETWORK

SRR S o éJ

f 519 661-3800 OR EXT. 83800 KJ

ulTs ITSHELR.UWD.CA QJ
ASKITS.UWD.CA ‘?_J
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October is National Cyber Security Awareness Month in
North America

It is our DUTY to protect western!
I. Do NOT share your UWO account info-

mation to others!
2. Do Not open dangerous emails!
3. Do Not download the unknown documents!



Western presents... CyberSmart

October:
NORTH AMERICAN
CYBER AWARENESS MONTH

rotect yourself
®Do nothe.y'

pe rsonal mfo‘fm?i.’eebles {
) Ol:l:’e i lcult pafsﬁbrds |
Use antl-wra.ls g, [
are

! _ e bw,; ‘otect Western:
B gp ort B lshmg emalls o o

SieeGivela t devices to.campus
7 7 ?]z pghce‘?
. / i OReport your stolen device to
N campus police ..~

-

./ : AP

www.cybersmart.uwo.ca
www.twitter.com/westernulTS
www.facebook.com/westernulTS

ITS Help Desk

By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter ,

By Webform: itshelp.uwo.ca UNIVERSITY CAnADA 94



October is National Cyber Security Awareness Month in North America

-
Keep Western Cybersmart

= Keep = Report Suspicious
Passwords E-Mails to
Private phishing@uwo.ca

= Change Your " Bring Lost Devices
Passwords to Campus Police

Regularly = Verify All Western
* Be Careful E-Mails Before
What You Put Trusting Them!
Online!

Get Help

Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
By Phone: (519) 661-3808

0r
Stop By The Support Services
Building Drop In Counter

e #ProtectU Y

cybersmart.uwo.ca
facebook.com/westernulTS twitter.com/westernulTS

95



4 CVYBERSMART

Western's Cybersmart Address --> https://cybersmart.uwo.ca

2
\J
X [
Password OCTO BER HH
National Cyber Security Awareness Month
* sk ko kkok
Prevent.Report Contact us
By Phone:519 661-3800 or Ext. 83800

PHISHING

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

DON'T GET 4 Protect

HOOKED O

PROTECT
YOUR EMAIL

Twitter: twitter.com/westernulT$

Facebook: www.facebook.com/westernulT$ n




By Phone:519 661-3800 or Ext. 83800 . ‘https://cybersmart.uwo.ca

In Person: Support Services Building Drop In Counter = + Follow: twitter.com/westernulTS

By Webform: itshelp.uwo.ca , www.facebook.com/westernulTS
Ask ITS: askits.uwo.ca




#PROTECTU g™

Support Services Building Drop In Counter

By Phone: 519 661-3800 or Ext. 83800
CYB E RS M A RT By Webform: itshelp.uwo.ca
3 Ask ITS: askits.uwo.ca
¢

v

&

FOR YOU Don’t plug foreign

USB devices into
Western computers
Don’t use the
same password
for every account

Never email
your password
in any circumstances

Don't enter
sensitive information
when using

open wifi hotspots

Don’t always trust
emails from
[duwo.ca accounts

Double check
urls when entering
sensitive information

FOR UWO

https://cybersmart.uwo.ca www.facebook.com/westernulTS twitter.com/westernulTS
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BE CYBERSMART

October Is National Cyber Security Awareness Month in North America

Protect Yourself
Don’t share your passwords!
Keep critical data encrypted and
password protected
Remember to log out of social media

Protect Western
Report phishing emails
Report stolen devices
Download antivirus software
—» Connecting to Western’s network
allows viruses to spread

Western Cybersmart
https://cybersmart.uwo.ca

Western ITS
By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building
Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
www.twitter.com/westernulTS
Eiwww.facebook.com/westernulTS

DON’T ROLL THE DICE
KNOW HOW TO #PROTECTU




Z
' ProtectlU ..« ProtectUs

Beware of meeting Report phishing emails!
strangers!

Report lost devices!

Don’t give out

passwords! Check USBs for
viruses before bringing

Report threatening to campus!

emails!

Contact the ITS Desk:
(519) 661-3800 or Ext. 83800
Support Services Building Drop In Counter
Webform: itshelp.uwo.ca
OCTOBER: North American National Cyber Security Awareness Month Ask ITS: askits.uwo.ca

5 #ProtectU  https://cybersmart.uwo.ca

iMewsiaqi) ag

twitter.com/westernulTS www.facebook.com/westernulTS
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g

\Cybersmart

Status ) Photo/Video | Lifo Event

Hey Mustangs! October is Cyber Security
Awareness Month in North America!! Use
#ProtectU im your posts to raise awareness for

??
1 ﬂse—lL this cause.
e WE ARE A CONNECTED COMMUNITY.

v Seenby 11 40,098

In Person: Support
Services Building Drop
In Counter Western Student

To #ProtecfU & Western,
By Webform: . ~ o s 3
itshelp.uwo.ca NEVER post confidencial information.
Saugeen-Maitland resident

Ask ITS: askits.uwo.ca . The internet never forgets. What happens on the
o mnternet... stays online. forever.
wiatter:
twitter- com/westernul TS\ @ Western ProfConfirm & report suspicious messages with the senders.

information. Also, ensure that privacy controls are used & updated.

Go to http:cybersmart.uwo.ca for more information \
or email phishing@uwo.ca
Western Student

www.facebook.com/
westernul TS k_..

e

»d
Facebook:

%

Discover
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#ProtectU

October is Cyber Security Month
Here are some cybersmart tips:

pon’t click unknown ling

prote(‘-t your passwoprq,

Report phishing

ITS help desk: https://cybersmart.uwo.ca
By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter

fﬂ twitter.com/westernul TS
By Webform: itshelp.uwo.ca n www.facebook.com/westernulTS
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October s National Cyber Securty
Month in North America r@)

(")nln‘le Safety At WESTERN

} Do not share your Western timetable /
schedule

» Always remember to Log Off accounts

Twitter: twitter. com/westernuITS
Facebook: www.facebook.com/westernul TS
ITS contact information
By Phone:519 661-3800 or Ext. 83800
# ProtectU In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
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DID YOU CATCH A VIRUS?

PROTECTING YOUR CYBER SECURITY PROTECTING WESTERN’S CYBER SECURITY
’:‘\ONAL CYBGQ
Protect Computers with 0@
Anti-Virus Software C

Report Cybercrime

Make Unique Passwords Return Lost Devices

Different Passwords for

Different Accounts

2
A
V.
s
; Report Phishing Emails To
4 phishing@uwo.ca
a
&

A BE CYBERSMART
W #PROTECTUrself

Need Help? Contact ITS Help Desk Follow us on: www.twitter.com/westernulTS
By Phone: 519 661-3800 EXT 83800 www.facebook.com/westernulTS
In Person: Support Services Building Drop In Counter For more info visit:

By Webform: itshelp.uwo.ca http://cybersmart.uwo.ca

Ask ITS: askits.uwo.ca




B *
REDUCE THE RISK - BE CYBERSMART!

#ProtectU:
Western's cyber security initiative to help
ProtectU and Protect Western

- https://cybersmart.uwo.ca

Protect Yourself:
- use anti-virus software
- use strong passwords
- logout at public PCs

Protect Western:
- report phishing attempts using your Western id
- report lost devices to campus police
- do not reply to spam sent to your Western email

Cqionar i National Cyber Security Awareness Month (11 1o 011 /oo

‘0 get help, contact the ITS Help Desk in SSB (Support Services Building)

800 (ext. 83800) S, :
g ( : ‘ l.‘»‘/lLli:"r';'::t)rr)/‘.‘.’:"’-}t::?rr‘HJ| [0}

I‘ wwiw.facebook.com/westernullTS

NO.Ca

Ask ITS: askits.uwo.ca
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Before using the school
network make sure all USB
drives have been scanned for
viruses,they could be potential
carriers.

Never visit unsafe websites.
They could potentially be full
of computer viruses that
could effect your computer

and the school network.

Fyour device isllost) always

change youripassword|before:

belaccessed:Seekicampus!

Need IT help at Western?
https://icybersmart.uwo.ca

Phone: 519-661-3800 Ext. 83800

In person: Support services Bunldmg .
By Webform: itshelp.uwo.ca e
Ask ITS: askits.uwo.ca

 Dont be fooled by phishing.
Y?@meam“
W,@

@mﬁb{b
h hir

Secure your computer by
downloading Anti-virus
software, Anti-spyware, and
Anti-Malware.

UPROTECT

Protecting
yourself, also
protects your
campus.
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Making Sure to ProtectU
Remember to & Keep You Cybersmart

Connect only to secure networks

Install antivirus to keep your
devices safe

Don't visit sites you don’t want your: \
mom to see

Visit Us at https://cybersmart.uwo.ca
[~ -J-JmJoJ-J-]-JwJ] ] Jo]-]

-. ..-.. y A
) ..- _
o« ’ «
’
: %

Contact Us

By Phone:519 661-3800 or Ext. 8
In Person: Support Services Buj In Counter
By Webform: itshelp.uwo.c3 n wl
Ask ITS: askits.uwo.ca

Protect Others By
.~ Ignore spam mail and mark as junk
Sharing virus free files

Keeping infected devices off shared

networks
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October is National Cyber Security Awareness Month!

DON'TBEAV CTIMV OF

STAY

#ProtectU

SOME CYBERSMART TIPS
username - - passowrd
suspicious emails
Contact the sender
phishing.uwo.ca
Protecting yourself
spam email Western community

For more vislt Info on Cybersafety visit: https:/cybersmart.uwo.ca

™) (519) 661-3800 x 83800
estern Support Services Building Drop In Counter
% webform: itshelp.uwo.ca
UNIVERSITY - CANADA ‘ Ask ITS: askits.uwo.ca

108
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e o -

1.'Set a'secure password and never,

2. Routinely,change your;password

3.'Never,click/on links in unfamiliar,

lemails]

Need Help from ITS?

By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building
Drop in Counter,

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

t twitter.com/westernulTS

Be Cybersmart!

National Cyber Security
Awareness Month

We are all connected.
ProtectU

www.facebook.com/westernulTS

Stay linked with the awareness campaign using #ProtectU UNIVERSITY - CANADA

Western



October:
National Cyber Security Awareness Month

B Keep Western Safe Keep Yourself Safe

Delete Spams @ @ Dont click Hyperlinks

Dont Share Passwords a Install Security
| Dont Click on Ads @ J Scan for Viruses

WANT TOo LEARN MORE?

https://cybersmart.uwo.ca
By Phone: 519-661-3800 Ext. 83800
In Person: Support Services Building Drop in Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

ﬂ www.facebook.com/westernul TS 9 'twitter.com/westernul TS



Be CYBERSMART

ProtectU
AND YOUR FRIENDS

know the Terms and Privacy
Policy for serveces you use!

your username

if you find a lost device bring

it in to the Campus Police! report
cyberbullying!

October is National Cyber Security Awareness Month

NEED HELP FROM ITS? FOLLOW US!
Phone:519 661-3800 or Ext. 83800 twitter: @westernulTS
Support Services Building Drop In Counter facebook: westernulTS
Website: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

https://CYBERSMART.UWO.CA & #ProtectU
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October
National Cyber Security Awareness Month

CYBERSMART
PROTECTU

Protecting Ourselves

Backup, Backup, Backup
Strong passwords
Anti-Virus Software

Protecting Western

Your Security=UWO Security
Use only uwosecure-v2
Avoid P2P Sharing

112




Proect U, Protect 9,82,

Protect Us...HOW?
++oW@ are all one community /=ty
++.lost device? Change Passmm L3
++.found device? Turn it/in . /
++oFepart phishing ;

.......
. PHONE: 519-6
2 e e

https://cybersmart.uwo.ca



#ProtectU

B QX
«@ &> | https://cybersmart.uwo.ca

ProtectU YOU Are as
* Protected As You Think

Protect Your Cyber Security By:
*Keep your online identity secret or
at least guarded!

*Be extremely wary about meeting a
stranger in person!

*Know the terms and privacy policy
of any service you use!

i October is National Cyber Security Awareness Month
in North America!

CONTACTUS + GET HELP

By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ash ITS: ashits.uwo.ca
Twitter: twitter.com/westernulT$
Facebook: www.facebook.com/westernulT$
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O
Nl e
9F Cybersafety
Protect your Protect Western’s
Cyber Security Cyber Security

E Keep your passwords M Report spam emails
to yourself! to contain further

spamming to others

Keep your computer E Refrain from using student
virus free and use wifi if your computer
ad protectors has virus’s

& Download things Turn in any devices
with caution! you find on campus

Spread awareness by using #ProtectU
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book.com/westernul TS

www.

Twiteer: twitter.com/werternul TS
L
L

National Cyber Security Awareness Month

in North America.

October is

PROTECTING YOURSELF ID IMPORTNT TO PROTCTING UWO.

HELP THE COMMUNITY LIKE REPORTING PHISHING EMAILS TO THE PROPRT VHANNELS.
GO TO THE CAMPUS OLICE AND CHANGE YOUR PASSWORD RIGHT AWAT IF YOU LOST.




REPORT
Phishing
Emails

USE Anti-Virus
Software

REPORT
Cyber Bullying

BE CAREFUL
Who You Talk To

NEVER
Share Your
Password

REPORT
Lost
Devices

Tl
BE CYBERSMART

October is Cyber Security Awareness Month in North America
For more info visit https://cybersmart.uwo.ca

ITS Help Desk
Phone: 519 661-3800 or Ext.783800v

)

9 L

stern

UNIVERSITY - CANADA



PROTECTION OF PERSONAL CYBER SECURITY
1.Do not browse website that may have virus.

2.Do not provide excessive information in social website.
3.Do not download files from unknown websites.
WESTERN CYBER PROTECTION
1.Do not use machine with virus to connect
with Western network.

2.Reporting phishing emails to the proper
channels.

3.Changing you UWO password once you lost

your device.

Get Help From ITS Help Desk:

By Phone:519661-3800 or Ext.83800

In Person: Support Services Building Drop in Counter
By Webform: itshelp.uwo.ca

Ask [TS: askits.uwo.ca

Be careful with

your internet

@

€

Z &
£

P~

twitter.com/westernulTS
www.facebook.com/westernulTS

Western’s Cybersmart Address—> https://cybersmart.uwo.ca
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Octoberis National Cyber Security Awareness ivionthin North America

Protect Western

Do not use your uwo email as
your personal email

Protect Yourself

J Never share your password

Q’ Always back up your data J Report suspicious emails

Be weary of anybody you

vt J Report your lost devices

Don’t let yourself sink; be Cybersma I‘t

and P I’Ote Ct U !



HOW CAN YOU ACHIEVE CYBER SAFETY?

- CREATE STRONG PASSWORDS - REPORT PHISING EMAILS
- USE MORE THAN ONE PASSWORD - BRING LOST DEVICES TO CAMPUS

- LOG OFF ON PUBLIC COMPUTERS - INSTALL ANTI-VIRUS SOFTWARES

DON'T SHARE SECRETS

ONLINE

#PROTECTU

THIS OCTOBER

Spread Awareness For National Cyber Security Month

519 661-3800 or Ext. 83800
Support Services Building Drop In Counter

Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS

CYBERSMART.UWO.CA - ITSHELP.UWO.CA - ASKITS.UWO,CA




Don’t get RKO'd by the internet

cybersmart.uwo.ca
| itshelp.uwo.ca | (519) 661-3800 Ext. 83800 | askits.uwo.ca |

| Support Services Building Drop In Counter |

~ Report phishing emails!
~ Found a USB? Turn it in!
~Take caution on public networks!

October is National Cyber B E [: yh ErSmd rt .
Security Awareness Month #P o t BC t |_|

~ Back up your files!
~ Clear your cache!
~ Use 2-step verification!

westernulTS ‘
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Follow us on twitter: twitter.com/westernul TS
and

Facebook: www.facebook.com/westernul TS

Don’t save your password in your computer

Be Smart.
Be Safe.

Western

is Cybersmart

L= =CRO0= vA="OLE VLT 0RO

Install Virus Protection

#ProtectU

Need Help?: or in person at

Ask ITS: askits.uwo.ca 5upport services building
By Webform: itshelp.uwo.ca drop in counter

519-661-3800 or Ext. 83800 122
Western’s Cybersmart Address: https:/cybersmart.uwo.ca
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WAYS TO BE
YBERSMART

https://cybersmart.uwo.ca

\-"

(@D0se AntiVirus For Protection
@Rnow the Terms & Privacy Policy

@Keep Passwords Private
) Report Phishing Emails
Keep Software Up'ToDate

. Track Downloads On Dwo's Network

ITS Help Desk:
Phone:519 661-3800 or Ext. 83800 # P I'OteCtU
In Person: Support Services Building Drop In Counter A Cyber Safety Awarness
Webform: itshelp.uwo.ca initiative at Westem University
Ask ITS: askits.uwo.ca :

Contact Information: \\ \ l »
Twitter: twitter.com/westernulTS e S e] ] ]

www.facebook.com/westernulTS
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Are You

CYBERSMART?

Protecit!

A cybersafety initiative at Western Univergity

ollUselalstrong password

O N
Vourselt s Makelsurelyourjsoutcesjarelretiable

eI Dontigiveloutiptivatelinfo;

e Report phishing emails
—
‘SZOS;Z?I’] ® Use your recognized UWO email )

o Report lost devices to Campus Police

#ProtectV | ContactUs

' CYBERSMART.UWO.CA
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October is National Cyber Security Awareness Month so ProtectU by being Cybersmart

7 New Text Document.tat - Notepad

File Edt Format View Help

Ways to protect cyber security

> Protecting yourself is an important step to protecting Western.

> Report phishing emails to the proper channels (phishing@uwo.ca)

> Do not give out personal information

> Change passwords every 90 days

> Do not use the same password for everything

> Clear history and cached information once in a while

> The more individuals protect themselves the more the Western community

as a whole is protected.

#ProtectU https.//cybersmart.uwo.ca
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CYBER SERCURIT\'

oUI0o

cybersmart.uwo.ca

HOLW TO PROTECTU

1. Checkyour computer
for viruses

2_ Don’t give out personal
passwords

9. Change passwords when
devices had been lost

HOW T0 PROTECT
WESTERN

] Bring found lost devices
to Campus Police

2. Report phishing emails
to proper channels

3_ Report lost devices

Campus Police

BE CYBERSAFE
this October

National Cyber

Security
Awareness

Month
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OCTOBER

CYBER SECURITY AWARENESS
MONTH'S USEFUL TIPS

KEEPING YOURSELF SAFE:

CHANGE YOUR PASSWORD FREQUENTLY
KEEP SECURITY FEATURES UP TO DATE
USE STRICT PRIVACY SETTINGS

PROTECT YOURSELF FIRST
REPORT SUSPICIOUS EMAILS
RETURN LOST DEVICES

#PROTECTUAND
BE CYBERSMART!

A PART OF THE #*PROTECTU CAMPAIGN
HTYTPS://CYRERSMART.UWO.CA

TECHNICAL SUPPORT OPTIONS
519-661-2800 EXT. 87800

SUPPORT SERVICES DROP IN COUNTER
WWW.ITSHELP.UWO.CA
WWW.ASKITS.UWO.CA
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OCTOBER IS NATIONAL CUBER SECURITY
/AWARENESS MONTH IN NORTH AMERICA.
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w Keep Calm
and achieve
CYBERSMART

- WAYS OF PROTECTING YOUR CYBER SECURITY
1. I make my passwords LONG & STRONG
2. I NEVER share my passwords
3. I am aware of UNKNOWN E-mails & Attachments

WAYS OF PROTECTING WESTERN’S CYBER SECURITY

1. I don’t sign into any sites or apps with my @UWO
address
2. I use my OWN username to log into Western's
computers
3. I don’t download any software with PLUG-IN &
VIRUS to Western’s computers

It’s time to ProtectU

OCTOPER IS NA @our social media tag:
TIONAL CYPER SE-  gprotectlU

CURITY AWARE
NESS MONTH IN

NODYIY A RCTDIEA http://cybersmart.uwo.ca
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OcToBER IS NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA

ProtectU

CYBERSMART

Protect you: Protect Western:
eSet strong passwords eReport phishing email to
and don't sare them phishing@uwo.ca
eBe cautious of links eReport lost and found
even from UWO accounts devices to campus police
eProtect your privacy eProtect Western by protectU

Western's Cybersmart Address:

https://cybersmart.uwo.ca
CONTACT US: # ProtectU
By Phone:519 661-3800 or Ext. 83800 ® twitter.com/westernul TS
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca f facebook.com/westernul TS

Ask ITS: askits.uwo.ca
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How to get help from the

By Phone: 519 661-3800 or Ext.
In Person: Support Services Buil
Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

fo identity protection

ely change passwords

How to protect Western's ¢
* Avoid being scammed

load with caution

# Call the right person for

¢ Delect email from

facehook Western@ « T Al
e fcsbuak commies TS https://cybersmart.uwo.ca idtter. coin/westernuf
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CYBERSMART.UWO.CA

ProtectU
9 KEEP YOUR PRAVITE INFORMATION PRIVATE

BE A PROFESSIONAL AND HELP OTHERS

= TAKE CARE OF YOURSELF,
TAKE CARE OF THIS PLACE

-

@ WATCH OUT POTENTIAL RISKS

e PRIVATE INFORMATION I$ DIGITALIZING

FACE IT TOGETHER, SOLVE IT TOGETHER

SEE SOMETHING UNUSUAL?
REPORT IT IMMEDIATELY AT

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building
Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

. 4 twitter.com/westernulTS

We SteI'Il n www.facebook.com/westernulTS 1 3 4




KEEP
Browers Software CALM

AND
Internet xeepREPORTING
Connection FIREWALL

_ COMPUTER ...
—kKegp . - Hacker

Information FOR HELP! .
October? PAWARE ESS Emall

Nation Cyber Security Awaness Month

Web: itshelp.uwo.ca

#ProtectU Ask ITS: askits.uwo.ca

f www.facebook.com/westernulTS B )61 L3800 or EXt'83j800

= In Person: Support Services
g twitter.com/westernul TS

Building Drop In Counter
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B
ProtectU &N Cybersmart

October is National Cyber Security Awareness Month in North America

It's your password, yours alone]
G

To prevent your computer downfall,

you should install a Firewall.

#ProtectU
#ProtectU N
Stop and think before you click
#ProtectU a
on links.
//’ .
Make sure that your applications and
operating system are up to date.
~
Visit Us At: https:/cybersmart.uwo.ca Contact Us:
Need Help? B twitter.com/westernulTS

ﬂ Ext. 83800 l Drop In Counter K p asklts.uwo.ca n facebook.com/westernulTS
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* Log off before you s e ' s - ’
leave ** ./ 5y Saet 34 A i
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v Tweet us at #ProtectU & #CyberSmart et s
— Follow us at Twitter.com/westernul TS y
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#PROTECTU

October is National Cyber Security Awareness Month in North America

DON'T SHARE YOUR PERSONAL INFORMATION §
WITH PEOPLE WHO YOU DON'T KNOW ONLINE.

DOLLOWD FILES FROM SAFE OR WELL-KNOWN
WERSITE.

DON'T DOWNLOAD UNSAFE APP ON YOUR PHONE

DON'T SHARE YOUR UWO ACCOUNT WITH
OTHER PEOPLE.

IF YOUR USE HAVE VIRUS, DON'T PUT ITIN
SCHOOL COMPUTER DIRECTLY.

~YOUR UWO EMAIL TO RECIS-
ON UNSAFE WEBSITE

www.facebook.com/westernul TS

~ u twitter.com/westernul TS

If you haW any question, you can

get help c_ desk
; By Phone:519 661- 0 ox Ext. 83800

In Person: Support Sexygices Building Drop In
’ Co_q._nler

cvummﬂuwo cA
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