


This October Be

CYBERSMART

for National Cyber Security Awareness Month

#ProtectU to Protect Western

Make others aware and avoid phishing

1. Report phishing emails to phishing@uwo.ca
S & S (51 emails from being sent on a UWO Account

2. Report lost deviced to Campus

Police and change your passwords Credentials can’t be used if cached

3. DO NOT connect to the Network if x x Avoid Spreading the virus
your device has a virus
For Help from ITS Visit us at

https://cybersmart.uwo.ca
twitter.com/westernulTS
www.facebook.com/westernulTS

Call: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
itshelp.uwo.ca or askits.uwo.ca



UCGTONEr IS Nauonal
GYHEr SEcurity Iivionth
CISCYBER-

Webform:

In Person:

Ask ITS:
@westernulTS ﬁ westernulTS

CYBERSMART.UWO.CA



Better safe than sorry.
Get it together.
. Be more CyberSmart.
Spread the word on social media using:

X / \ .
Need help from the IT Desk? o Contact Us
Phone: 519 661-3800 ext 83800 n https://cybersmart.uwo.ca
In Person: Support Services Building Drop In Counter b@ Twitter: twitter.com/westernulTS
b Facebook: www.facebook.com/westernulTS

Webform: itshelp.uwo.ca or askits.uwo.ca



Cybersmart | #ProtectU
http://cybersmart.uwas Thlnk You i S(lf €e, / ! October

Think Agaln,,, ~ 77 North America
BN ‘, L National Cyber
A &M/ 4 il

N Yii . Security Awareness
= \ Protect yourself ’ quth Campaign
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Be Cyber Smart!

. Set secure passwords and
DO NOT share them with
anyone.

. DO NOT click on unknown
links, regardless of who the
sender appears to be.

. Make you sure have
anti-virus software and that

it's up to date.

Need Help?
Call: 519-661-3800 or ext. 83800

Visit Support Services Building
Drop in Counter

Go To: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

twitter.com/westernulTS
Use the #ProtectU

Protect UWO

1. If you get a virus, do not
connect to the UWO
network.

2. Be aware and report phising

emails.

. If you lose your device,
report it to the Campus
Police and change your

Western

UNIVERSITY - CANADA

North America’s National
Cyber Security Month

n www.facebook.com/westernulTS
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Octobef is National f:yber Security Awareness Month

Protect Yourself! -

- watch out for ‘phishing’ emails — “
- use multiple passwords ‘ 4
- install anti-virus software on your computer

Protect Western!

- report ‘phishing’ emails to phishing@uwo.ca

- bring lost devices to Campus Police

- if you have lost a device, change your passwords!

ProtectU

Cybersmart
1-@ ¢ g b
V. *w*
-« My Md‘» ﬁ ‘»4\,4, ﬁ,
W M #ProtectU
Western’s Cybersmart Address:

- http://cybersmart.uwo.ca
How to get help from the ITS help desk:

- by phone: 519 661-3800 or Ext. 83800

- in person: Support Services Building Drop In Counter
- by Webform: itshelp.uwo.ca

- Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernul TS
Facebook: www.facebook.com/westernul TS




Z/Protecting yourself is an important
step to protecting Western

L s S
AT

EiwesternITU
W@WesternITU

¥ Phone: (519) 661 3800 ext
Report phishing , If you loose your device =

e-mails to the proper channels report it to Campus Police More Info: <& ™
SO we can post them and make and change your passords so no one else CyberSmartuwo.ca

others aware! Can access your online accounts AskITS.uwo.ca
More Help e InPerson; Support Services Building Drop-n Center e |TShelp.uwo.ca



Watch Out For Stranger Danger
Be CYEERSmart, Protectl

Western'':
- Protect Your Identity

- Report Pishing emails
- Report Lost Devices

- Install Updates
- Surf Web Safely
- Turn Firewall On

Western is proud to recognize
OCTOBER as National Cyber
Security Awareness Month

Like Us! f www.facebook.com/westernulTS
Follow Us! ' twitter.com/westernulTS

Visit Us! @ https:/cybersmart.uwo.ca

fl Drop In Counter

Webform , Ask ITS
itshelp.uwo.ca - askits.uwo.ca




Don’t be that or

oo % aMIRUS

[
o

time to be cybersmart.

7

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building
Drop In Counter

By Webform: itshelp.uweo.ca

Ask ITS: askits.uwo.ca
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ProtectU-rself - Be CYBERSMART

You wouldn't want a BUG running around your room

Install an ANTI-VIRUS Turn on your FIREWALL
Don't open

#PROTECTU-S

Report PHISHING EMAILS

REPORT LOST DEVICES
to Campus Police

Change your

OCTOBER is
National Cyber Security Awareness Month
in North America

Visit http://cybersmart.uwo.ca for more info!
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THE INFORMATION YOU POST ON THE INTERNET N EVER DIES

Be CYBERSMART and ProtectU

Contact us at... For HELP with
519 661-3800 or Ext. 83800 Cyber Safety visit

cybersmart.uwo.ca # P rOte Ct U askits.uwo.ca

twitter.com/westernulTS itshelp.uwo.ca

www.facebook.com/westernulTS Support Services Building Drop In Counter

12



BE CY

Protect Western by:

1) Never tell others your password
2) Know what you're downloading
3) Never post private information

1) Don't open Phishing emails
2) Report stolen items
3) Never use damaged hardware

n www.facebook.com/westernuITS

@westernuITS &[0\ (e(d!!

BY PHONE: 519 661 3800 ext: 83800
IN PERSON: Support Services Building
BY WEBFORM: itshelp.uwo.ca
ASK ITS: askits.uwo.ca

13



eScan for Viruses/ Spy Ware/
Trojans, etc.

*Protect your computer against
Malware

*Use a Spam Filter for your

email 4/

In Person: Support Serv

DON'T:
* Share your

password

with friends
* Trade

information ¥
for freebies

* Post your
information Y
online

Need ITS’s Help?
Phone: (519) 661-3800

e
. O

3800

Services Building Drop in Counter

Twitter:
Facebook: -

Western's Cybersmart Address:

By Webform: itshe

Ask ITS: askits uwe

#ProtectU

14
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Be #CYBERSMART

B And #PROTECTU
. - = 1§ L —

October is National Cyber Security
Awareness Month in North America

Protect Your Cyber Security:
@ Passwords are for Yourself and Yourself Only

@ Utilize Anti-Virus Programs
@ Be Suspicious of Unexpected Emails

Protect Western's Cyber Security:

@ Communicate Phishing Issues with ITS
@ Report Lost Devices to Campus Police
& Spread the Word concerning Cyber Security,

Contact the ITS desk!
http://cybersmart.uwo.ca
Phone: 519-661-3800
In Person: Support Services Bldg. Drop in Counter
Web Form: itshelp/uwo.ca
Ask ITS: http://askits.uwo.ca/

¥ twitter.com/westernulTS
o facebook.com/westernulTS 15




FACEBOOK.COM/WESTERNUITS TWITTER.COM/WESTERNITS

#Protectl

ProtectU

MAKE SURE YOUR COMPUTER IS SECURE

Virus’s are everywere, and most the time you wont even know that your compter has them until it
to late.
You can prevent the virus’s before they even reach your computer by having the Anti-Virus,
Anti-Spyware,and Anti-Malware Tools!

Make routine checks to make sure your computer is not infected

For More Information: itshelp.uwo.ca or askits.uwo.ca, or

Phone: 519 661-3800 or Ext.83800

BE CYEBERSIVEA R T

http://cybersmart.uwo.ca
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- Did you Know?
October is National Cyber
Security reness
Month in North America.

5,
Partuwo -2

REPORT THE SPAM,
PREVENT FROMA JAM.

#Protect
A cyber safty campaign at

To protect cyber security To protect cyber security
- Never share your password - Always report phishing emails
with anyone. to proper channels.
- Use the privacy settings of - If you find a lost device or

lose your device find

social networking sites.
the campus police.

ITS Help Desk

.Be careful when By Phone:519 661-3800 or Ext. 83800 . Remenber that
By Webform: itshelp.uwo.ca

someone offers In Person: Support Services Building Drop In we are all one

you something Counter connected
for nothing. _ AskIT5:ankixs. uwora community.
Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/ ternulTS

17



National Cyber Security Awareness Month

Cybersmart

cybersmart.uwo.ca

f /westernul TS

y @westernul TS

Keep your private
information private

Set'secute

passwords Don’t connect infected
machine to network

Be suspicious of

unknown links Report Phishing Emails

Return lost devicess to
campus police

#ProtectU

_ Webform: itshelp.uwo.ca
%Y 2% 2% ITS: askits.uwo.ca

~ Support Services Building
Drop In Counter

18



October is Cyber Safety Awareness Month
Here’s what you can do to

ProtectU

? Keep your pasaword te yourself.

a Immediately report lost or stolen devices.

J

‘ Do not open Phishing emails.

Do not connect to Western'as network if
you have a virus.

For more information, contact:
By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

cyberamartuwo.ca twittercom/westernuiTS facebook com/westemuiTs



tU

/westernulTS

/westernulTS

Protect Western!

- Step 1: Protect Yourself!

- Report Phishing Emails to
phishing@uwo.ca

- Bring a lost device to Campus Police

Protect Yourself!

- Protect your devices with passcodes
- Download FREE anti-virus software
- Keep your passwords to yourself!

More info at: https://cybersmart.uwo.ca

20



ﬂ Find us on:
facebook.

www.facebook.com/westernulTS

https://cybersmart.uwo.ca

WESTERN IS CYBERSMART

twitter.com/westernulTS

PROTECT WESTERN

PROTECT YOURSELF

- When it comes to emails, - Forward phishing emails

delete the dubious! to phishing@uwo.ca
- No matter what ... - If you're safe, your friends
NEVER share your passwords are too ... don’t be a virus
- Want to stream TV? ... spreader
NETFLIX > Trojan Horses - Drop off lost devices at

Campus Police!

Questions?

Ask ITS: askits.uwo.caBy

Webform: itshelp.uwo.ca
By Phone: 519 661-3800 or Ext. 83800
Support Services Building Drop In Counter

Remember...
If you #PROTECTU, you PROTECT US!!




Protectl:

When connected, stay protected!
Be Cybersafe.

October is National Cyber Security Month in North America

Protect yourself.

I. Keep your password to yourself
2. lse Anti-Virus Software

3. Think before you send or post

Protect Western.
|. Report any suspected phishing

2. Bring lost devices to the campus police
3. Avaid all malware

twitter.com/westernulTS
facebook.com/westernulTS

Raise awarengss] f 4O (519) 6GI-3800 or Ext. 83800

% Support Services Building Drap In Count
use #Protectl ¥ @it:::ﬂ].w::;ﬂes uilding Drap In Counter

to spread the word. ©® D askits.uwo.ca

Visit https://cybersmart.uwo.ca for more information.

22



1. Report all lost devices to campus pohce.
2. Transfer all spam e-mails to phishing@uwa.ca.
3. Never leave private accounts open on public computers.

 CONTACT THE ITS HELP DESK...

Y PRONE: (519) 661-3800, ext. 83800

(W PERSON: Support Services Building Drop-In Counter
SV WEBFORM. itshelp.uwo.ca

ASKITS. askits.uwo.ca

. twitter.com/westernuits facebook.com/westernuits




Western
Information
Technology

SerVICG @) National Cyber Security
Awareness Month

You never knows
\X’hat’s going on here

Are you Cyber-Aware of the risk? #Protectl Zwesternu

ITS Help Desk Info.
Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
Website: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

Contact Info.
Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS




< & Help: Contact the ITS help desk!

‘Qe‘,sg\-r\a\'t 1w Division of Information
&) Technology Services
Reach us at (519) 661-3800 ext. 83800

In Person at the Support Services Building Drop In Counter
~ on the web at jtshelp.uwo.ca askits.uwo.ca cybersmart.uwo.ca
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ProtectU

) 5 » of the content you

Protect Western

* Find a stol device? Report it to

cious email? Do not

ments and contact

, do not
connect it L« 1 5!

Get help!

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building
Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

v / P
. .
Social Media
4 twitter.com/westernulTS
=
n www.facebook.com/westernulTS

Use and
spread the word!

October is National Cyber
Security Awareness Month
in North America!

cybersmart.uwo.ca

26



@ /westernulTS
#F I.-. D t E E t I_I f /westernulTS
QC t ob e r

Cyber Security Awareness Month

o

We are all connected; one problem leads to more
Report missing devices to the Campus Police
D it

STRONGPASSWORDS SECURE BEAWARE REPORT SUSPICIOUS ACTIMITY
Be Cyber Smart:; https://cybersmart.uwo.ca

By Webform: itshelp.uwo.ca I
g ’ Ask ITS: Izjiskits.uwo.ca ‘. 519-661-3800 Ext. 83800

Mk In person: Support Services Building Drop in Counter
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Protect yourself and
that

%A'

Y ~

01 1000 s 3 easy ways you*can protec
0. ,p Wyourself are by... S - o
v 1.) Install an antivirus proq
on your computer
2)Ensuring that you read all -~

.ﬁw term of privacy settings;

g A Jmep your, oporatmg s A‘”r »"
> o L _uptodate #

https /[cybersmart.uwo.ca | |
By Phone:519 661-3800 or Ext. 83800 ,M\ ,"

=

-

v a2
—— -

gU-

to protect‘ esterns cyber

security... Tak In Person: Support Services Building Drop In Counter .
1.) Do not torrent files while Caps By Webform: itshelp.uwo.ca

on western internet Ask ITS: askits.uwo.ca

2.)Register all your devices Sh | Twitter: twitter.com/westernulTS

on western rez net Facebook: www.facebook.com/westernulTS L
3.)Do not try and add your 1

own router C‘,



October is National Cyber Security
Awareness Month in North America!

#ProteCtU g"’

- Report to campus police 1if
devices are stolen

- Change personal passwords
1f devices are stolen or
lost

- Keep an eye out for phishing
emails

Western Community Cyber Security Tips:

- Don’t connect virus infected devices into
Western’s network

- If you find a lost device bring it to the
Campus Police

- Report phishing emials to phishing@uwo.ca so
that others cna be made aware of them




October National Cyber Security Awarness
Month in North Bmerica

= min o Emee
= @ =T You Wouldn't Give e

o Your House Keyfoa -~ -
MU Thief, sowhy wouldyou

o give vour password
T . toothers?
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Cybersmart

CYBERSMART -UWO - CA

twitter.com/westernulTS
www.facebook.com/westernulTS

ProtectU at Western &9
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IMPOSTER!

CYBERSMART.UWO.CA



How ARE YOU?

October is National Cyber Security Month

e Keep your passwords private * Report phishing emails to phishing@uwo.ca
e Use anti-virus software ¢ |f phished, change your password
¢ Delete e-mails from unknown * Bring any lost devices to campus police

ITS Help Desk
Phone: 519 661-3800 (ext. 83800)
Online: itshelp.uwo.ca or askits.uwo.ca
In Person: Support Services Building Drop In
Counter

Sl
- @westernulTs

f @westernulTS #ProtectU

www.cybersmart.uwo.ca
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Western

Be Cybersmart and #ProtectU

Its October- North American Cyber Security month!

3 ways to protect your Cyber security:

Be suspicious of Do not give out Keep your anti-virus
unknown links or personal information!  software up to date
requests \

sent through e-mail
- - » -

'l 3 ways to protect Western’s Cyber Security:

Protecting yourselfis ~ Report phishing Don’t let strangers
the first step to e-mails to correct use your UWO
protecting Western! channels to aware accounts!
. | others
(phishing@uwo.ca)
1
1 0 <

ITS Help Desk:

By Phone: 519 661-3800 or Ext. 83800

In person: Support Services Building Dop in Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Follow us on:
Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernul TS




OCTOBER IS
[ATIONAL
stidory]

BYBEIISMAII'I'

regularly update
] anti-virus software

don’t click on links that are
sent From unknown emails

3 oo rovtinely #ProtectV

] bring lost devices

to the campus police
report phishing e-mails to
2 phishing@uwo.ca
don’t connect to Western's network
if your computer has a virus
TO CONTACT THE IT HELP DECH:
BY PHONE
519 661-3800 or Ext. 83800
IN PERSON
find Us on Support Servicgzl?ﬁlélgdgggr%rop In Counter
TT ER & itshelp.uwo.ca
TV\H K ACH ITs
F A c EBOO askits.uwo.ca

CYBERCSMART.UWO.CA
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#ProTECTU

YOU WOULD NEVER GIVE SOMEONE THE
KEY TO YOUR HOUSE...

...WHY SHOULD THIS BE ANY DIFFERENT?

OCTOBER
CYBER SECURITY AWARENESS MONTH

REMEMBER TO USE SECURE PASSWORDS AND
DON’T SHARE THEM WITH ANYONE

PASSWORD PROTECT ALL PERSONAL DEVICES

DON’T GIVE oUT PERSONAL INFORMATION ONLINE
DON’T TORRENT FILES oN UWO SERVERS

DELETE PHISHING E-MAILS IMMEDIATELY

STAY CYBERSMART CYBERSMART.UWO.CA

(519) 661-3800 OR EXT.83800 .

IN PERSON: SUPPORT SERVICES BLDG. .
ITSHELP.UWO.CA TWITTER: @WESTERNUITS
ASKITS.UWO.CA FACEBOOK.COM/WESTERNUTIS




e i) (g bersmart [..oo=

C}jbel'SeCU["tH Support services building
AWareNeSs MoNtH #ProtectU i o

PROTECHYOURICY'BERISECRURTIT:Ys
Never give out your password

Keep your personal information secret
Report cyber bullying

' Never open unwanted emails from strangers
Report phishing emails to protect others
Report to campuspolice if you lose your device

Follow us on facebook and twitter @westernulTS <

00

Go to cybersmact.uwolca to leakn moke ‘Weste

37



:/ [cybersmart.uwo.ca

CyberSmart

3 Ways to Protect
Your Cyber Security
Wnat's nappening? [ ———
1. Keep your computer’s
@westernulTS how do | protect my Koftwere Up o ciats;
emails #ProtectU 2. Alwats question the
legitimacy of emails.
3. Use passwords when
the option exists. Try to
differentiate passwords
on different devices,

Noe . 3 Ways to Protect
\\ (15“\' n Western's Cyber

Security

1. Use the secure website
p:/ /mall.uwo.ca to

check school emails away

from a school computer.

October is National Zfecdaly e
common phishing emails

Cyber Security sent to uwo emails.
Awareness Mo 3. Take a look at the

Information Security
Awareness Training
Module on OWL.

38



= Never, Ever, Enable JavaScript For Email Or Email Attachments
=Do Not Click On Uncertain E-mails Or Websites
- Establish Strong Passwords Far ALL Western Accounts

3WaysToProtect Cyber Secrity?  #y “2

~Never Open Email Attachments From Strangers
= Install Or Update Your Antivirus Software

Online Harassment

Phiding ~ Fiewak  Cybersmart Ant-Virus
Prvacy Hacking F-mal h_/IahvaIe
Tiojan Spam  Spyware Security

1| Questions? Need Help? Contact Us Today! ;
- By Phone: 519 661-3800 or Ext. 83800 ’
- b Person: Support Services Building Drop In Counter

- By Webfom: itshelp.uwo.ca :

- Ask ITS: askifsuwo.ca ;

- hitps//cyberamart uwo.ca | %
L 4
L_4| twitter.comy/westemulTS  #Protectl)

Western

nvww.faoebookoom/westemuﬁs
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CYBER SAFETY

ProtectU and Cybersmart

Ways of Protecting You:

Protect Your Electronic Report Cyber
Identity Bulling
=N

Don’t Share Your
Password

®0
J

Ways of Protecting Western:

Lost Item: Return To
Campus Police

CONTACTINFO

Western's Cybersmart Address:
https://cybersmart.uwo.ca

How to get help from the ITS help desk:
By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop
In Counter
October Is National Cyber Security




Be Cybersmart

ForiWestern

~REPORT PHISHING EMAILS

~REPORT LOST ITEMSTO
CAMPUS POLICE

~DO NOT SHAREYOUR UWO

EMAIL AND PASSWORD

~+THINKUP A STRONG
PASSWORD

~+DO NOT GIVEOUT
PERSONAL INFORMATION

~+NEVER SHAREYOUR

PASSWORD

—HTTPS://CYBERSMART.UWO.CA
—+519 661-3800
—>SUPPORT SERVICES BUILDING

Drop IN COUNTER
—>QUESTIONS? ITSHELP.UWO.CA
—ASK US: ASKITS.UWO.CA

—FACEBOOK.COM/WESTERNUITS
—TWITTER.COM/WESTERNUITS

#ProtectU
OCTOBER

NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA




P I'Ot e Ct U To learn More about being Cybersmart go to é

Cgbersmart OCtO ber Is National Security Awarness Month.
. A cyber safety ..

initative at

to raise awarness!

rrz‘tekctU: % bontah Protect WesternU: ITS help desk Information:

'h e .;tro?‘g PEESWOIOS ORI RIS 1. Protecting yourself helps to protect Western Phone: 519-661-3800 or Ext. 83800

them with others. . _ University. In Person: Supoprt Services Building Drop in Counter
v K’now how to avoid scams to prevent vi- ¢ o\, computer develops a virus avoid using ~ Webform: itshelp.uwo.ca

rus’s qnd kt)ow h_ow to get rid of them. UWO’s network. Twitter: twitter.com/westernulTS

3. Avoid Phishy sites. 3. Report phishy sites to phishing@uwo.ca Facebook: www.facebook.com/westernulTS
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Be CyberSmart!

Cyber safety awareness campaign

# P I'Ol'e CI' U at Western University

Protect Yourself  Protect Western

Have a secure password ~ Be aware of phishing scams
Be aware of viruses  Report Cyber-bullying
Don't give away information ~ Report lost devices

What goes on the infernet, stays on the internet!

Visit hitps://cybersmart.uwo.ca Need help?
October is National Cyber Security . Phone: (519) 661 3800

Awareness Month in North America . In person: Support Services Building

@ By webform: itshelp.uwo.co
. westernulTS . westernulTS @ 1sk1TS: askits.uwo.ca

WeStern % | @ National Cyber Security

Awareness Month




THE ONI.Y THING YOII'RE

GIVING AWAY
THIS HALLOWEEN

SN Rk K"‘

October is National Cyber Security Awareness Momnth

PROTECTU AND WESTERNU

- Backup your files - Be wary of phishing scams

- Keep your password private - Secure your software
- Report Cyber-Bullying - Use the internet wisely

i1 facebook.com/westernulTS  Visit: ITS help desk at the Support Services
twitter.com/ westernul TS Building Drop In Counter
Phone: 519 661-3800 or Ext. 83800

BPROTECTU  Web:itshelp.uwo.ca Ask ITS: askits.uwo.ca

CYBERSMART.UWO.CA




B
OCTOBER is
National Cyber Security Awareness Month

in NORTH AMERICA

Get involved with #ProtectU

Py
m twitter.com/westernulTS
n facebook.com/westernulTS

Protect WesternU

Dont’t open email links and attachments
Report Stolen or lost devices

Connect securely to all campus computers

ProtectU

Don't share passwords
Use privacy Settings
Think before you post

Contact the ITS Help Desk

(519) 661 - 3800 ext. 83800

itshelp.uwo.ca

askits.uwo.ca

OR go to the Support Services Building Drop in
Counter!

Andbe CYBERSMART

http://cypersmart.uwo.ca



Stay CyberSmart!

HProtectU
fI8N & flin

Protect yourself: Protect Western:

~ Never share passwords
~Always use a firewall
~Back up your files

Contact Us:

Website: https://cybersmart.uwo.ca

Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Phone:519 661-3800 or Ext. 83800

In person: Support Services Building Drop in Counter

~Report phishing

~Report lost devices
~Install anti-virus software

Follow Us:
Twitter: twitter.com/westerulTS
Facebook: www.facebook.com/westernulTS
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#ProtectU

Everyone take part. Be cybersmart.

Report phishing attacks to phishing@uwo.ca
Bring any lost devices to Campus Police
Report online bullying

Change passwords often, keep them challenging
Don't fall for suspicious pop ups
Use antivirus software

More info can be found here:

R 519 661-3800 or Ext. 83800

Support Services Building Drop In Counter

f facebook.com/westernulTS

({ F1) itshelp.uwo.ca

’ twitter.com/westernul TS ITS askits.uwo.ca

October is National
Cyber Securi
Awareness Mo

https://cybersmart.uwo.ca




Sharing your password is like giving
your housekeys to a stranger.

NOT a good idea.

#ProtectU

a8
R
il

NIVERSITY-CANADZ

The internet is dangerous- choose to be CYBERSMART

Learn more or get help from ITS

519 661-3800 or Ext. 83800 @ cybersmart.uwo.ca
itshelp.uwo.ca

Support Services Building askits.uwo.ca

Drop In Counter

www.facebook.com/westernulITS y twitter.com/westernulTS
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This
Octoher

for cyber safety
awareness month

Protect U
and stay
Cybersmart

%’

. twitter.com/westernulTS
f www.iacehook.com/westernulTs

PROTECT WESTERN PROTECT YOURSELF

* Report phishing emails * Set secure passwords
* Report missing devices to campus police # Don't share private information
* 7 Protect U - protecting yourself is protecting = * Be aware of email scams

- E https://cyhersmart.uwo.ca

Contact Us:
# By Phone:519 661-3800 or Ext. 83800 # By Webform: itshelp.uwo.ca
* In Person: Support Services Building Drop In Counter # Ask ITS: askits.uwo.ca
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October is National Cyber
Awareness Month in North America

ays You Can Protect Yourself And Be Cybersmart: FOLLOW US/LIKE US ON TWi

Know who you are talking to online before you
y @Westernul

meet them in person! People may not be who
www.facebook.com/westernulTS

#ProtectU

they really are online

Don’t keep the same password for everything!
If someone finds out one password, they will e
know the rest!

Do not accept anyone you do not know on Facebook.
It might just be a fake account to stalk your everyday life.

[ o
7

. S

Questions?

ou Can Protect Western’s Cyber Security:

perform frequent virus checks, if you connect to Western’s
internet wth a virus, we might get it too!

By Phone:519 6

In Person: Support

Beware of phishing emails. Open links only from people you
know. If you get phished, your email will now be used to phish
other UWO emails.

If you find a lost device, bring it to Campus Police. You
are helping the community that way!

By Webform: itshelp.uwo.

Ask ITS: askits.uwg

Western's Cybersmart Address Y- https://cybersmart.uwo.ca



Protect Protect

1. Use Antivirus Softwars 1 Report Gyber-Bullying
2. Ghange Your Passwords Often 2 Report Phishing Emails
=

3. Know the Terms & Privacy Policies 3. Return Lost Devices to Campus Police

“STAY GYBERSMART | -

HProtectl

A cyber safety initiative at Western University
October is National Gyber Secrutiy Awareness Month in North America

o twitter.com/westernullS 0 www facebook.com/westernulTs

Phone: 513 661-3800 x 83800 Person: Supprt Services Building Webform: itshelpuwpea Ask ITS: askits.uwo.ca
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i nth'i in’ NorthEAmerlca ProtectU"“

Need Help?
519-661-3800 or Ext. 83800
. In Person: Support Services Building

Drop In Counter
Webform: itshelp.uwo.ca
“wgp, o AskITS: askits.uwo.ca

#ProtectU ‘

www.twitter.com/westernulTS

https://cybersmart.uwo.ca f www.facebook.com/westernulT$S

-




OCTOBER IS NORTH AMERICA’S

NATIONAL CYBER |
SAFETY MONTH

¥

gp COMMUNITY

£ ONE CONNECT e
G YOURSELF EROTECT for more
IN or
info on how 1O PR, &=
_ By PHONE: IN PERSON:
CONNECT with ITS! (519) 661-3800 SUPPORT SERVICES BUILDING
@WESTERUITS oR EXT 83800 DRoP IN COUNTER

PROTECT

WESTERN

By COMPUTER:
By WEBFORM: ITSHELP.UWO.CA

Ask ITS:

ASKITS.UWO.CA

53



CyberSmart

We’re Here to iWProtectd

Change passwords OFTE

:

Update Your Fire Wall ]

Back up your hard drivesl

Protect Yourself to Protect Wc:stcm»!
4
a - —

Report phishing (phishing@uwo.ca) |
A

Report Lost Devices to the Campus _
.

Contact us:

H?%S:{/C b?%’gﬁ'uwﬂ'gc ices building g’
Dro aﬁ Cgﬁme el A f www.facebook.comfwesternullS
Call; 519 661-3800 ext. 83800
Via itshelp.uwo.ca

A B . twitter.com/westernulTS




#ProtectU

An intiative to encourage YOU
to be cybersmart
@WesternU

Snapchat

nfacebook

DON’T LET'IT BE YOU

October is National Cyber Security Awareness Month in North America
Western's Cybersmart Address —> https://cybersmart.uwo.ca

ProtectU: ProtectUWO:

Never share your password Lost a device” Report to campus police
Beware of hidden viruses Have a virus” Don’t connect to UWO servers

Don’t believe everything you read Raise cybersafety awareness

Don’t Wait, Get Help:
By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
Find us on Facebook or Twitter at: twitter.com/westernulTS and www.facebook.com/westernulTS
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itshelp.uwo.
askits.uwo.
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htipsy/cybersmart.uwo.

Get Help!
(519)-661-3800 or Ext. 838!

Support Services Building Drop In Coun
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I WANT Y

Rcach out for Help
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eport Lost devices
to Campus Police!
All One Connected Communit
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#ProtectU

Report phishing
emails

Report lost devices to
Campus Police

Return lost devices to
Campus Police

By Phone: 519 661-3800 or Ext.83800

In Person: Support Service Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Keep your online
identity a secret

Use anti-virus

software

Turn on

your firewalls

https://cybersmart.uwo.ca
Q twitter.com/westernulTs

@ s

book.com/westernulTs
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Did you know October is
National Cyber Security Awareness Month?

f /westernulTs ¥ /westernulTS ProtectU

Be Cautious & Be CyberSmart! Check out these tips to #ProtectU. ONLINE STORE W

Protect Yourself:
1. Keep your username and password to yourself
2. Secure your computers with anti-virus tools

3. Don't trade personal information for freebies

SALE

Beware of Credit Card Theft

Protect Western:
1. #ProtectU = ProtectWestern

2. Report phishing emails to the proper
channels (phishing@uwo.ca)

3. Don't install apps you don't need

#ProtectU means
Protecting Western

Western

Get help from the ITS help desk: By Phone: 519-661-3800 or Ext.83800 | In Person: Support Services
Building Drop In Counter |By Webform: itshelp.uwo.ca | Ask ITS: askits.uwo.ca | Cybersmart.uwo.ca



outer security
canning periodicall,,
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otshare Passwary
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Western

HProT1eCTU CYBERSMART

ITS help desk:

Support Services Building Drop In Counter
Tel:519 661-3800 or Ext. 83800

Web: itshelp.uwo.ca

Ask: askits.uwo.ca

For Info: wwwcybersmart.uwo.ca

2 twitter.com/westernulTS
Ei www.facebook.com/westernulTS
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is here to help make sure you are
3 simple ways to keep protecting

1. Practice safe surfing

2. Utilize anti-virus software

3. Report phishing to phishing@uwo.ca

3 Simple ways to
1 Protect your identity with regularly updated passwords

2 Install the latest operating system updates
L]

3 Back up files to an external drive
e

Visit https://cybersmart.uwo.ca for more info




Be Cybersmart.
' Avoid being phished.




my password is

/ what I’m downloading

My password mixes
and

Remember: bring lost devices to
campus police, report phishing emails
and do not connect to a network with a

virus on your computer

GET HELP:

519 661-3800
or Ext. 83800

www.cybersmart.uwo.ca Support Services

Building Drop In Counter

itshelp.uwo.ca

Ask ITS: askits.uwo.ca

@WesternulTS

f | facebook.com/WesternulTS
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Whats your

October is National O UWO account
Cyber Security . -
Awareness Month in information?

North America
NOT

AGAIN!

\p
1
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Don’t BE the mystery.......

.eeenPrevent it!

#ProtectU, be
Cyber Smart

"\
L)
/ Tweet us, \

o>’ twitter.com/westernulTS

= Facebook us,
7 ¢ www.facebook.com/westernulTS

Hey, you.

Did you know that October is

National Cyber Security Awarness Month
here, in North America?

How to protect yourself and your community:

1. Report phising emails to phising@uwo.ca

.‘ 2. Have a strong password
8 3. Check your privacy settings on your devices
\ 4. Keep your password private

’. 5. Do not use campus comuters to watch,

. stream, or download illicit material

| 6. Make yourself familiar with the “Information

} Governance” subsection on the UWO I[TS site
Find us

Web: https:/cybersmart.uwo.ca

Phone: 519-661-3800 ext. 83800

In-Person: Support Services Building, Drop In Counter
Webform: its.help.uwo.ca

ITS: askits.uwo.ca




3 1> 4 ;

g bttt -
Security Awareness Month

But Ywho Are You Really lalking 1o?

Protect Yourself
Never meet alone for first time
Never give out personal information

Ask if you can video chat

Protect Western

Share your story to help others

Save conversations as evidence

Report potential predators

Contact Info
Phone:519 661-3800 or Ext. 83800 Twitter: twitter.com/westernulTS
Person: Support Services Building Drop In Counte Facebook: www.facebook.com/westernulT

b CYBERSMART.UWO.CA



https://cybersmart.uwo.ca

October is
National
Cyber Security

Awareness
Month

Cybersmart
at
Western

111'/,/,;3’

Western is our home...don’t forget to lock up

Twitter: twitter.com/westernulTS

#ProtectU

Facebook: www.facebook.com/westernulTS

Cyber Security Tips

Protecting Western: Protecting You:

- Report email phishing (phishing@uwo.ca) - Don't share passwords
- Use anti-virus software - Use laptop locks
- Change online passwords if any device is lost - Be carefull when opening unknown links
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Be vaerSMAfZ‘r!

OCTOBER:

National Cyber Security Awareness Month in North America

# ProtectU e https://cybersmart.uwo.ca

Protect Yourself: Protect Western:

ITS Help Desk: n facebook.com/westernulTS
519 661 3800/EXT. 83800

Support Services Building .
Drop In Counter . twitter.com/westernulTS

itshelp.uwo.ca/askits.uwo.ca




#ProtectU

ProtectiA with CyY bersmart

ways to protect Your cyber security:
*Choose strong passworos

*Change passwords often

*set up home WI-FL network with an
adwministrative password

ways to protect Western's cyber security:
*Avold dowwnlonding viruses

*Report phishing emails

*if you lose your device, change Your password

Brought to you by ITS help desk this October for
National Cyber Security Awareness Month in

North America —-_‘\-

https://cybersmart.uwo.ca

Contact ITS Help Desk By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
By twitter.com/westernulTS .'.' www.facebook.com/westernulTS 68




#ProtectU Inititave - October’s Cyber Security Month

Stay Safe|

Stay Cybersmart

Protect Yourself :L.Cautious 1
Confine The Danger

Avoid Suspicious Senders &
ReporL Suspicious Senders

Protect Western
ProtectU

For more Tips & Tricks Twitter.com/WesternUITS

Visit: itshelp.uwo.ca Facebook.com/WesternUITS
| Visit: https://cybersmart.uwo.ca

Drop by: Support Services Building Drop in Counter

Call : 519-661-3800/Ext. 83800

Western




Download find ’ : .
my iPhone 1 ' A | have a
L h1 s

Find a Cell-
phone, return a

)
Cellphone

CONTACT US
Website: https://cybersmartuwo.ca
OR

Get Help from the ITS desk

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits,uwo.ca

3 Ways to Protect Yourseli

1. Report phising emails {0 proper channels
2. Report your computer viruses, (hey can spread

3. Report all lost/stolen devices fo Campus Police

Hpe aepgmp
MEbL e Hemda




#ProtectU
an initiative to keep you and your fellow Mustangs Cybersmart

How to protect yourself?

1.Don't share your password

2.Don’t open e-mails from
strange addresses

3. Do delete browser history when
using public computers

How to protect #Westernl?

1.Report any viruses you have to ITS

2. Take any lost devices te campus
police

3. Report phising emails to
phishing@uwo.ca

~EMEMBER:

OCTOSER IS NATIONAL
CYBER SECURITY
AWARENESS MONTH
IN NORTH AMERICA

https://cybersmart.uwo.ca
By Phone: 519 661-3800 or Ext. 83800

W’ In Person: Support Services Building Drop In Counter
e S e I I l OYo By Webform: itshelp.uwo.ca
‘@‘ Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS




October is Cyber Security Awareness Month

CLICKED!

Careless clicks compromises Western’s network.
Be CyberSmart.

Don’t share personal info online.
Don’t share passwords.

Be wary of suspicious emails.
Don’t visit unsafe websites.
Download safely.

Report Phishers to ITS.

Protect WesternU, Protect Yourself. ProtectU

W @westernulTS #ProtectU  www.cybersmart.uwo.ca




: YOUR CYBER NETHORK
PR TE TTHE WESTERN NETHOR!
$Protect!

« (CTOBER 1§ NATIONAL CYBER SECURITY AWRRENESS MONTHe

B CYBERSMART

Regort Be Cautious:

Report any EhlShlng attacks Be cautious of suspicious
to phishingtuio. ca links attached to emails.

Return: MRS Install:

Return any lost devices ; Install antivirus protection
to campus police W to protect your devices

Change: Connect

(hange passtonds rlgh ai) Connect only to trusted,
fyour devme nas been logt secire netiorks.
ot stol

W PROTECT [ et

i, Facebook, com/westernuITS @ wiw, twitter.con/westernulls

NGO o




BE SAFE AND CYBERSMART
#ProtectU

October is National Cyber Security Awareness Month in North America

~ ~

Protect yourself and your community

- Report Phishing emails to phishing@uwo.ca
- Bring LOST DEVICES to campus police

-Change PASSWORDS on LOST DEVICES
so nobody else can use your credentials

- Do not share your PASSWORD with
anyone

- Keep ANTI-VIRUS SOFTWARE updated
at all times

- Make sure your FIREWALL is on at all
time

s

CYBERSMART.UWO.CA
136133000530 B ovesternars
itshelp.uwo.ca f /westernulTS

Support Services Building Drop In Counter
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National,Cyber Security
Awaren&s ﬂonth in NA

Cybersmart

Dont be credulous Take strict precautions
You never know what staring on you against virus
ikl e That is the way to protect
your personal infomation |
:
F
Protect ‘

your personal information|
is protect

Western's cyber security Also is to prevent

Western’ s cyber security

Western's Cybersmart Address : https://cybersmart.uwo.ca [§ twitter.com/westernulTS
By Phone:519 661-3800 or Ext. 83800 By Webform: itshelp.uwo.ca
In Person: Support Services Building Drop In Counter Ask ITS: askits.uwo.ca www.facebook.com/westernulTS f

75



HCYBERSAFE

Cybersafe month in NA: OCTOBER

For your cyber security:

e More complex Password

e Password,Ur own access

e Don’t put personal
information on Websites

Follow Us:

twitter.com/westernulTS
www.facebook.com/westernulTS
https://cybersmart.uwo.ca

Need Help?

By Phone:519 661-3800 or Ext. 83800
Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

For Western's cyber security:

e Report Bugs, phishing websites

e Go to safe websites ONLY

e Use other than school emails
on unknown websites




NATIONAL CYBER SECURITY AWARENESS MONTH

10.2015

A cyber safety mltlatlve at Western Umverslty

:;ﬁRJU [ec r‘J

MANAGE UWO EMAIL
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| BE CYBERSMART..

October is
Cyber
Security
Awareness month
in North America!

AND PRACTICE SAFE COMPUTING!

To ProtectU: To Protect Western:

\ Neve;ail;’:v:xay : T Surf the web safely

‘ BaCkup yourfiles . Turn on your firewall

-~ Install the latest -
i Operating Systems | #: Protect yourself!

Get help:
- (519) 661-3800 Ex. 83800

- Go to the Support Services
ﬁ Drop In Counter

2 - itshelp.uwo.ca
- askITS.uwo.ca

CYBERSMART.UWO.CA

u twitter.com/westernulTS

n facebook.com/westernulTS
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DON'T GET

HOOKED
BY PHISHERS

Vist us at https://cybersmart.uwo.ca

L}
-

AP o

£ How to Protectl S

Don’t share your personal information
with strangers.

Change your passwords regularly

Install up to date anti-virus software

Contact Us

W  www.twitter.com/westernulTS

f www.facebook.com/westernulTS

Make sure to #ProtectU to
promote awareness!

October is National Cyber Security
Awareness Month in North America

BE CYBERSMART AND PROTECTU!

Report any “phishy” emails to the
proper channels: phishing@uwo.ca

Protect yourself to protect everyone at
Western

Don’t trust an email just because it is
from a UWO email account

For more help go fto:

Phone: 519-661-3800
In Person: Support Services Building Drop in Counter ) (&
By Webform: itshelp.uwo.ca

Ask ITS: askits.ca Yvestern
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- DOWNLORD ANTI-MALWRRE ~ DON'T FORGET ~ CHANGE PASSWORDS
SOFTWARE! 10 LOG OUT! FREQUENTLY!

O¢lisiocr is Netfenel Glser Seaurtly Awersness Meonmiin i Negiin Americe
519-661-3800 Ext. 83800 itshelp.uwo.ca

Support Services Buiding CYBERSM ART uwu c A Tweet us @westernulTS !zf‘éf%“{e'
Drop In Counter . - with #Protectl) (g
Follow us at westernullS

p <

askitsuwo.ca



Cybersmart o« Westernl i newe .« ProtectU

Protecting Western ProtectU
b 9 - Always update your virus and fire-
wall protection

- The more individuals protect themselves the more
the Western community as a whole
is protected. - Ensure that all emails you receive are

from a trusted source

- If you lose your device, report it to
Camous Police

- Report phishing emails to phishing@uwo.ca

- If you find a lost device bring it in to the Campus
Police

Get Hel,, == By Phone:

519 kk1l-3800
or Ext. 83400
By Webform:

itshelp-uwo-ca In Person:
a&%w P Support Services

SSL Ask ITS: Building Drop In Counter
askits.uwo-.ca

e B T B e B e e

f : Get up to date on Twitter Vj&é
£ ' _ #ProtectU “
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M),

CyberSmart

Western University

[ 4

OCTOBER S NATIONAL CYBER SECURIY AWARENES3 NONTH
INNORTHANERICA

#ProtectU
Be CyberSmart

3 WAYS TO PROTECT YOUR
~— CYBER SECURITY:

© Use an encryption
@ Create strong account passwords
© Be cautious with public wi-fi access

@ 3 WAYS TO PROTECT WESTERN’S

CYBER SECURITY:

@ Report phishing emails to proper channels
@ | Report a lost device to campus police
@ Change passwords on lost devices

Contact Us:
Phone: 519-661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

facebook.com/westernulTS || | twitter.com/westernulTS @https://cybersmart.uwo.ca
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—

- Webform: itshelp.uwo.ca

#PROTECTU

= I TETTIRSIN — —— —

NEED HELP?

- Phone:519 661-3800 or Ext. 83800

- Ask ITS: askits.uwo.ca

- In Person: Support Services Building Drop In Counter
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TOGETHER WE CAN BE
CYBERSMART

PROTECT"

- Password protection
- Guard your electronic identity
- Install anti-virus software

PROTECTUWO
- Think before you click
- Report Phishing
- Practice safe downloading

GET INFORMED DURING

CYBER SECURITY MONTH

Western’s Cybersmart Address:
https://cybersmart.uwo.ca

Get help from the ITS help desk:
Fhone: 519-661-3800 ext 83800

In Person: Support Services Building
Wedbrorm: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

£ Y ewesternuits #Protectu
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w2 Sunoo<en

Reach Out
For Help

Return Found Devices
- to Campus Police

Western
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1

L

ITS A DANGERCOUS
WORLD OUT THERE

October is National Cyber
Security Awarness Month.

Get Cybersmart &
#PROTECTU

- Never share a password

- Always be wary of scams

- Fight phising and viruses, report anything
suspicious to “phishing@uwo.ca”

Visit https://cybersmart.uwo.ca

uvilding Drop In Counter
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3 ways to protect YVesterns 3 ways to prote.ct your
. cyber security: cyber security:

P

F]ay attention to emails, if it Your password should
S R _J"’Jls linked with your Western email remain your password, do
J _J _J _J _J _J _J _J _J _J _J an transfer through to others not share it!

‘—J ‘l Secure your devices with & Check your credit
nti-Virus, what gets on your reports!
computer could transfer to Western
servers

Do not post anything
online that you that you
would not want the whole
world to see

Report and signs of phishing to
Westerns Cyber Security Team

L October is National Cyber Security Awareness
Month in North America & we want vou

to be using the hash tag #Protectu

to help others become Cybersmart!

S

ITS HELP DESK- By phone: 519-661-380 or Ext. 83800 In Person: Support Services Building In Counter
By Webform: itshelp.uwo.ca  Ask ITS: askits.uwo.ca twitter.com/westernulTS www.facebook.com/westernulTS



AVOIDING IT DOESN’T

1 R

Monday, July'29 1 Pi’()teCt(.] &, be Cybersmart! ‘

| 7

® Mom - ' \ /N X
\ Missed Call. - : Protect your password
? : Report phished emails
& Mom _ \ A
Missed:Call" 5 m 7 v‘a
e % ‘ \ <

® Mom : ,
MissedCall " Don’t leave your computer around

M. Find a device? report it to campus police

N » shde t‘(; Qt'wlock' ‘ X " AN, ‘
o ' <~ ” Q

b Get anti-virus
Avoid the virus from spreading to Western

x‘
‘ OCTOBER \\\~
? N ‘

National Cyber Security Awareness Month

W / ‘Contact:/ \ / /
By Phone: 519-661-3800 or Ext. 83800 /

In Person: Support Services Building Drop in Counter
By Webform: itshelp.uwo.ca

»
NN o
#ProtectU
r ' l |
ca twitter.com/westernulTS ' facebook.com/westernulTS

N
%




M@y October Is National Cyber
Security Awareness vionth

Western's Cybersmart Address: https://cybersmart.uwo.ca

-
—

OTECT YOUR OWN CYBER SECURITY

1) Do not share your password
2) Keep up-to-date with antivirus spyware
3) Be wary of sharing personal information online

ESTERN'’S CYBER SECURITY

1) Return lost devices to Campus Police
2) Report phishing emails
3) Log out of public computers

MEDIA CAMPAIGH
#ProtectU

Be Cybersmart!

ITS Help Desk Contact Information
By Webform: itshelp.uwo.ca ! Twitter:

Ask ITS: askits.uwo.ca twitter.com/westernul TS
By Phone: 519 661 3800 or Ext. 83800 ¥ Facebook:

In Person: Go to SSB Drop In Counter www.facebook.com/westernul TS
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= PHONE: 519 661-3800 or Ext. 8380
IN PERSON: Support Services Building Drop in

L : help.uwo.ca Ask ITS: askits.uwo.ca
Before you wreck yourself. 5 ps" Ie

October is National Cyber Security Awareness
month in North America

Protect yourself. } PHONE: 51




Learn and be aware
of cyber safety,
join the #ProtectU
campaign, October is
National Cyber Security
Awareness Month

SAFE @ SCHOOL. ..

-DON’T CONNECT TO WESTERN NETWORK IF YOU HAVE A vmugr' oy N

-SIGN OFF OF YOU COMPUTERS J ,\ ”“ »:;‘3 "

-DON’T GET PHISHED, AND REPORT PHISHING rv ”s ~al
ity gt §

SAFE @ HOME. ..
-MAKE SURE YOU HAVE UPDATED SECURITY ON EVERYTHING . ~w.i#
-DON’T SHARE PASSWORDS -
-IF YOU LOSE YOUR DEVICE CHANGE ALL PASSWORDS IMMEDIATELY

By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
\ . Web: itshelp.uwo.ca
1) AskITS: askits.uwo.ca
or
Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS
or
Western's Cybersmart: https://cybersmart.uwo.ca




SOME PHOTOS Western
YOU DON'T WANT TO SHARE

PROTECT YOUR PRIVACY.

CHANGE PASSWORDS PERIODOCALLY / DO NOT GIVE OUT YOUR PASSWORD
USE DIFFERENT PASSWORDS FOR EACH OF YOUR ACCOUNTS / BE CYBERSMART

PROTECT WESTERN.

REPORT LOST OR STOLEN DEVICES TO POLICE / REPORT PHISHING EMAILS TO
ITS / IF YOU LOSE A DEV
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Cybersmart HPROTECTU
Discover. Share. Protect.

Protect your system
1{-1. )

. FACEBOOK.COM/WESTERNUITS SHARE YOUR EXPERIENCE
CYBERSMART.UWO.CA
. TWITTER.COM/WESTERNUITS ASKITS.UWO.CA

# 519 661-3800




ike fire.

https://cybersmart.uwo.ca
Western




| HDrotectil
(/‘/‘N‘/l "n Ay scober safety initiative at Wester®
https://cybersmart.uwo.ca _— v | :
USE !-\NTI-VIIZQUS | '

HAVE PASSWORp S | 3 - Y4 &A% CTOBER IS NATIONAL

CYBER SECURITY

DON'T OVERSHARE | —5 AWARENESS MONTH

REPORT CYBER BULLIES
DONT GIVE OUT PERRSONAL INFRORMATION
DON’'T BE A VICTIM OF PHISHING SCAMS

BY PHONE:519 661-3800 OR EXT. 83800 Follow us on

ERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER
BY WEBFORM: ITSHELP.UWO.CA TWITTER: TWITTER.COM/WESTERNUITS

AsK ITS: ASKITS.UWO.CA FACEBOOK: WWW.FACEBOOK.COM/WESTERNUITS




CYBERSMART
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PROTECTUWO

report any phishing emails

PROTECTU

download files from safe sites

e . 519 661-3800 Ext. 83800

Support Services Building
Drop In Counter

. @westernulTS

National Cyber Security ' itshelp.uwo.ca
Awareness Month

' https://cybersmart.uwo.ca ASK .clits.uwo.ca
ITS




#ProtectU

October is National Cyber Security Awareness
Month in North America... Are you being

CYBERSHRRT?

To Protect Yourself:

- Don't share your password with anyone
- Turn your system off when it's not in use
- Download antivirus software

To Protect Western:

- Protect yourself!

- Report phishing emails to
phishing@uwo.ca

- Don’t download unknown programs to
Western computers

Read more tips like these at https://cybersmart.uwo.ca

‘o= www.facebook.com/westernulTS ITS Help Desk:
(519) 661-3800 or Ext. 83800

Support Services Building Drop in Counter

; itshelp.uwo.ca

. twitter.com/westernulTS askits.uwo.ca
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DEFEAT THE VIRUS!

Protect yourself. Protect your University.
ProtectU.

>> REPORT PHISHING EMAILS

AvoIip SuspIicIOoUS WEBSITES

KNow WHAT You’RE DOWNLOADING
MoRE INFO: https://cybersmart.uwo.ca

; = =3 : ‘;R\;A ¥
e { P

Be cybersmart, we are one connected community.
Protect yourself and therefore
protect others.

October is National Cyber Security Awareness Month,
share your cybersmart tips with #ProtectU.

ITS HELP DESK: westernulTS
519 661 3800 or Ext. 83800 facebook.com/westernulTS
SUPPORT SERVICE BUILDING DROP-IN COUNTER

ITSHELP.UWO.CA @westernulTS

Ask ITS: ASKITS.UWO.CA Twitter: twitter.com/westernulTS
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B
| #ProtectU @westermulTs
Be Cybersmart S B

Protect Yourself: 'ﬁ\

- Keep your passwords a secret! ProtectU is a cyber

- Do not trade personal information for freebies! saftey initivate at
Western University

‘ westernlITS

© Check your Credit reports!

October is National

Protect Western University: Cyber Seeurity
2 o - =2 a Awareness Month in
Report phishing emails to phishing@uwo.ca o A o
« If you lose a device, change your password
iImmediately! ITS Help Desk:

. . . . A *519 661-3800 or Ext. 83800
« If you find a lost device, bring it to Campus Police! i person: support services
Building Drop-In Counter

For more information: https://cybersmart.uwo.ca *Webform: itshelp.uwo.ca
*Ask ITS: askits.uwo.ca
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Be Cybersmart !
#ProtectU

Get Help from ITS desk:
By Phone: 519-661-3800
or Ext. 8300
In Person: Support Service
Building Drop in Counter
By webform: itshelp.uwo.ca
Ask ITS: askits@uwo.ca

Follow us on: twitter.com/westernul TS
www.facebook.com/westnerul TS
OR

Visit our website: https://cybersmart.uwo.ca

OCTOBER IS NATIONAL CYBER SECURITY

You have been
infected

4 Protect YOUR and Western’s

computer’s:

- Have long passwords

- Use Anti-virus tools to protect yourself
- Never share passwords

- Report missing devices
- Report phishing emails to phishing@uwo.ca
- Delete emails from unknown senders

AWARNESS MONTH IN NORTH AMERICA
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CHAMPION
National Cyber Security
Awareness Month

BWarenass|Mantsy

For individuals

Back up your files

Protect important files from vi-

ruses and physical damage-
Store it in a safe place.

Delete emails from
unknown senders
Never open emails or attach-
ments from people you don't
know.

Get expert help
Call local police if you discover
spicious content online or if
ect computer crime.

SO :

the. i eptit
the installagior ot V’.'t and protect
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D
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October is National Cyber Security Awareness Month
in North America

ProtectU and:

Use Antivirus!

Back Up Your Computer!

Never Share Your Password! Be Cybersmart!

Contact the ITS Help Desk
By Phone: 519 6613800 or Ext. 83800
In Person: Support Services Building

Visit: https://cybersmart.uwo.ca

Drop In Counter
H Like us at www.facebook.com/westernul TS By Webform: itshelp.uwo.ca
- Follow us at twitter.com/westernul TS and use #ProtectU Ask ITS: askits.uwo.ca



q.e,QsherSmar? ?

#Protect U]

is|Natiol

settings Privater/
o=t l o]

HOWTO/GET(HELPY

https://cybersmart.uwo.ca

O By Phone:519 661-3800 or
Ext. 83800

O InPerson: Support Services
Building Drop In Counter

O By Webform: itshelp.uwo.ca

O Ask ITS: askits.uwo.ca

facebook.com/westernulTS f

twitter.com/westernulTS .
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CYBER SMART = 12130150

r security,

Protect your cyPe
* Do not share personal information online

* Do not open unknown links or attachments

* Keep anti-virus & anti-spyware technology up to date

Pl‘otec t We stern’s cyber securit,y:

* Report phishing emails to the proper channels
* Bring in lost devices to the Campus Police
* Do not connect to our network if your machine gets a virus

October is National Cyber Security Awareness Month in North America.
Use the soical media tag #ProtectU to be apart of the awareness campaign.
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Surt the web safe/

How to contact the ITS help desk:
* By Phone:519 661-3800 or
Ext. 83800
* In Person: Support Services Building Drop
In Counter
* By Webform: itshelp.uwo.ca
* Ask ITS: askits.uwo.ca

4 WAYS TO PROTECT
YOUR CYBER SECURITY

* do not open spam

* block all
spyware attacks 3 WAYS TO PROTECT

* turn on your firewall vsl:gli':,rvls CYBER
proketyour ey * install the latest
operating system updates
* back up your files
* delete emails from
unknown senders

L twitter.com/westernulTS$

li www.facebook.com/westernulTS E =

For more information visit
cybersmart.uwo.ca or
stopthinkconnect.org

& —— =T

October is National Cyber Security Awareness Month in North America
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Cyber Security
Awareness Month

October is National




CyberSmart

Get Help from ITS:
519 661-3800 or Ext. 83800

Support Services Building Drop In Counter http§://cybersmart.uwo.ca
itshelp.uwo.ca ¥ twitter.com/westernulTS

Sekite Owo el K3 facebook.com/westernulTS




o

Contact information
519 661-3800 or Ext. 83!00

Support Services Building Drop In Co

itshelp.uwo.ca 1
askits.uwo.ca
https://cybersmart.uwo.ca
twitter.com/westernulTS

www.facebook.com/westernuITS
Our official tag is #Protectl

s Here!!!
Secutity

Your Responsibilities

(

L@

Protect Western to Protect

%Report any malicious activity o
’fcampus immedately

Month

Set unique paswords to your
different accounts

Never share confidential infor-
mation

learn about security threats
such as phishing attacks

Spread the knowledge of protection
standards

Campus students will benefit from
software updates

T



e t.‘f; October!

¢ ‘ . 5 b :
" ) 2 . 4 ,' F. -
~ WE WANT YOU TO e iNasonal'Cyber Security
- P i daes T AWarel Fss Month
T - ST gt s (T
BProwectU o gl ')
WesternU ITS ©westernulTS - Oct 5
#Protectu Protect Urself
1. Keep PRIVATE - do not share personal information (ID&PW)

2. Be AWARE - know credibility of the website you're accessing to
3. MONITOR - use antivirus programs

3 5 '
St || | Fotes b
(5 Y % P o
WesternU ITS ©westernulTS - Oct 5

# Protecty Protect UWO

1. Protect YOURSELF - we are all one connected community
2. REPORT - report phishing emails to phishing@uwo.ca
3. Don’t log on to UWO network if you SUSPECT any viruses

-t :
Need help? Get it from the ITS Deskl \ .
Phone: 519-661-3800 or Ext.83800 / In person: Support Senl'QBu‘i]ging Drop in Countre-/ jtshelp.uwo_g




Protect Others by
Protecting Yourself

Protecting You

Make sure you have
strong password

Be careful of what you
share online

Update your computer
with anti-virus software

For more info visit us on

facebook or twitter:
www.lacebook.com/westernul TS
twitter.com/westernul TS

Protecting Western
If your e-mail is
comprimised, don’t
access the western
network

Don’t harrass any fellow
students online

Return any found
electronics to campus PD

For more info visit our

website:
https://cybersmart.uwo.ca

Hey,

Contact Us @

Phone:
519 661-3800

In person:
Support Services

Building Drop In

* Counter
Western o
nline:

Stay CYBERSMART itshelp.uwo.ca

Ask I'ls:

so that U can #PROTECTU s
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http://cybersmart.uwo.ca =

. p‘-otectU-ton.

@westurnul TS westernulTS
#ProctectU

Ifyour device has a virus, don’t connect it to aWestern Device

Don'’t Share Your Password Don’t Open Sketchy Emails

Change Your Password

5196613800 or ext. 83800
Support Services Building Drop In center
itshelp.uwo.ca
askits.uwo.ca

PROTECTING YOURSELF = PROTECTING WESTERN

Obersmart:xobes




BE CYBERSMART, |
—#PROTECTU
b4

Western

‘e updated
- Do divu ersonal or financial

informatio ugh email

Protect this place

- Bring lost devices to Campus Police
- Report lost devices to Campus

ﬁ Police immediately
- Clear your cache, protect your

information

OCTOBER IS NATIONAL CYBER SECURITY MONTH
IN NORTH AMERICA

#PROTECTU

Get Help . )
¢ i T it tter. TS
Visit: Support Services Building Drop-In Centre L\;xro::;%m!wcsteml

Visit us: https://cybersmart.uwo.ca
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca www.facebook.com/westernul TS

(519) 661-3800 Ext. 83800 Like ITS - Western 113




October is National Cyber Security Month

CYBER ATTACK INCOMING!
BE CYBERSMART

ProtectU & Protect Western

Use different passwords for
every site and change them

Report phishing emails to
phishing@uwo.ca

Return any lost devieces to the
campus police

Be wary of emails asking for
personal info

Only purchase things online
from sites that are trusted and
reviewed

ProtectU - protecting your uwo
account can prevent others
from being targeted

=
2
2

5 1ib 1P

Contact Us #ProtectU
e By Phone: 519 661-3800 or Ext. 83800

l’ twitter.com/westernulTS
@ In Person: Support Services Building -

Drop In Counter
e By Webform: itshelp.uwo.ca fJ facebook.com/westernulTS

® Ask ITS: askits.uwo.ca

Visit us at - https://cybersmart.uwo.ca 114



October is Cyber Security Awarene

Protect yourself by:

1. Being protective of your identity online

2. Using up-to-date antivirus, anti-spyware and anti-malware
3. Having complex and secure passwords

Protect UWO by:

1. Reporting phishing emails to ITS

2. Reporting cyberbullying to appropriate channels
3. Reporting lost devices to Campus Police

Stay Cybersmart
#Protect

Support Services Building Drop In Counter

» 519 661-3800

its.help.uwo.ca

jhersmart.uwo.ca




October - North Ameria’s Cyber Security Awareness Month

1 Don’t reuse passwords
2 Never post personal info

3 Use anti-virus software

ITS Help Desk:
(519) 661-3800 or ext. 83800
Support Services Building Drop In Counter
itshelp.uwo.ca
Ask ITS @ askits.uwo.ca

Protect UWO

1 Don’t share your password

2 Report phishing emails
3 Report lost devices

Contact Us:
twitter.com/westernulTS
www.facebook.com/westernulTS
hitps://cybersmart.uwo.ca




Here at

Cybersmart wants to #ProtectU
M)

L E——= A

| X
Top Tips

ProtectU Protect WesternU

1.Change passwords 1. Report phishing

2.Use antivirus software 2. Turn in lost devices

3.Always logout 3. Transmit data using
secure links

Western

Visit us at www.cybersmart.uwo.ca
519-661-3800 or Ext. 83800

- twitter.com/westernlTS itshelp.uwo.ca
askits.uwo.ca

‘ f www.facebook.com/westernulTS 117



October is National Cyber Security Awareness Month
in North America. Show your support by staying safe!

Cybersmart

| [ |

Don't Be Safety
 MINDED

ITS Help Desk - ProtectU!

Phone: 519 661 3800
ext 83800

In Person: Support Services
Building Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca




“National Cyber Security
Awareness 'lﬁlll‘ll«ﬂl America”

Use the RIGHT Security Protocol

# Protectl




WESTERN U

10 FPROTECT UAND TEACH YoU
10 BEJfCYBERSMART. ..

IS WORKING HARD

HOW TO PROTECT? GET HELP AT
YOUR SAFETY WESTERN SAFETY ITS HELP DFSK:
et B e e -BY PHONE: 519 661-3800 oR EXT. 83800

-NEVER INCLUDE
PHONE NUMBERS,
EMAILS, OR
ADDRESSES 1IN
PROFILE.

-IGNORE UN-
KNOWN FRIEND
REQUESTS.

CONTACT US:

WWW.FACEBOOK.COM/WESTERNUITS

. WWW.TWITTER.COM/WESTERNUITS

SOFTWARE TO
PROTECT.

-IN PERSON: SuPPORT SERVICES
BUILDING DROP IN COUNTER

-BY WEBFORM: 1TSHELP.UWO.CA
-ASK ITS: ASKITS.UWO.CA Y

L \
\

-REPORT PHISHING
EMAILS TO
PHISHING@UWO.CA.

-BE AWARE OF THE
SITES YOU VISIT.

A2
et

FOR MORE INFO:
HTTPS://CYBERSMART.UWO.CA



YOU GET A VIRUS?  WE MIGHT ALL GETIT TOO _,,# e
PHISHING MAIL? IT : 4{
PROTECT YOURSELF YOUR COMMUNITY 3‘&{

H#PROTECTU
h
I
i
—
ai%"
& %
%
e
.

519 661-3800 or Ext. 83800

& itshelp.uwo.ca
@ askits'.)uwo.ca @westernulTS
& hittps://cybersmart.uwo.ca westernulTS

. T



Discover Understand

#iProtectU

A cybersmart initiative at Western University

Technology keeps on
5 evolving. HAVE YOU?
' 3 i Western University is proud to recog-
nize October as National Cyber Securi-
gl ty Awareness Month in North America.

@\Q) ‘i "/ Make sure to keep cybersafe

| this school year by:

--> Use strong and unique passwords

F-f) --> Don't give out private information
p— e --> Think before you send!
6 @ =~
o o Make sure to - as well:
o lf --> Report lost devices to campus police
% - O o ot --> NEVER bring a virus to campus
How to get help: ‘.\ i | --> Report all spam/ junk/chain emails to
Phone: 519-661-3800 Ext. 83800 , N i phishing@uwo.ca
In Person: Support Services Building Drop In 5 i ’

Counter ' ®

By Webform: itshelp.uwo.ca i

Ask ITS : askits.uwo.ca facebook www.facebook.com/westernuI TS

Visit: h‘H‘pS:/ / cyber'smar'f.uwo.ca i - www.twitter.com/westernuI TS
’:\ el ——

Cyber Security Is YOUR Responsibility —_——




Protect Your Cyber Security

1.Do not share your passwords with friends.
2.Never agree to meet someone you’ve met on line.
3.Never send anything you wouldn’t say in real life.

October is National Cyber Security Awareness

Month in North America.

Protect Western’s Cyber Security
1.Change your uwo student account passwords
regularly.
2.Never open e-mail attachments or download files

that look suspicious.
3.Keep your system up to date.

ProtectU is a social media
Looking for more information about cyber security:
western’s cybersmart Address: http://cybersmart.uwo.ca
Get help from the ITS help desk:
By Phone: 519661-3800 or Ext. 83800
In person: Support Services Building Drop in Counter
By webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca
~ Contact information:
Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/westernulTS
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“ProtectU”
&

“Cybersmart”

Protecting Yourself: . Protecting Western:
You DON’T wanna You CAN report
open some strange website. : phishing emails to
You DON’T wanna " proper channels.
open any email from stange ' You CAN report
guys. any lost devices to
You DON’T wanna o) Campus Police.
trade personal = You CAN
information change the password

to your net friends. P H I S H I N G right away.

124



519 661-3800 Ext. 83800 * twitter.com/westernulTS
Support Services Building
Drop In Counter n www.facebook.com/westernul
itshelp.uwo.ca

askits.uwo.ca

https://cybersmart.uwo.ca
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Wa;f‘ ern s Cubersmart Address —~
!!!'!“ ‘/ / ....)J erSmart, uwo.ca
Not share your account
Protect your password
Not trade personal information

Crotectt
Cybersmart

¥ Twitter: twitter.com/westernul TS

f Facebook: www, facebook.comjwesternulTS
#ProtectU

Protect yourself
Report phishing emails
Protect your device password

~ Contact Us
By Phone 519 661-3800 or Ext. 63600
In Ferson: Support Services building Drop In Counter
By Webtorm: itshelp.uwo.ca
ASK I1S: askits.uwo.ca




Protect Yourself:
- Think before you post

* Protect your identity
- Surf the weh safely

Protect Western:

- Use anti-virus software
- Report phishing emails
- Block spyware attacks

Cyber Security Awareness Month

Octoher - North America
Join the campaign:

® www.iwitter.com/westernulTS
@ www.facebook.com/westernulTS

Call Us: 919 661-3800
Ext. 83800

Meet Us: Support Services
Building Drop In
Counter

Wehform: itShelp.uwo.ca
Ask ITS: askits.uwo.ca

https://cyhersmart.uwo.ca
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ow to protect Western's cyber security?

£\
, H Keep a clean machine to avoid viruses spreading
= to the public.

a H Be cautious to open the attachments from

— ow l:b preteetwgouv—cybwaeem

#ﬁﬂﬂﬂﬁ'ﬂ'ﬂ'ﬁ

a strange sender when using the uwo email.
Do

on’t share your Western secure passwords
to everyone.

beyond passwords to Secure your accounts.
a Connect with care: Get savvy about Wi-Fi hotspots and
check to be sure the sites is security enabled when

____banking and shopping.

Be web wise: : Protect your valuable work and other

digital information by making an electronic copy
and storing it safely to back it up.
sR?
PO {DY e"? +S help ae
t’o Onbwgf M & 8380
)
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Western

Pratectl

pretect your syber is te
pretect
Western’'s cyber security

Koep your Online Identity scoret or at lcast guarded!

Your Username and Password belong to you ..,
and only you!

The Internet has a great Memory.
So keop its memory of you clean!

Contact information: o
Twitter: twitter.com/westernul TS By o\p _“V‘
Facebook: www.facebook.com/westernul TS 3 .

Western’s Cybersmart Address --> https://cybersmart.uwo.ca
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'PrdtedﬂU

Do not open links Do not share E-mail
Do not download files Do not use other’s USB
Keep password private Keep open your firewall

Find us: http://cybersmartuwo.ca  519-661-3800 or Ext.83800  In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca Follow us: twitter.com/westernul TS www.facebook.com/westernul TS Ask I'TS:askitsuwo.ca




#Protect U
Using the anti-virus software

Do not put your monery stick into different computers
Do not tell anyone private information of your compute

#Protect Western

Reporting phishing emails to the proper channels
Change your passwords if you lost your computer

Be careful to log off when you finished work on computer

Western's Cybersmart Address: https:/cybersmartuwo.ca
Getting help from the ITS help desk:
By Phone519 661-3800 or Ext 83800

CYBERSMART.UWO.CA el -

AskITS askits.uwo.ca

Western et

Facebook: www.facebook.com/westernulTS
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CYBERSMART
SAFETY TIPS

AQJAY ALERT
T0 PROTECTU / \0 INTERNET

\
| e

PHISHING

D VIRUS =

WILL
SPREAD -~ o

= XD

O B

THIS OCTOBER: NATIONAL CYBER SECURITY AWARENESS MONTH

[TS HELP DESK f Official Page

BY PHONE: (519)861-3800 www.facebook.com/westemnulTS
IN PERSON: SUPPORT SERVICE BUILDING DROP IN COUNTER , #Protectl

BY WEBFORM: [TSHELP.UWO.CA

www twitter.com/westemulTS
ASK ITS: ASKITS.UWD.CA

http:/ /cybersmart.uwo.ca

132



Protect U:
* Do not open strange
webs.
* Do not reply unknow
emails.
 Be careful when share
something online.
Protect WesternU:
* Protect yourself!
* Never install strange
apps in labs.

* Report internet bullies.

* Hash tag “ProtectU” on social media!

* October is National Cyber Security
Awareness Month in North America

» Western's Cybersmart Address -->
https://lcybersmart.uwo.ca

* How to get help from the ITS help desk:
By Phone:519 661-3800 or Ext. 83800
In Person:
Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

 Contact information:
Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS




