


October is National Cyber Security Awareness Month in North America
Here are a few tips so you can stay...

CYBERSHMART

Protect your own security by:

G; Keeping your computer up to date!

It is important to update your computer's software in
order to download the latest security patches for your
operating system!

Avoiding scam-1links and spam-links!
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Avoid viruses that can be spread via e-mail or instant
messaging by avoiding clicking random links. For example-
if you recieve a message/e-mail out of the blue with
nothing but a link. DO NOT click it!

Regularly scanning your computer for malware!

-8

You should regularly scan your computer with your anti-
virus software. By doing so-. your anti-virus stays
up-to-date and your computer virus-free! (MalwareBytes is
a great virus scanning software)

Protect your ouwn community by:

Reporting phishing emails!

By reporting phishing emails to the proper channels-

you can help make your community safer! In reporting the
email address. others can be warned to stay away from
similar links!

Please report phishing emails to: phishingduwo-.ca
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Protecting the information of others!

You can protect the sensitive information of others
within your community by actively protecting their secure
information. Ex: If you find a lost phone/computer
protect the person who lost it by bringing it to

Campus Police!

i; Learning more about Cyber Security!

Knowledge is power! Learn more about Cyber Security and
how to stay safe online at: https://cybersmart.uwo-.ca

-9

Need Help? Get it:

By Phone: 519-661.-3800 or Ext. 83800 BDratectil @
In Person: Support Services Building Drop-In Counter
By Webform: itshelp.uwo.ca www.twitter.com/westernulTS

Ask ITS: askits.uwo.ca www.facebook.com/westernulTS




A cyber safety initiative at Western University

DISCOVER.SHARE.
PROGTECT. CYBERSMART.

October is National Cyber Security month in
North America.

What is CYBERSECURITY?

Protecting your identity, information,
and software.

Protecting YOURSELF

1. When it comes to passwords,
length matters

2. Check privacy settings on social
media

3. Use an antivirus software

Protecting WESTERN

1. Report phishing emails to
phishing@uwo.ca

2. Bring lost devices to Campus Police

3. If you lose a device report it to campus
police and change your passwords!

www.twitter.com/westernulTS o
0 www.facebook.com/westernulTS

Contact CyberSmart #ProtectU

Email: https://cybersmart.uwo.ca

By Phone: 519 661-3800 Ext. 83800

In Person: Support Services Building Drop In Counter Sl
By Webform: itshelp.uwo.ca b*@
Ask ITS: askits.uwo.ca Weatarn



Be Cybersmart & ProtectU

October is National Cyber Security Awareness Month in North America

Tips on protecting yourself: Tips on protecting others at Western:

¢ Set secure passwords and don't * Report phishing emails to
share them with anyone (phishing@uwo.ca) so that we can

¢ Keep your operating system, post them to make other aware
browser, anti-virus and other  Bring lost devices to Campus Police
critical software up to date ¢ Protect yourself and the Western

* Pay close attention to website community will be better protected

URLs (Ex. ‘.‘com’ instead of “.net’) as a whole

How to get help from the ITS:
By Phone: 519 661-3800 Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

Get more owww.facebook.com/westernuITS
Q @westernulTS  #ProtectU

info online: www.cybersmart.uwo.ca



DoN’T BE MEAN BEHIND THE SCREEN

Come Together Every October for National Security Awareness Month
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Western needs YOU to be
Cybersmart

Encrypt and back up
importnat files

Activate firewall

Install the latest
operating systems

Western Tips

Report Phishing Emails
to phishing@Puwo.ca

Bring lost devices
to Campus Police

Don’t share your
student password

October is National Cyber Security Awareness Month

in North America

Website Information:
https://cybersmart.uwo.ca
itshelp.uwo.ca

Ask ITS: askits.uwo.ca
Call or Go to:

519 661-3800 or Ext. 83800
Support Services Building Drop In Counter

Follow us at
www.facebook.com/westernulTS

twitter.com/westernulT$S
use #ProtectU to get involved
yustangs! GO Mustnags!
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October is National Cyber Secuirty Month

-Protect your identity -Surf the web safely

-Use anti-virus software -Back up your files

Seek help at the ITS Help Desk at the
Support Services Building

cybersmart.uwo.ca

facebook.com/WesternulTS @WesternulTS

Phone: 519-661-3800 EXT: 83800



ProtectU Cybersmart
Help keep Cyber: Secure This October

Just because it's

through a screen

doesn’t mean it
doesn't hurt

oo
|
ITs Help Desk:

By Phone: (519) 661-3800
In Person: Support Services Building Drop
In Counter
By Wehform: itshelp.uwo.ca
Ask ITS: askits.uwe.ca

Protect Your Cyber Security Protect Western's Cyber Security
e Changing you're passwords on a Report any suspicious emails attempt-
yearly basis. ing to take personal information.
* Do not click any random links you Try to keep updated anti-virus.
may receive from anyone. Avoid suspicious sites asking you to
* Never give out personal informa- download unneeded apps.
tion.

twitter.com/westernulTS cybersmart.uwo.ca facebook.com/westernulTS



The Mask of Anonymity
Does Not Exist Online.

October Is Cyber Safety Awareness Month.
Post Cautiously.
#protectU

Protect Yourself. Protect'Western.

Don't Post Personal Information. Report Stolen Devices.
Protect Your Passwords. Turn in Found Devices.
Keep your information secure. Report Phishing Emails.

Get Help

cybersmart.uwo.ca
519 661-3800 or Ext. 83800 Support Services Building Drop In Counter

itshelp.uwo.ca twitter.com/westernulTS askits.uwo.ca




Prntﬂct 1. Report phlslllng emalls to: phishing@uwo.ca

2. Install anti-virus soﬂwaro to protect yourself and others

Westeronll e b T
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OF WHAT YOU

October is in North America

Google

} how to be

=

how to be cybersmart
how to be cyber safe
how to be protected on the internet

B U

Protect Your Cyber Security

Protect Western’s Security

learn more about how to ProtectU at:
https://cybersmart.uwo.ca

519 661-3800 or Ext. 83800

Support Services Building Drop In Counter

Lt:kg?dm::a f facebook.com/westernulTS

i twitter.com/westernulTS
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BE CYBERSI‘IAR'I'! 0012;%

October is National Cyber Security Awareness Month in North America

Use the following tips to ProtectU & western’s cyber security
110%Q1 001001 001 YOURS WESTERN’S

ARoutinely change passwords AReport to ITS phishing emails received
by your UWO email

ADO NOT share passwords/personal 4 lf you find a lost electronic deivce, give it
information with ANYONE to Campus Police

—
)1001 1 |

aDownload Antivirus on your computer A If your computer has a virus, DO NOT
connect to Western’s network

Raise awareness about CYBERSECURITY by using the hashtag #ProtectU on socia medi!

ITS Help Desk
Support Services
Building Drop In Counter

(519) 661-3800 or
Ext. 83800 )

itshelp.uwo.ca

VISIT/CONTACT US

& twitter.com/westernulTS
f www.facebook.com/westernulTS

https://cybersmart.uwo.ca

askits.uwo.ca
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260 cybersmartuwo.ca | ITShelpuwo.ca | askITS.uwo.ca | 519 - 661 - 3800 ext. 83800 | Drop In at Support Sercvices Desk

October is National Cyber Security
Awarenes Month in North America

How will YOU be

Campus CYBERSMART this year?
UWOsafety:

e
Keep passwords UPDATED to
CO n n e I O n prevent easy access to important
information
REPORT or RETURN lost devices
to campus police

Sort out your SETTINGS
to automatically delete junkmail

from your UWO account

CYBERsafety:

PROTECT your wireless network
Post only about OTHERS as
you have them post about YOU
Make sure your passwords are
LONG and STRONG

; ot P ROT ECTU A Cyber Safety Initiative Western &




BE CYBERSMART

OCTOBER IS THE NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA

#ProtectU ’%

TURN ON YOUR FIREWALL, THIS WILL BLOCK GET HELP:
CONNECTIONS TO UNKNOWN OR . ITS HELP DESK
PHONY SITES AND PREVENT VIRUSES AND

HACKERS FROM ACCESSING YOUR COMPUTER -

PHONE: 519 661-3800 OR EXT. 83800
ADDRESS: SUPPORT SERVICES
BUILDING DROP IN COUNTER

WEB: ITSHELP.UWO.CA
PROTECT YOUR IDENTITY. use ASKITSUWO.CA
DIFFERENT USERNAMES AND PASSWORDS
FOR DIFFERENT ACCOUNTS.

W TWITTER.COM/WESTERNUITS

n FACEBOOK.COM/WESTERNUITS

SURF THE WEB SAFELY. BE CAREFUL WHEN
SHARING PERSONAL INFORMATION LIKE YOUR

CYBERSMART.UWO.CA
NAME, ADDRESS, PHONE NUMBER AND V »eStem %
FINANCIAL INFORMATION ONLINE.






"BE.CY'BERSM
087> =obpndam Ty g
'OCTOBER IS NATIONAL CYBER SECU!
MONTH IN NORTH AMERICA. LEARN MORE AT:
HTTPS.//CYBERSMART.UWO.CA/

PROTECT Y.OUR!CYBER SECURIT:Y-

1) Make your password strong and unique.

2) If you lose your device, report it to campus police and change
your passwords.

3) Never give anyone your password, student number, or user-
name.

PROTECT WESTERN'S CYBER SECURITY:

1) Use an antivirus oftern. An unnoticed virus could easily
spread accross the Western network.

2) Never click on emails asking for a username or password. A
phisher could use your UWO account to gain access to others’.
3) Tell your friends to protect their own cyber security and teach
them how to prevent cyber attacks.

By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/westernulTS

#protectu
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Protect yourself: Protect Western:
-Get the latest security software, -If your computer gets infected,
web browser, and operating system connecting it to the UWO0 network
-USBs can be infected by viruses, Use could spread the virus
your security software to scan them -Report phishing emails to “‘phishing@uwo.ca”
-Back up your valuable information by -Bring lost devices to Campus Police so
making a copy and storing it safely personal information can remain secure

#ProtectU

October is National Cyber Security Awareness Month in North America
e Cybersmart and ProtectU

For more information:
or visit Support Services Building Drop In Counter
call 519 661-3800 or Ext. 83800

by webform at itshelp.uwo.ca

ask ITS at askits.uwo.ca

Twitter: twitter.com/westernulTS o
Facebook: www.facebook.com/westernulTS A/ ‘.!:1

visit https://cybersmart.uwo.ca st mila *



S

#Protectl
HTTPS://CYBERSMART.UWO.CA
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Sleep better at night...

DONT

share your personal info online.

October is National Cyber Security Month in North America.

be
CYBERSMNART
Western.

st

= F =

#Protectl

Personal Protection Community Protection

= do not give out credit card info. - bring lost devices to campus police-
- avoid sharing your identity online. - report phishing emails to phishing@uwo.ca-
= limit third party apps accessibility. - avoid untrusted webpages on UWO connection.

For more info and updates:
https://cybersmart.uwo.ca
Btwitter.com/westernuITS B
KBifacebook.com/westernuITS B

| Chase cyber threats away, Mustangs
|
>

Q X 2 [\
Get help from the ITS help desk — \§

Support Services Building
519 661-3800 or Ext. 83800
itshelp.uwo.ca
askits.uwo.ca
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Protect Your Cyber Security:

1) NEVER share your passwords IT Helpdesk

2) KNOW what you are downloading > Phone: 519 661-3800 or Ext. 83800

3) CHECK privacy settings on social - In Person: Support Services Building Drop In Counter
networking sites > By Webform: itshelp.uwo.ca

ProtectU & be Cybersmart!

' .‘.‘.?‘.* ) AWAREN
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- Ask ITS: askits.uwo.ca
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twitter.com/westernulTS
#ProtectU Protect the Western Cyber Community by:
‘ 1) Reporting stolen devices to CPD
? | www.facebook.com/westernuiTS 2) Report phishing emails to phishing@uwo.ca

=

3) Download anti-virus software for your devices

L1



OCTOBER s NATIONAL CYBER SECURITY AWARENESS MONTH
IN ORDER TO HELP

#PROTECTU

HERE ARE..

6 WAYS TO PROTECT

YOURSELF

1 m Ensure you have strong 2 m  Turn your system off 3 m Backup important files to

passwords, antivirus and when it is not in use. Your a removable medium {portable
antispyware software, machine will be less of atarget  hard drive, usb key, CD/DVC, etc).
consistent security updates, for break-in attempts, and Maike frecquent and necessary

a firewalled router with Wi-Fi  less valuable as a 'robot! backups and archive more
FProtected Access (\WFPA) rmachine in a cracker's thain just one copy.

enabled, if it is wireless, collection of compromised

encryption and backup. h

“YOUR CAMPUS

4- We are all one 5 m Help protect our online 6 m [f you find a lost device or
connected community. community by reporting any happen to have lost your device,
If your machine gets viruses phishing emails or scams to plecse contact Capus Police at:
on it and you connect to the the proper channels. (519) B61-3300)
network, it can spread. Please {phishing@uwo.ca) or

use antivirus software ona police@uwo.ca

regular basis.

LOOKING FORHELP FROM THE ITS HELP DESK?
BY PHONE: (519) 661-3800 or Ext.83800

IN PERSON: Support Services Drop In Counter
BY WEBFORM: itshelp uwo.cal
ASKITS: askits.uwoca

OR VISIT US ONLINE AT:
http://cybersmart uwo.ca

DISCOVER. SHARE. PROTECT

Western &g cybersmart

FOLLOW US! Twitter: twittercom/westernul TS Facebook: facebookecom/ westernul TS

22
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1. Set secure passwords and don’t share them 1. Report phishing emails to the proper channels. .
" with anyone. |
Lg 2. Keep your anti-virus software up to date 2. If you find a lost device, bring it to the Campus Police.
N 1 *
E 4 EL
“ 3. Don't click on links or open attachments sent 3. If your machine gets viruses on it, please don’t connect %
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Uy _ : Contact the ITS Help Desk: & s



October is National Cyber Security
Awareness Month in North America

Think Before
You Link

rememger be Cybersmart & Protectl

Protect Yourself Protect Western

> Keep passwords confidential > Protecting yourself, protects Western

. > Report lost and found devices to
> Only add friends you know car‘:lpus police

> Do not post personal information > Report phishing emails

#Protectl a cvber safety initiative at Western University
Western’s Cybersmart Address: https://cybersmart.uwo.ca

ITS help Desk:
By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building
Drop In Counter

Twitter: twitter.com/westernuiTS By Webform: itshelp.uwo.ca

Facebook: www.facebook.com/westernuiTS Ask ITS: askits.uwo.ca




PROTECT

YOURSELF
BEFORE YOU

HOW TO

ProtectU

/ Us3 $4r0nG p@$$wordz
J NEVER share passwords
J Turn on your FIREWALL

YOURSELF

HOW TO

Protect UWO

¥/ Report PHISHING emails

J Report lost devices to
the Campus Police

J Protecting yourself helps
protect UWO

October is National Cyber Security Awareness Month
in North America

Be Cybersmart

Stay informed #fProtectU

cybersmart.uwo.ca
twitter.com/westernulTS
facebook.com/westernulTS

ITS Help Desk Info

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

25



ITS Help Desk:  Phone: 519 661-3800
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

www.facebook.com/westernulTS

Tag Us! #ProtectU

Western | Cybersmart: hﬁmo.ca

26



October is National Cyber Security Awareness Month.
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Protect WesternU
.\ Use firewalls, anti-virus, and
.
anti-spyware softwares

Report suspicious online
content/activity and emails

Protect Yourself

(f\ ) Use complex passwords and
W don’t share with anyone!

&2 Be careful when sharing
M personal info online

Update to latest versions of # P 0) te Gth &

operating systems and apps

= Remember that what you
post can be seen by everyone

Learn more at Join the conversation with
or contact
: @westernulTS
i) Help Desk (entrance of Support Services Building)
*y ext. 83800 or (519) 661-3800 if off campus W com/westernulTS
@) itshelp.uwo.ca or askits.uwo.ca .



http://cybersmart.uwo.ca
E] twitter.com/westernulTS

f www.facebook.com/westernulTS

Help spread awarness
buy using
#ProtectU

Be Cybersmart!
Protect yo reself
Protect your niversity

u
- Keep your passwords
to yourself
- Scan for viruses often
- Beware what you share
nothing is ever private

Western supports
October as
National Cyber Security
Awareness Month
in North America
#ProtectU

- Report phishing emails

- Report lost devices to
the campus police

- Bring found devices to
the campus police

519 661-3800 or Ext. 83800
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

In Person: Support Services Building Drop In Counter
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e
UNDER ATTACK?
BE CYBERSMART.

October is National Cyber Security Awareness Month in North America.

Protect Your Cybersecurity By:

- Creating strong passwords

- Avoiding websites that your browser
gives a security warning for

- Installing the most recent versions of software

Protect Western’s Cybersecurity By: Eor fiore information on

how to ProtectU visit:
cybersmart.uwo.ca

»#ProtectU

Contact ITS help desk:
519-661-3800 ext. 83800
SSB drop in counter
itshelp.uwo.ca
askits.uwo.ca

- Installing virus checkers
- Deleting and reporting phishing emails
- Changing passwords if a device is lost

| 1234 5¢/ soN2 343€

Tweet Us @ twitter.com/westernulTS i
Like Us @ facebook.com/westernulT$S



f www.facebook.com/westurnulTS # P R OT E CTU

@ www.twitter.com/westernulTS

OCTOBER IS NATIONAL
CYBER SECURITY
AWARENESS MONTH
IN NORTH AMERICA.

PROTECTU PROTECT WESTERN
-Don't share passwords - Report phishing

- Update Firewall and Anti - Virus Software - Be aware of your surroundings
- Do not open unrecognizable emails - Report lost or stolen devices

PROTECTU

HTTPS./ /CYBERSMART.UWO.CA

BE CYBERSMART

.f:/ - /\‘
i )
-~

GET HELP:

y )4 PHONE: (519) 661-3800 or Ext. 83800
| 4 \ In Person: Support Services Building

w. Drop in Counter By Webform:
| itshelp.uwo.ca Ask ITS: askits.uwo.ca
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OCTOBER IS NATIONAL CYBER SECUITY
AWARENESS MONTH IN NORTH AMERICA
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5F CIBERSMART AND PROTECT,

>Change your password immedietley if you lose a device
>Keep your social networks prviate

> Report phishing emails

>Install antivirus software

\ >t you find a lost device, bring it to the Campus Police
r[ 2 Sl strong usernames and passwords

aperaeenaainng

(<& apple

FOLLOW THE RWARENESS CAMPAIGN #PROTECT

—J I_A J

BY PHONE 519 66] -3800 or Ext. 83800
By WEBFORM itshelp.uwo.ca
ASK ITS: askits.uwo.ca TWITTER COM/WESTERNUITS

IN PERSON: Support Services Building Drop in Counter WWW.FACEBOOK.COM/WESTERNUITS




.« Wational Cyber Security, A
= Month in North Amerjc a W

wroecu@\\esternU

Protect yourself. Protect our community.

Know how to identify phishing emails Bring lost devices to Camus Police
Never share your passwords Remove viruses immediately
Use anti-virus softwares WS : Report phishing scams

For more information, visit: https://cybersmart.uwo.ca

Need Help? Contact the ITS Help Desk:

By Phone:519 661-3800 or Ext. 83800 twitter.com/westernulTS
By Webform: itshelp.uwo.ca www.facebook.com/westernulTS

Ask ITS: askits.uwo.ca, or visit y
Support Services Building Drop In Counter




BE CYBERSMART #ProtectU

Never share your password
October is National Cyber

Security Awareness Month

Only connect with friends
in North America

Keep your settings private

YOU CAN FIND US AT: A

Website: https://cybersmart.uwo.ca ’ www.twitter.com/westernul TS
Phone: (519)-661-3800 or Ext 83800

In Person: Support Services Building Drop in Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

f www.facebook.com/westernul TS
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Back up your;
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ITS help desk: T ag

. Phone: 519-661-3800 x. 83800

~ In Person: Support Services Building w,

Webform: itshelp.uwo.ca
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October is

National cyber security AWareness Month

Presented by Cybersmart

#ProtectU

TO PROTECT YOURSELF:

1. Never share your information
2. Create strong and unique passwords
3. Watch out for phishing scams

PROTECT WESTERNUI:

1. Protect yourself and your device
2. Report pphishing emails to

3. Report lost devices to Campus Police

https://cybersmart.uwo.ca

When you need help: Contact:

Phone: 519 661-3800 or Ext. 8_3890 Twitter: twitter.com/westernulTS
In person: Support Services Building Drop In Counter Facebook: veww facebook.comiwesternulTs
By W ebform: itshelpuwo.ca

AskITS: askits.uwo.ca =
|



Ydeutity Theft

e |
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It can happen to ANYONE

Stay Cybersafe in October, North America’s National Cyber Security Awareness Month

Protect Western Protect Yourself
*Avoid sending usernames *Avoid giving out

and passwords your address

*Report phishing attempts *Create strong passwords
to phishing@uwo.ca *Use anti-virus software

*Don’t open attachments
from strangers

Will you ProtectU?
Will you stay Cybersmart?

Western's Cybersmart Address)
htps://cybersmart.uwo.ca

| Need help?)
By Phone:519 661-3800 or Ext. 83800
Contact us: | In Person: Support Services Building
Twitter: twitter.com/westernulTS Tropin cOu'l!ter
Facebook: www.facebook.com/westernulTS A s biommr s pelp o ca

- Ask ITS: askits.uwo.ca




OCTOBER IS NATIONAL CYBER SECURITY
AWARENESS MONTH IN NORTH AMERICA

JOIN THE TEAM AND #PROTECTU ON SOCIAL MEDIA!
HOW CAN YOU BE CYBERSMART22

> AVOID UNKNOWN WEBSITES
> REPORT PHISHING EMAILS
> BRING LOST DEVICES TO THE CAMPUS POLICE

> [F YOU LOSE A DEVICE, CHANGE YOUR PASSWORD IMMEDIATELY

ONTAGS B twitter.com,/westernulTS
ﬂ www.facebook.com/westernulTS



Discover. Share. ProtectU.
We all face common threats

Don’t be a fool, use protection!

For more info: u https://Twitter.com/WestemUITsI n https://Facebook.com/Western uITs I @ https://cybersmart.uwo.ca/

Need Help? Using the hastag:
Call CyberSmart! #ProtectU

Hacking into
sytem...

s Natio I al Cyber Sec A areness Month
n No rth Am
To pro t ct your info pI call:

e By Phone:519 661-3800 or Ext. 83800

e In Person: Support Services Building Drop In Counter
e By Webform: itshelp.uwo.ca

e Ask ITS: askits.uwo.ca

Western

UNIVERSITY - CANADA




October is National Security Month In North America

Cybersmart ... Protectl &

Don't Let Gyher
Attacks Slow

You Down

' For More Information Visit:
hitp:/lcybersmart.uwo.ca

KeepThe (s
Mustany s

C By Phone: (519) 661-3880 or ext. 83800
n In Person: support services building drop in counter
Protect Yourself Protect Western t By Webform: itshelp.uwo.ca
» download antivirus software * report phishing emails . Ak TS asices tnwo.co
* enable your privacy settings * return lost devices to campus polilce | Twitter: twitter.com/westernulTS N #PROTECTU
T
S

* get creative with your passwords < do not share passwords Facebook: www.facebook.com/westernulTS [}
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TAKE

SECURITY
SERIOUSLY

Many banks and other businesses are using 'two-fac-
tor authentication' to phase out single passwords
altogether so consider favouring those that take your
data as seriously as you do.

H#ProtectU

A cyber safety initiative
at western university

For more information visit ;

519661-3800  .83800
Support Services Building
Drop In Counter

itshelp.uwo.ca
askits.uwo.ca

f www.facebook.com/westernulTS B twitter.com/westernulTS
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Protect yourself!

1. Don’t share passwords

2. Back up your work

3. Don’t enable GPS on social
media

Protect Western!

1. Report phishing scams to
phishing@uwo.ca

2. Bring lost devices to
campus police

3. Use virus protection on
connected devices

(Octoberis:|
NationalCyberSecurity/Awareness/Month
uwo.ca ‘h

The ITS Help Desk: Support Services Building
Drop In Counter
519 661-3800 Ext. 83800

ITS &% tw

’bersmart.uwo.ca | itshelp.uwo.ca | askits.

#PrMU e
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1. Choose a strong passwol

3. Do not give out personal

October is the National Cyber Security Awareness Month of North America

. l l |"'_""'l"l"l ':‘
- ' l l_ | c— bl

- taa

¢ protecting yourself
Report Phishing to
ITS Help Desk

3. Find/lost a device? Contact
details to strangers campus police

2. Be mindful when
installing programs
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Sl
CYBER SAFETY @ WESTERN b

How can you be cybersmart? |
How can you protect yourself? =
How can you protect Western?

Returning lost devices when found
Reporting spam e-mail and immediately deleting
Anti-Virus Software

Visit: https://cybersmart.uwo.cal for more information

T TIEGhOOk ConTaet GETTING HELP FROM ITS DESK W
f e BmuiYs By Phone:519 661-3800 Ext. 83800
In Person: Support Services Building Drop Iin Counter

) - By Web: itshelp.uwo.ca m
m twitter.com/westernulTS Ask ITS: askits.uwo.ca :
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ProtectU and Protect Western ‘\” A\

% S A
Protect your IDENTITY G E
Report phishing E ', ¢
- Turn on your FIREWA G \ ~
~1] Found a lost device? Report t @ i C
" Block spyware ATTACK 5 £ > —4
* Prevent viruses from s PV
7 7 /x
/ { /UM / 2
~CyberSmat

5 C erS: Ug '
S\ ~
" CHECK our e

1
',;{4
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Don’t Get Hooked by a Phisher

October is National
Cyber Security Month in
North America

Protect Urself: Protect Ur Community:

- report phishing emails
to phishing@uwo.ca

- report all lost devices to
campus police and change
the passwords to those
devices

- If you find a lost device
bring it to campus police

- Protect computer against
malware

- use a spam filter for emails
- use an up-to-date internet
browser that has anti-phish-
ing functions

Contact the Help IT Desk:

By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Western’s Cybersmart Address: https://cybersmart.uwo.ca

Facebook: www.facebook.com/westernul TS

Twitter: twitter.com/westernulTS #PrOteCtU
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OCTOBER IS NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA

LI 4GYBERSMART
_Ii\!r WESTERN
#PRUTECTU

PROTECTAYOURSELF

NEVER SHARE YOUR PASSWORD
BE CAUTIOUS WHEN SHARING PERSONAL INFORMATION

BE AWARE OF WHAT YOU ARE DOWNLOADING £
J ‘\3 0 " f
S — 0101
{ ( \ ‘ ‘ K \
PROTECGTRWESTERN 10010
REPORT PHISING EMAILS T0 PHISING@UMNO.CA £

RETURN LOST DEVICES TO CAMPUS POLICE

RESPECT OTHER PEOPLE ON THE ONLINE COMMUNITY

1 P,

! S = "_. SHe]p Desy
“!'b’ 51"'1 =-: i a5196 61- 38@
1y QUESTERIUITS ekt &85
" I3 FACEBOOK. BUM/WESTERNUITS & i

CYBERSMARTUWOCA




" DISCOVER. SHARE. PROTECT.

#ProtectU A cyber safety initiative at Western University.
OCTOBER IS NATIONAL CYBER SAFETY MONTH IN NORTH AMERICA

Ways to ProtectU

@ Kcep your private information private
Connect to trusted and secure networks

(] Install antivirus protection
[ o] ‘

VISIT: PIETI o. SOGE. CONTACT US:
Western’s R 1 twitter.com/
Cybersmart St SOLOR00n westernulTS

Adress: 51010100 00101010 www.face
http://cybersmart SSsttss il book.com/

.uwo.ca 101010100010101010100010] westernulTS

Be Cybersmart at UWO

é Change passwords if your device is lost

U Report any lost devices to campus police

Y1
1

“2 Report phishing emails to phishing@uwo.ca

Need Help?

By Phone: 519-661-3800 or Ext. 83800
By Webform: itshelp.uwo.ca € Ask ITS: askits.uwo.ca
In Person: Support Services Building Drop In Counter

THINK BEFORE YOU CLICK.
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October is National Cyber Security Awareness
Month in North America
Use #ProtectU to raise awareness

Much like wearing a condom Anti-Virus software is

JUST A GOOD IDEA

Protecting yourself protects everyone
Make sure your devices are Password Protected

Keep your accounts safe
Don’t use the same password for

Everything

If you lose a device make sure to change
your password so no one can steal your
identi

CYBERSMART

This month
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#ProtectV¥

October is Mational Gyber Sccurity Awarcness Month in North America

How much do you really know about
cyber safety?

How to protect yourself

1. ALMOST EVERYTHING ONLINE IS TRACEABLE. DON'T SHARE WHAT
YOU'RE NOT COMFORTABLE WITH.

2. USE ANTIVIRUS SOFTWARE

3. REPORT CYBER BULLYING.IT'S NOT FUNNY.

How to protect Western

1. REPORT SUSPICIOUS EMAILS SENT FROM A UWO ACCOUNT
2. REPORT A LOST OR STOLEN DEVICE

3. NEVER SHARE YOUR UWO PASSWORD WITH ANYONE

BE CYBERSMART!
L

twitter.com/westernulTS

Sl
Find out more at: https://cybersmart.uwe.ca W

Contact Us

Phone: 519 661-3800 ext. 82800 f

In Person: Support Services Building Drop In Counter

Webform: itshelp.uwe.ca www.facehook.com/westernulT$

Ask ITS: askits.uwo.ca




Cybersmart

Protect yourself

-Turn on your firewall

- Use anti-virus software
- Block spyware attacks

Protect Western

- Report phishing

- Report lost devices
- Get expert help

October

National Cyber Security Awareness Month

Get help:

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernul TS

Facebook: www.facebook.com/westernulTS
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B E
LEARN MOR v«
HTTPS:
/ Get Help:
' (519)661-3800
3 ’ or Ext. 83800
. Support Services Building
Drop In Counter
/ ,;( itshelp.uwo.ca
r, askits.uwo.ca
NATIONAL CYBE C-_U'ﬁlTY AWARENESS

MONTH OF NORTH AMERICA

NOTc CTU

@westernuITS . .

Tweet us with f ‘
#ProtectU

s on facebook:

Install Anti- v.ru's Réport phishing email
WATCH IT- ;;_:“_ to phlshlng@uwo ca
Everything is permanent 8§ END IT: = it %
THINK ABOUT IT: Report cyber- bulngw"

Just because it’s online || .CHECK IT:

doesn’t mean it’s true Review your online ac-
tivity s oo vy
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BSOS e e D et O e -

€} /westernulTs
) @westernuITS

How To Protect Yourself:

1. Don't Give Out Personal Information SCAN ME FOR MORE
2. Don’t Click on Random Links

3. Update Anti-Virus Software Ok 10|

&

How To Protect Western:

1. Don‘t Accept Random Emails Oy e
2. Connect to Secure Network
3. Report Suspicious Activity

HTTPS://CYBERSMART.UWO.CA/

Webform:
,_'TS itshelp.uwo.ca
elp | askits:
Desk | askits.uwo.ca

Phone#:

519-661-3800 or Ext. 83800

Location: ,

Support Services Building
nter

Drop In Cou.

52



000,08

‘:&oopc YOI HED!

i <
 Tips to protect both
| ‘yiiu ahd.western:

Big gc !
5 i'tdoub"tfulwebsn

nelth @ nor on campu&
comp

8
o2
o
Q

"'clickin‘g,

3, Cleanyour memory stick
#and PE fe
T g Balaly. g
: ' &. 8 % ‘6 f
8o &< F
i EF e D
A0 §§ g IRAD
o > &
é s= §;’ o } 4o - 7
Where to:get news? ~ T
Bu 4 .} ' ]

!J)

¥4

Twitter: twitter.com/WesternUlTS:;

“stangeSolrces, neither _g
plac§a§ well. © ; \
D'

o
00
Al
0
D020 00 goxxyd: Voo 0o,
A8
"ugogcno%%&
9:=0
0
W0 Q0
=]

l)Od 000" ean
L

Facebook: www. facebook com/westemu TS

o
00
10

SERTYE
¢
3

v om ©

| e
o
o o
o
e :' o
e o U -
o
¥ B B
" ot R
(I'T ‘G
§ >
// r °
%_ ¢
é

ﬁmfm.,.
2

.a’&fo 3
00 QCresed 0 Q=00 dod e

Qoo oy

MART o3

)
P Bo
"':f?”a

v
e
@
-
o

o0
e
vexoon

0

HE g a0 i
= P - R A oo o2 TR
S L Surgas
o g %,ﬁ
2 Q?g—g f‘: § o 4
1 B B S T
te-d e 8 @
len P = €8 2
;;E' o PN gé
o R Fog (e

{4

"

4

&P 0R% %
by

ot (o)
500 wqb' (1T

APapS
B Lo 00l o’'ul,

g BN! N

o

000 020G

Wl'r’m'aw 0"6'1@? 7

o

ne
;Q

i ="§
W

Fr

e
TR

0 os TR
3 mmai &

.

Lo odm @0

0

e i

0
PR o dm

e

~ _ Yl
NEN

7 g - v
A
Fay

0
W,

Pnonl

pI’fﬂRUSTAg;],E viggﬂte;

ttpﬁ//cybersmart Cﬁ
* NOT an empty numbe
519 661-3500 or Ext. 83800
~ 100% real people:
Suppért Services Building
-, Drop In Counter
<= Two more ways:

. |
S |tshglp.uwo.c§-
askits.uwo.ca




PROTECTUWO
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®REPORT LOST DEVICES TO
o CHANGE PASSWORDS
REGULARLY

OCTOBER IS NATIONAL
AWARENESS MONTH IN
BE CYBERSMART —) https:

n facebook.com/westernulITS

< twitter.com/westernulTs
IT HELP INFO
BY PHONE: 519-661-3800 OR EXT.83800

IN PERSON:SUPPORT/SERVICES BLG DROT#,?"‘I
BY WEBFORM: itshelp.uwo.ca P
ASK ITS: askits.uwo.ca 4 ’,&&8
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Protect Yourself From Cyber Attacks: e e R R

1. Be conscious of Web security ; o1 v

i
33
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¢

2. Do not reply to : : -

spammers for vee = v
any reason 3
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V,Protect Western’s Cyber Security

LBy

b Tl 2

information inadvertly

. ‘;i
f i AR i i
3. Do not reveal personal g 3 B : 1. Use filtering that controls

access todata
2. Keep your operating systems

b it asl &40 updated and regularly patched
(- g s 3 3. Have a firewall plus software that

ITS Help Desk : : t-': f.& it -‘:f:' . opposes virus, spyware and phishing attacks
Ask I'TS: askits.uwo.ca bl o ".'...f':.~ i 4 i ‘ o Al
Webform: itshelp.uwo.ca i '

Phone: 519 661-3800 or Ext. 83800

!
|
|
Q) A OLE -PI>TaTImBI<A

Western

o e

. ProtectU
westernulTS @ £ For more information visit: cybersmart.uwo.ca

Support Services Building Drop In Counter




Cyber Smart

Protect Yourself.
Protect your network.
Prevent Phishing.

itter: twitter.com/westernulTS Contact Cyber Smart at Western:

Address: https://cybersmart.uwo.ca

Phone: (519) 661-3800 or EXT. 83800
In Person: Support Services Building Drop In Counter
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

acebook: www.facebook.com/westernulTS




October Is National
Protect Yourself

Be Cybersmart!
Protect Yourself Fro
Phishing

n
2
]

2

Awareness Month
Protect Western
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Be

Do Not
With Anyone.

When in Doubt,

If an e-mail looks suspicious, get rid of it.

9 twitter.com/westernul TS

f facebook.com/westernulTS

=N
»d cybersmart.uwo.ca

, Learn how to
UlK.E
Jollot
TWEET
Shors
COMMENT

The Internet
Be careful what you post.

L
o
"

We are all connected.

Safer for me,

If you find a lost device,

October is

Need Help? Contact the ITS Help Desk:

By Phone: 519 661-3800 or Ext. 83800
&~ By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

In Person: Support Services Building Drop In Counter

58



Be Safe, Be Cybersmart.

pet v
Be an engaged member of the cyber community.
Learn how to protect your information online.

Help prevent cyber bullying,
Get involved. =

Qc

Western

Protecting yourself is key tafprotecting Western.

Report phishing as it ha@pens. If you find or lose a

levice call Campus pblice.

<

Website Address http://
Or go to http://www.itshelp

ybersmart.uwo.
o.ca for more info!
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CyberSmart:qpersmartwoca October

N
9 ProtectU
v

National Cyber Security Awareness Month

How to Protect Your Cyber Security How to Protect Western’ s Cyber Security

* Routinely change passwords *  More self-protection, more safe we are
* Pay close attention to URLs * Reporting Phishing emails to ITS

* Do not share your private information * Take lost devices to ITS

Get help: Follow us on :

By Phone:519 661-3800 or Ext. 83800 Twitter: twitter.com/westemuITS

In Person: Support Services Building Drop In Counter F: . WWW. cC TS

By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
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« C fi 8 hitps//www.googleca

Don’t share passwords

If you lose a device,
change your password right away
to protect your credentials

Only disclose financial info

on secure websites. If in
doubt, call the organization

Want to know
ways Lo protect
therWestiern
CommUNity?

Report phishing emails or
attempts to phishing@uwo.ca

m

If you find a lost device,
bring it to Campus police

Use antivirus software

to get rid of wviruses before
connecting to the Western’s
network

OCTOBER 1S CYBER SECURITY AWARENESS MONTH

Protect your personal information = Frotect yourself from unseen threats

ProtectU CyberSmart #ProtectU

e
Questions? visit the ITS at the Support Services Building. Call us at 519-661-3800 (Ext. 83800) @
Check our website at itshelp.uwo.ca OR Cybersmart tips at cybersmart.uwo.ca : *
Pose any questions at askits.uwo.ca. Western
Follow us at twitter.com/westernuITS OR Like us at www.facebook.com/westernulTS




#ProtectU

October is National Cyber Security Awareness Month in North America

Use
vaccine
program
to protect
yourself

Change
password
constantly

Do not ITS help desk

In person: SSB

download Drop in counter

By phone: 519-661-3800

from unsafe (Ext. 83800)

By website: itshelp.uwo.ca

website Ask ITS: askits.uwo.ca

https://cybersmart.uwo.ca

; ‘ estern >- 7 twitter.com/westernul TS

K1 www.facebok.com/westernul TS
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g Discover. Share. Protect.

October is National Cyber Security
Awareness Month

THE INTERNET IS NOT LIKE
TRICK-OR-TREATING.

IF IT SEEMS TOO GOOD TO
TRUE, IT PROBABLY IS.
Cybersmart Tips to ProtectU

Change your passwords Report Phising Attempts

Scan for Viruses Stay Informed

Ignore unknown emails Return found devices
Contact ITS

Website: https://cybersmart.uwo.ca

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building

B WebTouen sl /westernulTS ¥
eprorm: itsheip.uwo.ca
Ask ITS: askits.uwof::a * / we Ste rmu ITS f
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October is National Cyber Security Awareness Month in North America

64



—

Protect Yourself!

Gybersmart!
#Protecty

Protect Western!
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DoN'T BE #LAZY - BE #CYBERSMART
&
HELP #PROTECTU

To protect your cybersecurity:
« Avoid clicking suspicious links
+ Log out when finished
« Keep passwords private

To protect Western's cyber security:
- Stay off of Western's network if your
device is infected
« Bring lost devices to Campus Police
« Report phishing emails

October is National Security
Awareness Month in
North America!
Learn More @
- https:/ /cybersmart.uwo.ca

Get help from the ITS desk @

- 519-661-3800 or ext. 83800

- Support services building drop in cou
- its.help.uwo.ca

Contact the ITS department @
- twitter.com/westernulTS
- facebook.com/westernuITS




How to #ProtectU (the school):

!-ook out for these 3 key - DO NOT FORWARD THE EMAIL
indocators of a fradulent - Report to phishing@uwo.ca
Email and be CYBERSMART:

- Notify your friends
1.The Hook: “Trust us and heres why"

2. Required Action: "Heres what we How to #ProtectU (the self):

want you to do” - DO NOT OPEN ATTACHMENTS
3.The Push: “Hurry, act now!” - Block sender immediately
- NEVER reveal personal

information via phone-phishing
y Hashtag #ProtectU to spread the word

Get in touch with ITS help desk:

By phone --> 519-661-3800 EX. 83800

By person --> Support Services Building Drop-in Counter

By webform --> itshelp.uwo.ca ‘ -
Ask ITS > askits.uwo.ca biscicil.

For more information visit our website at http://cybersmart.uwo.ca
Follow us on | | at twitter.com/westernulTS
and li at www.facebook.com/westernulTS




B
ARE YOU AT RISK?

October is National Cyber Security Awareness Month in North America.
Learn how to ProtectU and stay Cybersmart:

RROTEGIRYOURSELE

1. Use strong passwords
2. Keep them to yourself
3. Don’t open suspicious e-mails

RROTECIRUWO

1. Report phishing to phishing@uwo.ca
2. Bring lost devices to Campus Police
3. Don’t connect infected machines

(37 PROTECTU

I . A



October is
National Cyber Secuirty Awareness Month

in North America

Protect Your Cyber Security

1. Keep your operating system and
anti-virus software up to date

2. Do not click on links from emails you do
not recognize

3. Do not give out passwords

Protect Western's Cyber Security

1. Report phishing emails to phishing@uwo.ca

2. If you lose your device, report it to Campus Palice
3. If you find a device, bring it to Campus Police

Contact ITS Desk by:
Support Services Building
Drop in Counter

(519) 661-3800 ext. 83800
itshelp.uwn.ca
askits.uwn.ca

Learn more at https://cybersmart.uwo.ca

twitter.com/westernulTS 3

facebook.com/westernulTS f

Be Cybersafe and #ProtectU
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How you can be
Cybersmart

1. Keep your passwords secret
2. Be smart about what you post

3. Use ant-virus software

How to get Help!

National Cyber Security
Awareness Month

How Western can be
Cybersmart

Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building
Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

1. Report any possible
spam

2. Return lost devices
to campus police

3. Report Cyber-Bullying

https://cybersmart.uwo.ca

Western

UNIVERSITY - CANADA

#ProctectU

Twitter.com/westernul TS

n Facebook.com/westernulTS
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OCTOBER is Natiaional Cyber Security Awareness Month

CYBERSMART

#PROTECTU
PROTECT YOURSELF,
PROTECT YOUR SCHOOL

PROTECT YOURSELF

* Use different passwords for different services:
store these passwords in PasswordSafe

* Secure your computer with Anti-Virus software

* Use a PIN code for unlocking SIM card

PROTECT YOUR SCHOOL

* Bring lost devices to Campus Police!
* Report phishing emails!

* Respect Western’s personal privacy
(do not share Western personal infomation on social media)

Get Help from the ITS help desk

Support Services Building https://cybersmart.uwo.ca

Drop In Counter _
(519) 661-3800 or Ext. 83800 nwesteranS @westernulTS
itshelp.uwo.ca - askits.uwo.ca
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FECURITY

Protect Yourself Protect Western

How to get help from the ITS help desk?

By Phone: 519 661-3800 or Ext. 83800 In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca Ask IT8: askits.uwo.ca

Stay cybersmart...
* and ProtectU!

October is National Cyber Security Awareness Month in North America!

f facebook.com/westernulTS @westernulTS Q cibersmart.uwo.ca



[FYOU DON'T PROTECT YOURSELF ONLINE WHO'S GOING T0
#PROTECTU

OCTOBER 5 NATTONAL SECURTTY AWARENESS MONTH
BE CYBERSMART TO PROTECTL AND THE PEOPLE AROUND YOU!

PROTECTYOURSELF ~~ AND~ PROTECT WESTERN

Make Your Passwords Report Phishing

Complicated to phishing@uwo.ca. Do this
because you don't set your if you get a weird email.

lockto1-1-1in re.al life.- Find and Report
Use Two Step Verification

because having two layers
of security is better than one.

Use Common Sense
because if the website seems
skethchy, it probably is.

Missing Devices
to Campus Police and change
your passwords.

Use Anti-Virus Software
because computer viruses
spread like real viruses.

To Get Help from ITS:

Phone: 519 661-3800 or Ext. 83800

In Person: Support Servn es B ld ng Drop in Counter “f cebook. com/westernulTS
Webform: itshelp.uwo.ca 5

Ask ITS: askits.uwo.ca ’ twittercom/westernulTS

cybersmart.uwo.ca Western
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CYBER SA

October National Cyber Security Awareness Month

‘

owssTERN oo

-Protect yourself -Use strong passwords
-Report phishing emails ~ -Secure home wireless
-Be a good online user -Install anti-virus software

Visit Western's Cybersmart Website Show Your Support & Share!

https: ersmart.uwo.ca
pedfcyb Twitter: twitter.com/westernulTS

;I;TihHelrsgfsssl: S0 5 B0 Facebook: www.facebook.com/westernulTS
y Phone: -3800 or

In Person: Support Services Building Drop In Counter #ProtectU

By Web: itshelp.uwo.ca #Cybersmar t

Ask ITS: askits.uwo.ca



Cybersmart!

Protect urself Protect UWO

O\ Turn on your Firewall O\ Use anti-virus software
O\ Think before you act O\ Report stolen devices

O\ Surf the web safely O\ Report a phishing atempt

Use #ProtectV

HOW TO GET HELP FROM ITS HELP DESK
- By Phone: (519)-661-3800 or Ext. 83800 @
- In Person: Support Services Building Drop in Counter & https://cybersmart.uwo.ca
- By Webform: itshelp.uwo.ca twitter.com/westernulTS
- ASK ITS: askits.uwo.ca .] facebook.com/westernulTS




Protect

Be CYber smart https://cybersmart.uwo.ca
Protect Yourself Protect Campus
- Keep your password - Report phishing emails
private
- Give lost devices to
- Post responsibly Campus police
- Install anti-virus - Never give out
software personal information

(TS Help Desk

Support Services Building Drop in Counter
519 661 3800 Ext. 83800

itshelpuwo.ca | askits.uwo.ca
twitter.com/westernul TS
www.facebook.com/westernul TS

I October: National Cyber Security Awareness Month l
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DID YOU KNOW

OCTOBER IS NATIONAL CYBER SECURITY
MONTH IN NORTH AMERICA

D

I~ 4 >
PREVENT A JaM, DON’T OPEN SPAM ‘/ LOST YOUR PHONE?
CHANGE YOUR PASSWORDS

d K

EMAIL WITH BAD GRAMMAR? [7
PROBABLY A SCAMMER KEEP AN ANTIVIRUS INSTALLED
DONT KNOW THE SENDER? 3

I REPORT PHISHING EMAILS TO

MIGHT BE A PRETENDER PHISHING@uUwDO.CA

# p R O T E C T U A CYBER SAFETY INITIATIVE AT WESTERN UNIVERSITY

FIND US AT THE FOLLOWING

SUPPORT SERVICES BUILDING
P:519 661-38060 DROP IN COUNTER

ITSHELP.UWO.CA

CYBERSMART.UWO.CA

westernullS - - westernulTS HCYBERSMART




U

ProtectlUrself and Western?

Be Eyherﬂmart!

Report Lost Cive
' Found *
Deuu:es “ —
[:ampus e
Police CALM

AND PROTECT

YOUR

Ensure Your
Antivirus Is Up
To Date To

Protect Your
Computer

PASSWORD

Once
Something Is
Posted, It Is
There FOREVER

Delete Suspicous E-Mails
and Report Suspected
Phishing Scams to
phishing@uwo.ca

ITS Help Desk:
By Phone:(519)661-3880 or Ext.
83800 Western

In Person: Support Services

Building Drop In Counter Ucto?er Is Cyber
By Webform: itshelp.uwo.ca Security Auvareness
Ask ITS: askits.uwo.ca Honth

cybersmart.uwo.ca
~ #ProtectU
. @westernulT$

n facebook.com/westernulT$




That is the question.

Bt LYBERSMART ...

Always think twice before you click.

3 Cyber Security Tips for Yourself:

1. Turn on your firewall

2. Delete e-mails from unknown
senders

3. Use anti-virus software

Western's Cybersmart Address:

https:/ [eybersmarLuwo.ca
3 Cyber Security Tips to Protect Western: it o B T e el
<By Phone: 519 661-3300 or Ext. 3800

sahi -mai <In Person: Support Services
I. Report phishing e-mails to e

phishing@uwo.ca oy Wollgrae ioileayoie
2. If you find a lost device, bring it to Ask ITS: askits.uwo.ca
Campus Paolice Twitter:

3. Use a spam filter for your e-mail twilter.com/westernulTS
Facebook:
www.lacebook.com/westernulTS
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October is National Cyber Security
Awareness Month in North America.

i
R

J

@ BEWARE OF MALWARE
@ LONG & STRONG PASSWORDS
@ CAREFUL WHAT YOU SHARE

#ProtectU - cyber safety initiative at Western

) |

Contact ITS help desk:

Phone:519 661-3800 or Ext. 83800  § facebook.com/westernulTS
In Person: SSB Drop In Counter )

By Webform: itshelp.uwo.ca . twitter.com/westernulTS
Ask ITS: askits.uwo.ca

CYBERSMART.UWO0.CA
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ybersmart

This october for National Cyber
Secruity Awareness month
inNorthAmerica make Be sure to raise

sure you know how to awareness and

Protect

#ProtectU

Ty, I

4

A\
ester®

Ok -
“'“"\\:!Zﬁic(‘*l)()()k.(fmﬂ/ W

ways to protect Western:.

ways to protect you:

1. don’t click on anything 1. if you do get a phising email
you aren't sure of make sure to report it to

2. make sure you only give phising@uwo.ca

you're email/ personal 2. if you know of a scam make
information to organizations sure you tell eveyrone you know
and people you trust so they can protect themselves
3. keep you're passwords 3. if you find any devices on
private and safe campus make sure to hand them

in to campus police

How to get help from the ITS help desk:
by phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

go to https://cybersmart.uwo.ca for more information
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In North America, October is.?

WE ARE MUSTANGS NOT
CYBER B

PROTECT YOUR IDENTITY

'SOnal iInformMman

f

tand up against cyber

5, sodial insurance number, or

THE IIURKING FACE OF ONLINE
HOOKUPS?

rivate information and request to

PASSWORD PRO

use different usern

How to Contact [TS?

: Phone: 512=661~= 3800 (Ext. 83800)
ige password In Person: Support Services Building
Drop In Counter

Webform & Questions : itshelp.uwo.ca
askits.uwo.ca

9 twitter.com/westernul TS

AVOID PHISHING ATTACKS

HSTrom u

f www facebook.comiwesternulTS

#Protectl
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B
ARE YOU PROTECTED?

October is National Cyber Security Awareness Month!

Be aware of privacy risk. Report phishing attempts.
Update operating software. Return lost devices to campus police.
Turn on Firewall. Report suspicious content and cyber crimes.

facebook.com/westernulTS
twitter.com/westernulTS

ITS Help: Support Services Building Drop-In Counter | 519 661-3800 | Ext. 83800 | itshelp.uwo.ca | askits.uwo.ca




October 1S

Cyber Secumty Awareness Month

F 33 F s
B¢ O 3
4§ Keepyour passwords pnvate'

P Keép your antl-vu'us software updated!
When dld ybu IQSt change YOUR password?

111 “ #PrOtCCtU SSEE
GetCyberSmmt@haps//cybersmart.uwom -

ContactUs: 1R ¢ ¥ : e
By Phone:519 661-3800 or Ext. 83800 ' ‘ | '; ;‘

' In Person: Support Services Building Drop In Counu:r ', =

- By Webform: itshelpuwo.ca _ TW1tter twitter. com/westcmuIT S
Ask ITS: askits.uwo.ca : ' F acebook: www.facebook.com/westernul T'S

_‘
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BERSMART

OCTOBER IS NATIONAL
CYBER SECURITY AWARENESS
MONTH IN NORTH AMERICA

Protect Western

- Report phishing emails to phishing@uwo.ca
- Report lost devices to campus police

- Change passwords right away on lost devices

Protect Yourself

- Use a strong password(capitals, numbers etc)

- Don't give out private information over the internet
- Only accept friend requests from people you know

yTWITTER.COM/WESTERNUITS n FACEBOOK.COM/WESTERNUITS

NEED HELP?
By PHONE: 519 661-3800 orR EXT.83800

IN PERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER
BY WEBFORM: ITSHELP.UWO.CA

ASK ITS: ASKITS.UWO.CA




Congratulations You Won! ™ =1 k3 Congratulations You Won! ™ =3

-Watch out for Phishing '*‘ -Do not use streaming

Emails! \LLI websites to watch TV
-Do not save your UWO m_m -Not everyone is who they

password on your devices. Western Cybersmart Website: say they are online!
-Forward Phishing attempts htt_,_/Lcybersmart.uo.ca -Don’t give out personal

to phishing@uwo.ca ITS|HelplDesk: info online.
:519]66133800[0{EXtA83800
“'ln;_Eerson. Spgor_t SEMIEES Buuldlng Drop In
- Counter. ==
By Webform: itshelp:uwo:ca [}
Ask ITS: askits.uwo.ca
10 OVHOEENallRER RO =g

October is National Cyber Security Awareness Month!

86



ProtectU

- be CyberSmart

#ProtectU



OCTOBER G

T H: ACTION AND SPREAD A ;91; S
BOUT CYBER SA FFT\ T WD

Q-]
.

How to Stay Cybersmart:

Protect Western U Protect Yourself

1. Report Phishing E-Mails 1. Create strong passwords
2. Report missing devices 2. Log Out of Public Computers
3. Dont share Western’s Wifi password 3. Downlond Anti-Virus Softwares

WESTERN CYBR SMART ADIRESS  hitp: //cybersmart.uwo.ca
519-661-3800 or ext.83800 By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca In person support services building drop in center
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* DISCOVER. SHARE. PROTECT.

” ' =
OCTOBER s - (" 5N
National CYBER SECURITY
Awareness Month!

A\

Help us #PotectU by protecting yourself:

EXERCISE CAUTION BE CYBER SMART
use firewalls and install only we are a community - what
the apps you need and trust affects one affects us all
USE STRONG PASSWORDS CONTACT US
something impossible to immediately if you think your
guess, and change it often info has been compromized
BEWARE OF PHISHING REMEMBER
do not open emails from unknown ITS will NEVER ask you for
sources, or share personal info personal info or passwords

ITS Help Desk:

Where are we? SUPPORT SERVICES BUILDING #ProtectU
(between Huron College & Saugeen-Maitland Hall) A cyber safety initiative

Phone: 519-661-3800
Webform: itshelp.uwo.ca

at
p
Ask ITS: askits.uwo.ca
. Follow @westernulTS WeStern@

- Visit https:/icybersmart.uwo.ca




October - National Cyber Security Awareness Month
o

Be Cybersmart

https:/cybersmart.uwo.ca R lle Tnstall a firewall

PF}C’TF":T‘ l ® Greate secure passwords

® Updatiel antil=virusl sofitware

twitter.com/westernulTS
www.facebook.com/westernul'TS

fly

CONTACT
519 661-3800 OR EXT. 83800

SUPPORT SERVICES BUILDING DROP IN COUNTER g.
WWW.ITSHELP.UWO.CA ’

EMAIL: ASKITS.UWO.CA



Your Online Identity

Your Passwords Regularly

Emails From Unknown Senders

Don’t Just Be Smart.
Be smart.
Protect U & UWO # U

1. Report phishing emails

2. Find a lost device? Bring it
in to Campus Police g
)€Y

3. Lost your device? Report it &
to Campus Police o

Need Help? Like Us on Facebook

519 661-3800 or Ext. 83800 October
National
@ itshelp.uwo.ca or askits.uwo.ca Cyber Security

Awareness -
AR 558 Drop-In Counter Month Follow Us on Twitter

f www.facebook.com/westernulTS

ﬁ https://cybersmart.uwo.ca )A @WesternUITs



OCTOBER | Protect Yourself Protect Western

- Don’t share passwords - Report phishing emails
NET e gl - Ignore suspicious pop-ups | - Report lost devices to
Security -Keep all of your operating | Campus Police
P ULl systems up to date - Change your password if
you lose any device

B e

-V_ V‘ 77\:-/'
e &

i There are plenty of ﬁsh in the sed. - > =
Help prevent phishing at Western.

,?__«_\ ~=

Be Cybersmart and ProtectU:

https://cybersmart.uwo.ca

ITS Help Desk:
! Find us on Social Media:
‘ Phone: (519) 661- 3800 Ext. 83800 e
Support Services Building Drop in Counter twitter.com/westernulTs
Webform: itshelp.uwo.ca www.facebook.com/westernulTs

Ask ITS: askits.uwo.ca

#ProtectU B



October is National Cyber Security Awareness Month in North America, so...

bers
mm('q ’hQA

Here are some ways to

Protect'’

Protect Yourself Protect Western

® Protect your wireless e Do not share any of

network your passwords

e Install the latest e Report phishing

operating system e-mails to

updates phishing@uwo.ca

¢ Use anti-virus » Take lost devices to

software campus police

vy N

% &

<. @
e ()
J’o %Q‘
(/3 20
de . WO
Os On . d\O
sociol me

Get Connected: ITS Help Desk Contact Information:
. twitter.com/westernulTS By Phone: 519-661-3800 or Ext. 83800

f www.facebook.com/westernulTS

In Person: Support Services
Building Drop In Counter

By Webform: itshelp.uwo.ca

https://cybersmart.uwo.ca Ask ITS: askits.uwo.ca
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OCT IS NATIONAL CYRER
SECURITYAWARENESS # pRO ' !c ' “
MONTH SO REMEMBERTO...

y twitter.com/westerneli’TS

n facebook.com/westernviTS

HITBY A CONFUSE RAY?
COME TO ITS HELP DESK!

IN PERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER
PHONE:: 519 661-2800 or EXT. 83800

WEEBFORM: ITSHELP.UWO.CA

ASKITS: ASKITS.UWO.CA

Viruses are the opposite of VOK@M"”

You never want to catch them all!

BE CYBERSMART!

Never share your password.

Always remain careful of what you post
on the Internet. It will be there for good.

Say no to meeting strangers that you met
online. You never know who is on the
other side of the screen!

More info @ https://cybersmart.uwo.ca



Don’t Get Stuck!

. -
ITS Help Desk: Contact Information:
519 661 3800 or Ext. 83800 https://cybersmart.uwo.ca

Support Services Building Drop in Counter twitter.com/westernulTS
itshelp.uwo.ca www.facebook.com/
askits.uwo.ca westernulTS



It"s A Treaf Not To Re Trfcked!

Aelp YW esteen PIeotectZ):

Don’t download questionable

files 3? C’be"'smﬂrt_.
Run regular antivivus scans Don't reuse passwords

2se a VPN (victual private Leep your J7I address private

network) whenever possible Cheek website reuptations
before making a purchase

October is National Cs_.)ber Sewrit\_.)
Avareness Month in North America

#P rotectU

NEED HELP? CONTACT 1TS:

Bg P‘\ohe:ﬂ? 661-5800 or Ext. 83800

2;’) erS;fn: Suppt;‘rt-! Services Buﬂiﬁhg Drop In Counter TWiﬂef: twit‘ter.tom/ WCStem\JjS
Webform: its elp.uwo.ca

AS‘( HS: aSHfS.uwo.ca Faf?bbok ww.face{)ook,tom/ westemuDVS

96



Questions?
Contact Western’s ITS Help Desk

Phone: (519) 661-3800 Ext. 83800

In Person: Support Services Building Drop-In Counter N

By Webform: itshelp.uwo.ca

Bsk ITS: askits.uwo.ca Y%7 4
UWO Cybersmart: https://cybersmartuwoca /W (5 0 (00 1]

Octobher s Nottonal Cyber Awareness
Mowntnr Across Novtiv Americal

Get Cybexrsmart!

HOW CAN YOU PROTECT YOURSELF?

1. Don’t Share Your Personal Information Online
2. Report Any and All Cyber Bullying

3. Routinely Change Your Passwords

HOW CAN YOU PROTECT WESTERN?

1. Don’t Connect Machines With Viruses to the Western Network
2. If Your UWO Email Gets Phished - Report it!

3. Report Lost Devices to UW0 Campus Police

. www.facebook.com/westernulTS

twitter.com/westernulTS

#ProtectU




October - Cyber Security Awareness Month

ARE YOU
BEING

SAFE2
#ProtectU

'TILLLLLLLLIII-

llllllllllll

lllllllll

9P @westernuITs

westernulTS

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter

FTTPS:// EY}ERSMARTGU A o eetvsy asisermorcs
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S
SUSPICIOUS EMAILS?

CYBERSMART REPORT IT! #ProtectU

October is National Cyber Security Awareness Month. Protect yourself, ProtectU by reinforcing your passwords, backing up your files, and

using a firewall. Protect by scanning your devices for viruses, securing your account, and reporting suspisicious emails sent to
your email. For more info, visit https://cybersmart.uwo.ca

Get help from ITS helpdesk
Twitter: twitter.com/westernulT$ By Phone: 519-661-3800 By Webform: itshelp.uwo.ca

Facebook: facebook.com/westernulT$ In Person: Support Services Building Ask ITS: askits.uwo.ca
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ational Cybir Security Awaren

Ileln us help you!

The more you protect yourself. the more the lWestern community as
a whole is protected

¥ Make sure your hardware is clean before connecting to our network
¥ Report pishing emails to the the proper channel (phishingduwo-.ca)

¥ If you find or lost a device. report it immediately to the
Campus Police

¥ In case of losing a device or using a suspicious machine make
sure you change your credentials right away

¥ Never share your UWO password

Gybersmart

https://cybersmart-uwo-.ca

#ProtectU ITS Helpdesic
Phone: 519 661-3800 or Ext. 83800

e p——— Webform: itshelp.uwo.ca Ask ITS: askits.uwo.ca

, f WBSIBIT§ y . Support Services Building Drop In Counter
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[F YOUR
- Turn on your /?@AD [ NG rH [ S - Never share

firewall your password

- Be sure to OCTOB@/P IS - Always update
RS " [ONAL CYBRK S

- Do not click

- Back up your S&C(//PI T Y AWA,PN@SS MON T 1 EREEEERECRE LIS

files
6 Sl
Western
x}
Who to Contact?

Follow us on...
By Phone:519 661-3800 or Ext. 83800
1 Twitter:

von o countae. R twitter.com/westernulTS

Drop In Counter

By Webform: itshelp.uwo.ca

Facebook:
Ask ITS: askits.uwo.ca www.facebook.com/westernul TS
Cybersmart Address: Remeber to #ProtectU
hitps:/lcybersmart.uwo.ca
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; )
n www.facehbook.com/westernulTS twitter.com/westernul TS

#ProtectU

- You should be careful for meeting - Protecting yourself is an important

online friends. step to protectU.

- Do not share your privacy or - If you happen to lose your device

personal information online to report that to the Campus Police.

protectU.

- If you happen to lose your cyber

- Do not share password to your smart make sure to change

friends. password right away.
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i B

October is National Cyber Security Awareness Month in N

* Do not open an email from someone you do not know
® Use hard-to-guess passwords and change them regulz
e Use anti-virus software and keep it up to date.

* Be a secure and responsible cyber citizen - stay
* Disconnect from the Internet when not in use.
* Don't share access to your computers with st

ITS Help Desk:
s, (519) 661-3800 ext. 8380
Support Services Building Drop i pa—
¥ itshelp.uwo.ca ' ﬂ
askits.uwo.ca ¥y

CYBERSMART.UWO.GA
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October is National Cyber Security Awareness Month in North America

DON'T GET

“PHISHED”

Report shady
emaills

»-\\\P,

e Don'’t give out your personal information

e Report phising emails to phishing@uwo.ca
e Don’t share your password

e Report missing devices to Campus Police
e Change your passwords if you lose your device
e Bring found lost devices to Campus Police

www.cybersmart.uwo.ca
ProtectU
Contact Info

Cy b e r S m a rt Support Services Building Drop In Counter

(519) 661-3800 or Ext. 83800

/westernul TS

ProtectU o



DON’T SPREAD
THIE DISEASE

ProtectU #ProtectU

-Protect yourself

B e Cy be rsma rt V-Report Phishing

® _Return Lost Devices

October is National Cyber Security Awareness Month
Visit https://cybersmart.uwo.ca to learn more
Need help? Contact the ITS help desk: 519 661-3800 or Ext. 83800
itshelp.uwo.ca or askits.uwo.ca
or visit Support Services Building Drop In Counter
Also visit: twitter.com/westernulTS and www.facebook.com/westernulTS




#PROTECTU

Protect Urself!  Protect WesternU!

- Report phishing emails to phishing@uwo.ca
- Bring lost devices you found to Campus Police
- Have a virus? Don't connect to UWO Network

- Delete emails from unkown senders
- Use 'Anti-Virus and 'Anti-Spyware
- Turn on your Firewall

October is National Cyber Security Month! Follow the'I.T.S. Social
Media Tag, #PROTECTU, for more CyberSmart tips! Find us on:

O e~ me GETJHELP)FROMQITS'
_n.thA ; tter.com/mesternql’!‘_Si 549]66173800](oxt/83806)
Ifacebook:com/westernul TS} Support! Servncesiﬂulldmg

- VWA % e
Webiorm.htshelp uwo.ca

(cybersmart.uwo:ca) ASK/ITS: lasKitsuwo'ca)
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October is
National Security

Awareness Month
PROPVECT:CSTOP:

Telephone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

v
f

#ProtectU

CYBERSMART.UWO.CA 108




Be CYBERSMART.

[ Ny
f ( ‘ 1) Protect your identity. ? N by
; 2) Use anti-virus software. NN
| NN
(| 3) Delete emails from unknown senders. | t}/ ‘\l\
": 4) Found a lost device? Bring it to the Campus Police. ' , N
% MW
g ) Try not to connect virus infected devices to the school D
%, ) network. AN R
Vi r Y
/ :.' 6) !héporl phishing emails to the proper channels to make | 7 ;,

( others aware.

I

“ - o |

[ " IR (00001 ..' \
OCTOBER IS NATIONAL CYBER SECURITY AWARENESS

MONTH TN NORTH AMERICA \

’s \

GETTING HELP A N\

PHONE: 519-661-3800 EXT. 83800 ? vJ o
IN PERSON: Support Services Building
Drop-In Counter
BY WEBFORM: itshelp.uwo.ca
ASK ITS: askits.uwo.ca

https://cybersmart.uwo.ca
twitter.com/westernulTS
www.facebook.com/westernulTS

§ HRCHCLETERY T iy
U f H//x
Y ! (/1 RTINS
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OCTOBER 5
NATIONAL CYBER SECRUITY AWARENESS
MONTH ' NORTH AMERICA

AR
THINK BEFORE YOU ,

3 ways fo protect your Cyber Sercurity 3 ways To profect Western's Cyber Security

-Dont take it to heart “Plock. Ceriaih sites
-Don't go on certain sites -Encourage people to think before they type/click.

. . -Have Campaigns
-Remove yourself from social media

P
It’s t

By Phone:519 661-3800 or Ext.
83800

In Person: Support Services Building
Drop In Counter

«SSTTHLHOM FA.NOA

- twitter.com/westernulTS

By Webform: itshelp.uwo.ca f www.facebook.com/we
Ask ITS: askits.uwo.ca

(#ProtectU is the

%9 #ProtectU goimiz, https://CYBERSMART.UWO.CA

camiaii)
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Contact ITS for Help

Ask ITS: askits.uwo.ca
By Webform: itshelp.uwo.ca
By Phone: 519 661 3800 or Ext. 83800

In Person:
I Report Phisi ng emails Support Services Building Drop In Center

2. Check for viruses reguarly Contact Info

3. Bring a lost deVice. www.facebook.com/westernulTS

to the Campus Police twitter.com/westernulTS
*If you happen to lose your device,
report that to the Campus Police

Cybersmart.uwo.ca
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e = l‘l 519 661-3800 OR ext. 83800 |
— ‘; R Support Services Building Drop in Counter |

@ itshelp.uwo.ca |

? askits.uwo.ca
https://cybersmart.uwo.ca

|

¥
S i s

PROTECT'YOURSELF ~




Protect YOURSELF
Protect E A C H O THER Western
Protect WESTERN

October is National Cyber Security Awareness Month in North America!

_p—
e

Protect yourself:

1. Don’t share your passwords with
pthers.

2. Be careful when meeting online
friends.

3. Don’t trade personal information
for freebies.

Protect Western:
1. Report phished emails.

2. Turn in lost devices.

3. Protect yourself.

#Cybersmart #ProtectU acyber safety initiative at Western University

To contact ITS help desk:
By phone: 519-661-3800 or Ext. 83800 By Webform: itshelp.uwo.ca 88 Twitter: twitter.com/westernulTS Woestern’s Cybersmart Address:
In person: Support Services Building Drop In Centre Ask ITS: askits.uwo.ca £ Facebook: www.facebook.com/westernulTS  http://cybersmart.uwo.ca



3 #ProtectU @ UWO

Did you know?

More than 600,000
Facebook accounts
are compromised
every day!

Learn how to be Cybersmart at
www.cybersmart.uwo.ca

f IwesternulTS @westernulTS ,

How to get help from the ITS Help Desk

_~_ Support Services Building itshelp.uwo.ca
@ askits.uwo.ca

[l Drop in Counter
(519) 661-3800 or ext.83800
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October is National Cyber Security Awareness Month

Be CYBERSMART! visit www.cybersmart.uwo.ca

Lock your devices!

Never share
your password!

Be aware of
your webcam!

Let ITS Help You!

(519) 661-3800
Ext. 63800

Support Services
Drop In Counter

itshelp.Lwo.ca
askits.uwo.ca

userNAME: [N
passworD: NG
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*f'i"’ft?CtU #CyberSmart

at Western University

You are not alone

when you share your personal

information online

It's like letting others B
seeyou NAKED o

Western is proud to recognize October as National Cyber Security Awareness Month

When you are facing privacy risk

online and other common threats

You are not alone -
[ —

> use an antivirus software
» remember to logout before you close the window
> be aware of your own privacy every time you enter a new website

» connect ITS at western if you find a losing device
> do not connect a device which has virus on it with university nework
> connect ITS at western if you received a fishing email so that we can post them to make other aware

» Western's Cybersmart Address: hitps://cybersmart.uwo.ca

> By Phone:519 661-3800 or Ext. 83800

> In Person: Support Services Building Drop In Counter
> By Webform: itshelp.uwo.ca

> Ask ITS: askits.uwo.ca

. twitter.com/westernulTS f www.facebook.com/westernulTS
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PROTECT YOURSELF, BE CYBERSMART

Resources

By Phone - 519 661-3800 or Ext. 83800
In Person - Support Services Building Drop In Counter
By Webform - itshelp.uwo.ca
Ask ITS - askits.uwo.ca

Did you know? Safety Tips

1. NEVER SHARE YOUR
October is National Cyber PASSWORDS

Security Awareness Month in 2. REPORT PHISHING E-MAILS

North A ; 3. PASSWORD PROTECT ALL
or merica DEVICES

B itargomitamare. . HPTOIGGHU
CYBERSMART.UWO.CA
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ecurity Awareness Month

; Passwords

Blogging
yberstalking :

IM's

Phising

Contact Infomation:
Thwitter: twitter.com/westernul TS
Facebook: www.facebook.com/westernul TS

ITS HELP DESK
By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
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| Bctober | National Cyber Security Month #Protectl

I8 tyitter.con/westernulls
n ww, facebook. com/westernulTs

http://cybersmart.uwo.ca

Contact Us

) Support Services
e Building Drop in Counter

l(epp Vourldentityasecrel ..

Ext: 83800
emr:‘-an A\

Ask ITS: askits.uwo.ca
itshelp.uwo.ca

Pretect Western's Cyher Security

- Be aware of viruses and potential threats
— Return lost devices to the campus police
— Report phising emails

Pretect Your Security - Protectl

— Don’t share passwords

— Know the terms and policy of the services
- Review your internet contacts




ProtectU

IMSHelpiBeslk:
9-66 'oo@;{g

1. Use different passwords for different accounts T - == /s _mg;

2. Log off when not in use
3. Change your password fi

dis

G
Wi

#ProtectU

October is National Cyber Security Awareness Month

e



HOW
TO GET HELP FROM ITS HELP DESK

-By P ;

. ’nyP ef:;)r;ﬁ. (5519)-661-3800 or Ext. 83800

: : Support Services Buil i

: §§’¥Vebform: itshelp.uwo.ca i
ITS: askits.uwo.ca '

' Use #ProtectU

R CYBER SECURITY

TO PROTECT YOU
- Keep your pnvate mformatlon private

VDon’t fall for pop-ups

- Routmely change passwords
TO PROTECT UWO’S CYBER SECURITY

Report phlshmg emalls

ost devices to Campus Police

- Bring |
. protect Western by protectmg yourself

ONLINE lNFORMATIﬁQNV B

@ https llcybersmart.uwo .ca

n WWW. facebook comtwesternulTS

| www.twitter.comlwesternulTS




BE A CYBERSUPERHERO

Join Western University and North America
this October for National Cyber Security Awareness Month

“ProtectU”
Understand the risks.

The more individuals protect themselves
the more the Western community
as a whole is protected.

“ProtectU” is an important
step to protecting Western.

We are all one connected community.
If your machine gets viruses
on it and you connect it to

our network, it could spread.

Report phishing emails (phishing@uwo.ca)
Report lost devices to the Campus Police

Join the conversation
with the social media tag

8 #ProtectU
Need help? Contact the ITS help desk:

By phone: 519 661-3800 or Ext 83800 cybersmart.uwo.ca
In person: Support Services Building Drop In Counter Twitter: twitter.com/westernulTS

By webform: itshelp.uwo.ca Facebook: www.facebook.com/westernulTS

Ask ITS: askits.uwo.ca
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PROTECTU

Western is proud to recognize October as National Cyber Safety Awareness Month
https://cybersmart.uwo.ca

Protecting yourself is an important step to protecting Western. As one of our new
round of posters says, we are all one connected community. If your machine gets
viruses on it and you connect it to our network, it could spread. If your email gets
phished, then they can use a UWO account to send other phishing emails to more
UWO accounts. People are more likely to click something if it came from a UWO

account #protectu #cybersafety

Other things that help protect the community are simple things like reporting phishing
emails to the proper channels so that we can post them to make other aware (phish-
ing@uwo.ca), if you find a lost device bring it in to the Campus Police, if you happen to
lose your device report that to the Campus Police and make sure to change your pass-
word right away so that nobody else who has the device can use your credentials if
they have been cached.

We aren't expecting anybody to go out
forming some sort of community watch
task force for Western, the more indi-
viduals protect themselves the more
the Western community as a whole is
protected.

Keep your password to yourself

Don't give out personal information

Think before you post




ProtectU

How to ProtectU by Being Cybersmart
Help Support October’s Very Own National Cyber Security Awarness Month

Don’t Share Passwords

Always be aware of what you are downloading
Watch out for viruses

Always be aware of who can access your information
Be careful using western email on dangerous sites
Return lost devices to Campus Police

Report phished emails

£ westrenulTS | cybersmart.uwo.ca | ITS Help: (519)661-3800, itshelp.uwo.ca | askits.uwo.ca




B

and during National Cyber Security Awarness
? month for all of October using these tips! G
ProtectU Protect Western

You never know who's
on the other side of the
screen.

Visit: https://cubersmart.uwo.ca

#PROTECTU on social media to spread awareness on cybersafety

B




ARENUL LLM\LLI Bl

OCTOBER IS NATIONAL CYBER #PROTECTU
SECURITY AWARENESS MONTH!

TS help desk: ~
: sesormnor e s (A @westernulls
Support Services Building Drop In Counter =555

ishepumocs www.facebook.com/
i westernulTS

Western's Cybersmart Address: https://cybersmart.uwo.ca




ProtectU

Cybersmart
.m( \;M

IFR s
m‘«m P\ 'L Mm,
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anun i DAL S
STERION

National Cyber Security
Awareness Month in

North America — {8 u“mmmm'

October L D
e : " ~ » Have secure passwords

" o Ensure the computer that used to login
OWL is security and checked by anti-virus
* Don't link into unsafe webpages when using
" UWO WIFI
* Ensure assignments are safe before submitted by
using updated antivirus software

twitter.com/westernul TS
f www.facebook.com/westemul TS d
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I5 CYBER SECURITY AWARENESS

PROTECTU BY SCANNING FOR

DONOT YOUR |
FILES USING TRUECRYPT 3

REMEMBER PHISHING
RETURN  DEVICES TO
WESTERN BY

LEIEUSTBRIGHITEN

#CYBERSMART
CYBERSMART.UWO.CA =

PHONE:519 661-3800 | INPERSON: SUPPORT SERVICES BUILDING | WEB: ITSHELP.UWO.CA | ASKIT: ASKITS.UWO.CA
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#ProtectU

" The social media tag
for the awareness campalgn

99 R e ste g

Protect Western’ s cyber security ! Protect you

F security !

i) Use'YoUr-UWO Erﬁail Account To ® Keep' . Information

Conduct UmverStty Business : Priva
® Report Phishing Emails To The Proper  ®Rol ,
Channels (phtshlng@uwo ca) : 4 ong

'f‘.:u‘ Passwords And

)f Your Firewall

° Never Share Your UWO Ematl Passwords ° N *.,
. Wlth Others

s Month in North America*

Phone 519 661-3800 d¥
erson: Support Servi
Webform: itshelp.u
Ask ITS: askits.uwo.ca

,i

Contact Information:

Twitter: twitter.com/wes
Facebook: www. faccboo ; om/wes

Western's Cybersmart Address: . ] e : ,I t §
L5 ‘f" &
ntep S://Cybersmart
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BE A CYBER CAPTAIN
PROTECT YOURSELF AND OUR COMMUNITY

Protect your cyber security:

.Use anti-virus software
.Make your password long and strong
.Delete emails from unknown senders

Protect Western’s cyber security:

.Protect yourself, we are all one community
PROTECTU ishing emai

.Report phishing emails to the proper channels
.Get expert (ITS) help

By Phone:519 661-3800 or Ext. 83800

In"Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

#Protect U

o 1 twitter_.com/westernuiTS

Western is proud to October as National Cyber Security Awareness Month S www_facebook.com/westernulTS

CYBERSMART.UWO.CA

Western
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NATIONAL CYBER SECURITY
AWARENESS MONTH

Cybersmart ProtectU

é REPORT PHISHED EMAILS

SSSSSSSS

PASSW . RD

=

— V'l
ll
14 L

250436778

X4

V4

7/
(416) 555-4376
, )
- (d
*-o 2
b r

#ProtectU
. @westernulTS

f ITS - Western University 131

Support Services Building
P; (519) 661-3800, ext. 83800

Web: itshelp.uwo.ca
OR visit cybersmart.uwo.ca

Ask: askits.uwo.ca




#Pratact U
QN? CQubarSrnart

Lending Your NetFlix Username
and Passwaord May Result in

N FESTRALYI N

A N ﬂ Do Not
_ Share

Keep UWO Unknown

Mail away » - - Files with
from \ Classmates
phishing |

Do Not DENRENGENRS] Hews

Meet By Phone: 519 661-3800
or Ext. 83800

Online Y@M[r @\@@@Mﬂ&ggg In Person: Support Ser-

Friends vices Building Drop In
A Counter
n Campus By Webfoam: it-

shelp.uwo.ca
Ask ITS: askits.uwo.ca

Westerm's CyberSmart: https://cybersmart.uwo.ca

’ﬁvﬁ%@wom/wegﬁmmﬁg f www.facebook.com /westernulTs
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#PROTECTU CYBERSMART

OCTOBER
NATIONAL CYBER SECURITY AWARENESS MONTH
IN NORTH AMERICA
To Prorscr YOUR Crim Secury To Prorect WESTERN’S Cyen
1. Do not browse risky website Securrry
2. Do not download risky F2££D0 1. Never get your machine
Zonl\ganrzts Izr;c! files. THROUGH connectd to UWO account

; in your when it gets virus
personal accountinan INTEENET ZDomthjtsivulgeyour
unfamiliar condition

Get Help From TS Help Desk:

By Phone:519661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
ByWebform:itshelpuwo.ca



AWARE. BE SECURE.

VIRUSES s e VIRUSES
risk ‘ ey
SPAM

phishing

phishing
ADWARE  co i

mfidentiality

T LS e S

PRIVACY

firewalls SECUR‘TY’
IDENTITY

remol
antivirus

remote servers
SCAMS

Sm mE

PREDATORS

cyberstalking
ATTACKS
threats

hitt BT UHEX OR TOBRY ABEBNNC BIH NN
-G M Y TTe M U S T OTERSE SN

threats

BE CYBER SMART.

How to Protect your Cyber Security:
1. Strong passwords
2. Install the latest updates
3. Secure your computer with antivirus

How to Protect Cyber Security at Western:
1. Back up your files
2. Protect your identity
3. Surf the web safely

October is National Cyber Security Awareness Month
Use #ProtectU to spread awareness about this campaign

How To Get Help: For More Information Visit:
Phone: (519) 661-3800 or EXT. 83800 http://cybersmart.uwo.ca
In Person: Support Services Building Or Follow us on Social Media:
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca . . WesternulTS




Using anti-virus software

Making your passwords harder to guess

Reporting punished emails

Changing password frequently

Never open attachments from people you don’t knoi
Lose your device? Reporting to the Campus Police

October

bbbl bl OIS

NEED HELP ?

P ‘
Enhancing online safety
#ProtectU
Protecting you and
Western University
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