


PRACTICE
SAFE

URFING

B|E
PROTECT PROTECT
CYBER |SMART
YOURSELF = > WESTERNU
Never share your passwords Report cyber bullies
Think before posting anything online Report phishing emails
Don't meet online strangers in person Return lost devices to Campus Police

October is National Cyber Secrurity Awareness Month in North America https://cybersmart.uwo.ca
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What Can Do

KEEP YOUR SYSTEM UP
USE ANTI-VIRUS SOF TWARE
DO NOT INSTALL UNTRUS

AWARENESS

Visitus at: Protect yourself.

https://cybersmart.uwo.ca M“HE I“F“
| |

n Ask ITS: askits.uwo.ca
www.facebook.com/westernulTS By Webform: itshelp.uwo.ca

By Phone: 519 661-3800 or Ext. 83800
, twitter.com/westernulTS In Person: Support Services Building Drop in Counter
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Protect Yourself ! E

Protect Western ! |: ¥
<p> e

Do not open suspicious links <p>

-Change your passwords routinely} -Viruses can spread from your
-Keep your information private computer to Western’s network
</p> -Report phishing attacks!
p— -Return devices to Campus Police

October is National
Cyber Security
Awareness Month in
North America!

b Protect U\ '

The official Western guide to being Cybersmart '

i

Contact Us

£10.661-3800 or . 83800

| Sulpport Serv‘ices Building
Drop In Counter

Wanrarm

itéhelp.uwo.ca

askits.uwo.ca

#ProtectU
twitter.com/
Weste™

www.facebook.com/

_|m| X



CYBER SAFETY

R EPORT PHISHING EMAILS TO PHISHING@UWO.CcA
RETURN LOST DEVICES TO CAMPUS POLICE
CHANGE ALL PASSWORDS IF DEVICE IS LOST

Get Help from ITS

{519) 661-3800 ext.83800, Support Services Building drop-in counter, its.uwo.ca,
askits.uwo.ca, twitter. com/westernulTS, facebook.com/westernulTS



sE CYBERSMART

Know the basics: October is N yber Safey Awareness Month

ProtectU Protect WesternU

Protect your passyvord Report phishing emials

Report cyber bullies Return lost device

Do not share personal info to campus plice
Change passwords if

your device is stolen

"
<7

(519) 661 3800 ext: 83800
itshelp.uwo.ca
askits.uwo.ca

Support Services Drop in Counter

#protectU #protectU
www.facebook.com/westernulTS twitter.com/westernulTS

https://cybersmart.uwo.ca




Protect Yourself (#ProtectU):

- Frequently change your passwords

- Do NOT disclose your personal information
over the internet

- Do NOT download content from fake websites
or through pop-up ads.

Protect Western (also #ProtectU !):

- Report any suspicious spam accounts to ITS | &
- Do NOT share your UWO credentials with others “
9

- Do NOT reply to phishing emails.
("7

ITS is also here to #ProtectU:

Who By Phone: 519-661-3800 or Ext 8300
ya In Person: Support Services Building Drop In Counter
£0 n;’n g By webform: itshelp.uwo.ca
call Ask ITS: askits.uwo.ca
f www.facebook.com/westernulTS

® www.twitter.com/westernulTS

Western

WWW.CYBERSAFETY.UWO.CA



People don’t need superpowers
to steal your idenity

October is National Cyber Security Awareness Month

Be Cybersmart
-download antivirus software
-run scans on your computer regularly
-be suspicious when sites ask for information

Join the ProtectU community
-report phising emails
-bring lost devices to campus police
-report your lost devices to campus police

cybersmart.uwo.ca

RE COMPUTING + SECURE EMAIL v HELP AND GUIDANCE v GLOSSARY TITLE TEST

v‘ SHARE. PROTECT NEED HELP WITH

BE AWARE OF
PRIVACY RISK

#ProtectU A cyber safety initiative at Western University

L) A\

estern §g

n www.facebook.com/westernulTS twitter.com/westernulTS

4
Western IT:  Drop-in counter at Support Services (519) 661 -3800 ext. 83800
Webform: itshelp.uwo.ca Ask ITS: askits.uwo.ca



CyberSmart
#ProtectU

Protect Yourself Protect Western

- Don’t Share Your - Report Cyber
Passwords Bullying

- Report Phishing - Be Cautious of
Emails The Information

You Give out

- Don’t Download
anything your - Install Anti-Virus
unware of Software

* October is the National Cyber Security Awereness
Month in North America

Our Website: https://cybersmart.uwo.ca
Conact us:

Telephone: (519)-661-3800 or Ext. 83800

In Person Support: Support Services Building Drop in Centre
By web: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Twitter: www twitter.com/westernul TS 9 f‘?‘.
Facebook: www facebook .com/westernulTS

10



Don't get
caughtin the
web, get
cybersmart

In North America, October is National Cyber
Security Awareness Month. Learn how to
ProtectU

. ByWebform: itshelp.uwo.com
Contact ITS: Ask ITS: askits.uwo.ca

twitter.com/westernulTS

-update programs
regulary

-use an anti-virus
-don't torrent
-change your
password

-return lost devices
-report phishing

#ProtectU

In Person: Support Services Building Drop In Counter
By Phone: 519 661-3800 (Ext. 83800)

cybersmart.uwo.ca

facebook.com/westernulTS



twitter.com/westernulTS #ProtectU http://cybersmart.uwo.ca

ﬂ facebook.com/westernulTS

-519 661-3800
ext. 83800
-Support Services
Drop In Counter
-itshelp.uwo.ca
-askits.uwo.ca

October is

in North America

-your password is a secret!

=change your password often
-avoid virus-causing websites

Protect UWO...

-report lost devices
-report phishing emails
-protecting yourself protects UWO



Web security:

PROTECT YOUR LIFE.
PROTECT YOUR SECURITY. October is National Cyber
#PROTECTU @[ Month in North America

- Keep your computer updated

»/:fv —

- Install anti virus software g -

_ Lock your computer \You wouldn’t go outslde; “
: . and leave your door
_ wide open... |

For more cybersmart tips visit: https.//cybersmart.uwo.ca v




(a3 twitter.com /westernulTs3
You’re prObably already www.facebook.com /westernulITS f

GET #ProtectU Trending on Social Media

but are you

CYBERSMART?

As October is the National Cyber Security Awareness Monti
in North America, Western's I'TS department is campaigning
this month to increase Cyber Safety. Join us on social media
with #Protectl to show us how you're protecting your devices

By Phone:519 661 3800 or Ext 83800

a firewall In Person: Support Services Building
an updated antivirus software Drop In Counter
Western WiFi on campus By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

» EPORT phishing emails
. ETURN lost devices to Campus Police
ESET all passwords after finding your lost device

Western's Cybersmart Address https //cybersmart.uwo.ca
ostern

14



North America’s National Cyber Security Awareness Month Is

'
) E—y

B @@

Protecting Western's Cyber Security Protecting Your Own Cyber Security
Avoid illegal torrenting Do no release personal information

67 Gy O e s logout of public computers

Notify ITS if there’s a potential threat :
Continually Update all

By Phone: 519 661-3800 or Ext. 83800 software like anti-viruses
Go to Support Services Building Drop in Counter
) Online:  itshelp.uwo.ca or askits.uwo.ca

¥ ProtectU e Cybersmart
-

f> cybersmart.uwo.ca

g
oA

r-3

" @westernulTS

@eumirs #Pprotecty




You wouldn’t give someone your wallet.
Don’t give them your passwords.

Protect yourself and the
Western Community online. #protectU

October is National Cyber Security Awareness Month.
Be safe. Be Cybersmart.

Ways to protect yourself: #protectU
- Don’t give out your passwords

- Make sure you log out of public computers

- Don’t download things you aren’t familiar with

Ways to protect Western: #protectU
- Report phishing emails

- Don’t download personal items on school computers

- Tell your friends about being Cybersmart




Smart. Browse Safe

Glplies carnUniversity, Western

Protect Yourself Protect Others

Do not connect to UWO
1 servers when you have a
VITuS.

2 Remember: Nothing gets qf‘/ 2 Report phishing emails
erased from the internet. to phishing@uwo.ca.

1 Report Cyber Bullying.

3 Change vour passwords 3 Protect yourself first to
if you lose a device. protect the community.

October i1s National Cyber Security Awareness Month Contact Western’s ITS for help: https://cybersmart.uwo.ca
in North America. Phone: 519 661-3800 or Ext. 83800
- twitter. com/westernul TS

Join the movement with the hashtag: In Person at: Support Services Building
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca f www. facebook. com/westernul TS

— ‘ 17



YOU woulon't let just
anyone into your house..

So why teke chances online?

: - . #ProtectU
MOV

Personal

= Creste strong = \ever share access
passworgs to your account

@ Never download fles = Report all suspicious
from an untrusted emais to ITS help desk
location = \/Iake sure to connect

§= AlWways have a working to uwosecure-v2 on
anti-virus program campus

Fecebook: fecebookcom/westernuiTS
Twitter: twitter.com/westernuiTS

cybersmaertuwocs (519) 6613800 Ext. 83800

18



g protect your cyber security W - 7 protect Western's cyber security

1) Don't reveal personal details to 1) Implementing strong passwords
strangers or just-met "friends". is the easiest thing you can do to
strengthen western’s security.

2) Turn on cookie notices in your
Web browser, and/or use cookie
management software or infomediaries.

2) Restrict software and set up administrative
rights so that nothing can beinstalled on
western’s computers without authorization.

~mpBEenrooc<

3) Realize you may be monitored at work, 3) Making sure your computer is
avoid sending highlypersonal e-mail to "properly patched and updated"
mailing lists, and keep sensitive files is a necessary step towards
on your home computer. being fully protected.
For more information go to: https://cybersmart.uwo.ca
E ITS help desk:
s Ask ITS: askits.uwo.ca g
: Webform: itshelp.uwo.ca <
X Phone: 519 661-3800 or Ext. 83800 LG
e In Person: Support Services Building Drop In Counter PrOtCCtU



Don’t get baited...

(r ) )

Put a stop to online

phlshlng attempts

October is National Cyber Security Awareness
w Month in North America
o

Western  Be Cybersmart & ProtectU this school year!
Protect Yourself Protect Your School
1) Don’t share your password 1) Report phishing attempts to ITS
2) Check your privacy settings on 2) Don’t give out email to
social media untrustworthy sources
3) Only shop online at trusted 3) Keep your school email secure
websites 4) Return lost devices to lost and
4) Only open email from known found
senders

Contact ITS:
In Person: Support Services Building, , n

Drop In Counter
By Phone: 519-661-3800 or EXT. 83800 #ProtectU
By Webform: itshelp.uwo.ca twitter.com/westernulTS
Ask ITS: askits.uwo.ca facebook.com/westernulTS




BE CYBERSMART!

October is National Cyber Security Awareness Month
Take precautions to protect yourselves and
Western’s cyber security

Ensure your computer has
anti-virus software

| PassWORD
| PROTECTED )

12AF

5

‘Dont Share your password
and protect your identity

Make sure your computer is
up to date '

Protect Western
-browse safely
-report lost devices

visit hhtp/CybDersmart. uwo.ca

or contact the ITS help desk via:

phone (519) 661 3800 or EXT.83800 . Facebook: www .facebook.com/westernul TS
in person: support services building drop in counter

by webform: itshelp.uwo.ca

azk ITS: askits_uwg ca . twitter: twitter.com/westernul TS




r Security Awareness Month in North America

art Address: https://cybersmart.uwo.ca

s

i

#ProtectU in Social Media

T: twitter.com/westernulTS

Protect U: F: www.facebook.com/westenul TS Protect Western:
* Create strong passwords * Report lost devices to Campus Police
* Never post confidential information on the internet *Report phishing emails to phishing@uwo.ca
* Download a strong antivirus system * Ensure your computer is virus free before
N connecting to Western networks




#PROTECTU

by being
C VVDLDCAAADT

October is National Cyber Security Awareness Month
in North America

PROTECT YOUR CYBER SECURITY

= don’t share your password
= learn about your security settings
on social media
= only use your credit card
on secure websites

PROTECT WESTERN’S CYBER SECURITY

= get rid of viruses on your machine
so they do not spread in our network
= bring/report lost devices to the Campus Police
= report phishing emails to phishing@uwo.ca

=

https:/ /cybersmart.uwo.ca

ITS is here to help! y @westernulTS
© Phone: 519 661-3800 or Ext. 83800

@ |n Person: Support Services Building Drop In Counter
= By Webform: itshelp.uwo.ca

o Ask ITS: askits.uwo.ca

f westernulTS



OCTOBER IS CYBERSMART AWENESS MONTH

o

#ProtectU A Cyber saftey initative at

Protect U Protect '

-Don’t use the same password for everything -Turn In loss devices
-Update Anti-Virus regularly -Report cyber-bullying
-Use trsted websites -If you have a virus, dont connect to Western

B tacebook com/westernulTS PROTECT YOURSELF
Visit: http:/cybersmart.uwo/
. twitter.com/westernulTS to learn more!




Protect yourself. Be CyberSmart

October is national security awareness month

Protect yourself Protect Western

Never Share Your Password Report Phishing
Keep your privacy private To prevent false emails from
getting your infomation
Use 2 Step Verification
Even having a strong password Report Missing/Found Devices
does not completely protect Call the Service Desk and
you. Two-factor authentication inform them of your situation
solves this problem.
Use an Antivirus Software
Use Common Sense If your machine gets viruses
Always think before you on it and you connect it to
post something our network, it could spread.

#Protectl

For More Information

https://cybersmart.uwo.ca

ITS Help Desk:

(519) 661-3800 | Ext. 83800

In Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

n /westernulTS /westernulTS

25



#ProtectU Yourself;,f

L. Have a Strong Password

2- Report Cyber Bullies

3. Don*t Share your Personal Info!

#ProtectU Uestern?

1. We are one community. Protect
everyone else by protectng yourself

2. Report phishing to phishingaduwo-.ca
to ensure no one else gets phished

3. If you lose your device. be sure to
take appropriate measures to protect
your credentials

L e
[ .‘ o
G
N

ey

OCTOBER IS NATOINAL o '
CYBER SECURITY AWARENESS MONTH CONTACT US AT: clowts O
BY PHONE: 519-661-3800 W twitter.com/westernulTS
VISIT: OR EXT- 83800 e
https://cybersmart.uwo.ca QR w rersaon @ supporT services f W EacabboK.coln/WesteraalTS
BUILDING (DROP IN COUNTER)
#OR ORE INFO, BY WEBFORM @ ITSHELP-UWO-CA

ASK ITS: ASKITS-VWO-C

26



Being cybersmart is key

October is National Cyber Security Awareness Month in North America

Protect You: Protect University:

8 Don’t write down passwords & Don’t open unfamiliar emails
aw’tyvemwmdmh ﬂwt”“m

@ Don’t leave your computer open @ Do bring lost devices to Campus Police

??????????

Find out more:

Phone (519) 661-3800

Person Support Services Building (Drop-in counter)

Web itshelp.uwo.ca askiTS askits.uwo.ca
twitter.com/westernulTS facebook.com/westernulTS$S




TROJAN

..Don’t Spread the
Virus

#ProtectU

Western University’s Internet Safety Initiative

® Do not connect a machine with a virus (Trojans) to the UWO network
W Be aware of phished emails

W Report phished emails and bring lost devices to the campus police

6 pum

4

October is National Cyber Security Awareness Month in North America, #BeCybersmart

28



KEEP YOURSELF SAFE #PROTECTU

3 Ways to Stay Safe:

Still unsure?

Visit http://cybersmart.uwo.ca for more information

October is National Cyber Security Awareness
Month in North America
Follow on Social Media with
the hashtag #ProtectU for
further information

Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS

CYBERSMART.UWO.CA

KEEP YOUR SCHOOL SAFE AND
BE CYBERSMART

3 Ways to Protect Western’s Cyber Security:

Be Conscious

-> Ifyour machine has a virus do NOT connect
to Western’s network
Report Issues when
Found

-> Help stop phishing
emails when found by

Help
By Phone:

reporting them In Person:

Take advantage of

Campus Police

-> Ifyou find a lost By Webform:

phone or lose your

phone, go to Campus B4 € HEF M

Police

29



In October

for Cyber Security Awareness Month

BE CYBERSMART
| |

Twitter: twitter.com/westernul TS
Facebook: www.facebook.com/westernulTS

Get help from ITS help desk:

Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop in Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

30



Protect yourself by securing your
computer with anti-virus, anti-spyware
and anti-melware. Pay attention to the
risks of email, social media and online.
Lastly, your username and password
belong to you... and only you!

Get help from the ITS help desk:

By Phone: (519) 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

ARE YOU BEIHG
CYBERSMARTY

S

October is National Cyber Security Awareness Month in North America

#PROTECTU

ProtectU is a cyber safety initiative at Western University

CYBERSHART .UWO .CA

Protect Western’s cyber security by
knowing the Terms & Private Policy of
any service you use.Be good online...
just as you are off. And of course,
report any cyberbullying!

www.twitter.com/westernulTS
. www.facebook.com/westernulTS




PROTECT WESTERN

1. DON'T SHARE PERSONAL
WESTERN INFORMATION
|OUS EMAILS

szélg‘grvgg{(gﬁ?‘l’t‘:ﬂo ACCOUNT PROTECT YOURSELF

3. ENSURE CONNECTIONS ARE
SECURE W"F,}‘Es““‘"‘; THE 1. USE ANTI VIRUS SOFTWARE!

B
2. IGNORE RANDOM POPUPS. THEY
ARE OFTEN SCAMS

. DON'T STORE SENSITIVE DATA
¢ gugi AS CREDIT CARD INFO
ONLINE

TROUBLE?
CONTACT IT HELP DESK:
By Phone: 519 661-3800 Ext. 83800

In Person: S i i
By Webiurmt‘rtg:::z::::: Psling rvp e S #CY B E RS M ART

Ask ITS: askits.uwo.ca

L FOR MORE .
NS i HTTPS//CYBERSMART.UWO.CA

32



October is
National
Cyber Security

#ProtectU %@

http://cybersmart.uwo.ca
Twitter: twitter.com/westernul TS
Facebook: www.facebook.com/westernul TS

ONCE ITS ONLINE YOU CAN'T TAKE IT BACK...
Be Cybersmart

CYBER SECURITY TIPS
Protecting Western: Protecting You:

- Use anti-virus software - Use Laptop Locks
- Report phishing emails using phishing@uwo.ca - Do not share your passwords
- Change online passwords if a device is lost - Be cautious when opening unknown links

W
W




*ProtectU
Are you Cybersmart?
3 Ways to Stay Safe Online:
1. Install Anti-Virus Software to protect your device
2. Regularily change passwords to avoid being hacked. -
3. Avoid giving out personal information to people and websites =, | e
) 7
For more Information visit: https://cybersmart.uwo.ca S O i \< 74

3

3 Ways to Protect your Community:

1. Report phishing websites to phishing@uwo.ca

2. Do not send emails using UWO account if infected with a virus.
3. Report any lost electronic devices to Campus Police.

&

&\&:f '

DAY

7.

Get Connected On Campus Assistance- ITS Help Desk
Follow on Twitter and Facebook: Use the Hashtag #"rotect!) Phone: 519 661 3800 ext. (83800)

Stay connected with the Western Community during Webform: itshelp.uwo.ca

Cyber Awareness Month (October) North America. In Person/(Drop in counter): Support Services Building

Ask ITS: askits.uwo.ca
Twitter: twitter.com/westernulTS [3

Facebook: www.facebook.com/westernulTS | §




October is National
Cyber Security
IMonth

Help Western ProtectU
by being Cybersmart

Get in the know: cybersmart.uwo.ca

= itshelp.uwo.ca . @westernulTS
g askits.uwo.ca #ProtectU

519 661-3800 /westernulTS
Ext. 83800 #ProtectU

ITS Drop-in Counter Located in the Support Services Building

What are you doing

about it?

Always make sure your passwords
contain letters, numbers, and capitals

Never download media from
untrusted sources

" Don'’t click on unknown links;

You never know where they could lead

Report suspicious emails immediately;
Especially if they were sent to
your UWO account!

Keep a password on all of your devices;
If they are stolen, your private info
will be harder to get to

Keep Western safe by
keeping yourself safe!

35



OCTOBER is National Cyber Security Awareness Month

Western's Cybersmart Address: htips://cybersmart.uwo.ca

Protect U:

1. Keep yout passwords secure
2. Use a safe network

3. Backup your important files

Tips to
Protect

Protect Western:

Yourself 1. Return lost devices to the Campus Police
2. Report phishing emails
& 3. Respect Western’s personal privacy

Western

Contact the ITS Help Desk
Phone: 519-661-380
In Person: Support Services Building Drop In Counter
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

#Protectl

A cyber safety initiative at Western University

@westernulTS westernulTS




OCTOBER 2015: NATIONAL CYBER SECURITY AWARENESS
MONTH IN NORTH AMERICA

lHAll. FRON PRETENDER?

TIPS TO ProrictV

PROTECT WisrirnU

NEED HELP?
R ;D ote ctU

CYBERSMART.UWO.CA

twitter.com/westernulTS facebook.com/westernulTS




Social Media:
#ProtectU

cybersmart.uwo.ca

gwesternulTS
n /westernulTS

PROTECT WESTERNU

PROTECT WESTERNU

Repert phishing emails to
the proper channels sc
others will be aware.

Protect yourself to protect
Western. After all, we are
one connected community

PROTECT WESTERNU

PROTECTU

If you lose a device, report it
tc campus police
immediately

Routinely change your
password to make
them strong

Need Help?
Contact the ITS

help desk!

By Phone:
519 661-3800 or Ext. 83800

In Person:
PROTECT U Sipport Services Building
Drop in Center

By Webform:
itshelp.uwo.ca

Ask ITS:
askits.uwo.ca

Keep private information
private.
PROTECTU

01101010
10101010
10101110

10110
1

Encrypt your files




#ProtectQ

Y P
ot B ) [ Pt

5 ways to be cybersmart

1@/
) Vi
1. Don't share yogr passwords s Questions? Contact us at:
2. Turn on your firewall 577 Phone: 519-6613800
3. Use anti-virus software g4 ™ Person: Support Services
Building Drop in
Sl ; . ‘ Center
4 -mw By webform: itshelp.uwo.ca
y Ask ITS: askits.uwo.ca
#ProtectU to protect Western ™

§ 1. Protect your devices &
/ emails from viruses. Viruses
:g can spread quickly
7 2. Report phishing emails to
’ phishing@uwo.ca!

- 3. Report lost device to

- Campus Police & change any

saved passwords right away!

f www.facebook.com/westernuITS share with us your
ideas with #ProtectU

www.twitter.com/westernulTS

CYBERSMART.UWO.CA

39



IT'S OCTOBER: National Cyber Security Awareness Month

TAKE PRECAUTION

Keep your private info PRIVATE

Routinely change your passwords and make them strong
Encrypt your data and secure your hardrive

Report phishing emails phishing@uwo.ca

The Intlerngt
is |

writtenyi
| = B

e

n
t =

.
]

NOT penvc_:i;l‘
g

[

5E_f,f',j/ westernuits f /westernuits
CYBERSMART.UWO.CA

Support Services Building Drop-In Center
askits.uwo.ca/itshelp.uwo.ca
519 661-3800/ext.83800

40



A BRD CONNELCTION CAN HARM THE WHOLE NETWORK

PROTECTU TIPS:

/D0 NOT POST INFORMATION THRT ONLY YOUR
FAMILY SHOULD KNOL.

/B0 NOT OPEN OR VISIT LINKS THRT SEER TOO
GOCD TO BE TRUE.

/USE R STRONG MIX OF CHARACTERS FOR YOUR

PRSSWORD AND DO NOT LSE THE SAME PRSSWORD
FOR MULTIPLE SITES.

W FOR CYBER SAFE INFO VISIT: HTTPS://CYBERSMART.LUWO.CA
Q  SUPPORT SERUVICES BUILDING DROP I COUNTER () ITSHELP.UWO.CA IN SUPPORT OF OCTOBER: © userus w
© 59 661-3800 OR EXT. B3800 RSKITS LWO.LCA CYBER SECURITY RWARENESS MONTH #proTECTU




Cybersmart a

| 1AM C

Western is here tol Brotectll

Protecting Yourself:

1. Use strong passwords for ac-
counts with uppercase flower-
case letters, numbers, and/or
symbols.

2. Exclude personal information
on social media profiles.

3. Always activate 2 firewall or
other antivirus softwares.

Protecting Western:

1. Refrain from connecting to
Western’s network if your ma-
chine is infected with malware.

2. Report all phishing email
accounts to phishing@uwo.ca.

3. Report to the Campus Police
with any misplaced machines
that may contain cached login
information

42



Know The Risks

Onitor Your Online Presep
Ce
MAKE WESTERN A CYBER SMART CAMPUS!

CONTACT Us:

519 661-3800 or Ext. 83800

Support Services Buildmg Bppln Counter
itshelp.uwo.ca

askits.uwo.ca

|

Cyber Security Awarness Month- October

43



B
ANYONE CAN BE CYBERSMART

North American
National Cyber Secutity
Awareness Month

WAYS TO PROTECTU
- Protecting yourself =

1.| Keep your password :
fo yourself Repari psiiog
Always Tog ouf before phishing@uwo.ca

- Lost electronic devices can

walking away.
be given to Campus Police.

3] Trust no one but
yourself




Be Aware | Be CYBERSMART | #PROTECTU

Nafional Cyber Security
AWARENESS MONTH

Passwords are private...
Technology is growing...
Privacy Risk is increasing...
Threats are coming...
Let us help you.

(519) 661-3800 or Ext. 83800 ithelps.uwo.ca

askits.uwo.ca
Support Services Building Drop In Counter

hitp://cybersmart.uwo.ca ;

CIAL MED!

@westernulTS %
o i

45



Three ways

1. Do not share your
to protect your > KEEP CALM

N private imformation. AND BE
2.8et strong passwords CYBER-SMART

9 and change them routinely.
= 8. Do not click unkown pop-ups.

Search #Prm:ectU

cyber security

CYBERSMART.UWO.CA

, L Pl - - oy S = e
Do you know? g5 1hore information!

o >

Octorber is National

Cyber Security

1. Use your uwo email

Awareness Mont only for study or work.

in North America 2. Report phishing emails

to phishing@uwo.ca.

3. Run your anti

Western’ s \ software before i’
logging into any

cyber security 7
Western-related network Protecting u
L= is protecting
If you need any help, , UWO !
feel free to contact us!
Phone number:519-661-3800; /
or Ext.:83800;
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

In person:

Support Services Building Frop In Counter
Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/westernulTS !

CYBERSMART.UWO.CA



HowatolbelCybersmart:

by ProtectU, a cybersafe initiative at Western University

October is National Cyber Security Awareness Month in North America!
Ways to Protect Yourself:

1 Your username and password belong to you...and only you. Do not share it.
2 Know the Terms and Privacy Policy of any service you use.
3 Secure your computer with Anti-Virus Software.
Ways to Protect Western:
1 Report phishing emails to phishing@uwo.ca.
2 Bring lost devices to the Campus Police.

3 If your computer has a virus, do not connect it to the UWO Network.

For more information visit:
! Online: https://cybersmart.uwo.ca
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
. By Phone: (519) 661-3800 Ext. 83800

ﬁ In Person: Support Services Building Drop in Counter

. Twitter: twitter.com/westernulTS B %
#ProtectURS

Facebook: www.facebook.com/westernulTS




Never show your password
Never use unsafty devices
under community network

P CONTACT US
| o ) 519 661-3800 or Ext. 83800
> [ﬁ < Support Services Building Drop In Counter

1 1 Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

fw




Cyber Safety
T N

Don’t go to the unknown link.

Don’t download software from unsafe website.

Use antivirus or firewall to ensure that computers are secured.

? Don’t send puishing email with UWO account

Don’t connect Western network by machine with virus

The safety inspection for every email is necessary

Contact us:

Twitter:
Facebook:

Website: hitp:y//cybersmart.uwo.ca

Award question:

When is the national Cyber Security

Awareness Month in North America?

A. October. B. October C. October

From: Cybersmart team
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AVOID A WEAK PASSWORD

Don’t Reduce

passwords to less than 8 characters

Don’t Reuse

old passwords for at least one year

October is National Cyber Security
Awareness Month

Don’t Recycle

personal information (name, birthdate) Help Western University

#ProtectU

' HELP STOP PHISHING

1 Learn

what phishing is at cybersmart.uwo.ca

2 Notice

when it happens, stay alert

Webform: its uwo.ca
3 Report -

a
occurences to phishing@uwo.ca
'i /westernulTS u
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#Protectu Contact Us

twitter.com/westernulTS

E % www.facebook.com/westernulTS
9'_ Phone: (519) 661 3800 est. 83800

0 g : b
D <« Visit the support services building drop
Q o in counter
cao itshelp.uwo.ca

0

3

Q

~+

Q

=

o

If you get a virus and
connect to our network, it
could spread.

Something you post
online stays online
‘'Der forever.

If you find a lost
device, bring it to
North campus police.

If any email or webpage
offer sounds too good to
be true, it probably is.

Cyber bullying follows people around 24/7. If your email gets
phished, then they can use a UWO account to send other
phishing emails to more accounts.

Visit https://cybersmart.uwo.ca for more
information.
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USE PROTECTION

el Security Awareng, "
On

2
0% of by,

X

()
& DO: |DON’T: %

o
1) Use facebook 1) Set e&\
privacy settings weak passwords a
2) Report lost and 2) Share your UWO ”
found devices to email password “
campus police 3) Accept friend d

3) Report phishing requests from strangers

emails to phishing@uwo.ca

twitter.com/westernulTS

. n facebook.com/westernulITS ‘




Deliver Lost Devices To
Campus Police

Change Passwords If
Device was Lost

e
: v:\.}&ﬁi: 5

Rk ot
nn:a_o? X
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October is National Cyber Security Awareness Month

Be Cybersmart Onlinef
Here’'s How o ProtectilU:

) '
Fase
(2.

5 pROTECT WESTERN <

1
{ 1. Logout of campus computers
1

\

\

2. Don’t answer emails asking
for money or passwords

Keep
passwords
a secret from % 3.If you're transferring
T VZ‘R‘y@OD Y] \ data over the internet,

use a secure
https:/ link ¢

/j/

-~

Never Keep

give an programs
untrusted site Wl [(ike antivirus
your personal info always up-to-date

Drop By: Support Services Building Drop In Counter

WQ f}-{e[‘}g to #Protect’U Look Us Up: itshelp.uwo.ca or askits.uwo.ca

Call:519 661-3800 or Ext. 83800
twitter.com/westernulTS | https://cybersmart.uwo.ca | www.facebook.com/westernulTS




6D Did you know ? October is National Cyber Security Awareness Month in North America.

reveal your

Otherwise your things

#ProtectU A cyber safety intiative at Westem University
Find Us When You Need
(© 519661-3800 or Ext. 83800

’ Support Services Building Drop In Counter

@  hup//ishelpuwo.ca
@  nun/askits.uwo.ca

https://cybersmart.uwo.ca

(% twitter.com/westernulTS

We Stern f www.facebook.com/westernulTS
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&7]731’ Smﬂvtt

OCTOBER IS NATIONAL CYBER | »
SECURITY AWARENESS MONTH i el

IN NORTH AMERICA

Protect Western Security By:

1) Reporting phising activities
2) Logging out after each use
3) Installing an anti-virus
protecion program on your
computer i

#Protectu

Protect Yourself By:‘

-
al

1) Not giving out your password
2) Changing your password occasionaly

3) Not sending your credit card %
information via email 3,
Y 2
7 Contact ITS: . |
' 4 q'
’ twitter.com/westernulT: 5‘ . w‘ww.fncafvaak.cam /westernul ’ - \\ @ /\.tt;’s:/’ "ct}y}'e.rsmn,rt.uu?a.cn.

Phone: 517 LL1-2800.0v Ext. 55500 In Person: Su p}:art Services Building Drop In Online P/ sk ITS: askits.uwo.ca




You can be

CYBERSMART

INSTALL SECURITY SOFTWARE AND UPDATE
IT REGULARY

GET A STRONG PASSWORD AND CHANGE IT
REGULARLY

ES TO OTHERS
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Let’s be

T

\Waysitolprotect U

* Create smart and strong passwords

* Be smart when using instant messaging
(IM) programs; Keep your private
information private

* Subscribe to a computer

security service such as:
Norton or McAfee

it to learn more?

f ~ www.facebook.com/westernulTS

together %‘i‘

A Cyber Safety Initiative at Western University

Did you know October is
National Cyber Security month
in North America? Get Involved!

Ways to protect WesternU

Contact Us today:

+ By Phone:519 661-3800 or Ext. 83800
+ In Person: Support Services Building Drop In Counter
+ By Webform: itshelp.uwo.ca
+ Ask ITS: askits.uwo.ca

helplspread

‘awareness!



nttps://cybersmart.uwo.ca

U8 g Westam
AW& eneSS L‘?fnyt ProteCUﬂg U

Protect
Western

1.Report
2.Report
3.Return Lost

Protect U

1.Chang

ITS help desk:

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

n www.facebook.com/westernulTS
W twitter.com/westernulTS
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Stay connected, but also
stay safe! #ProtectU

Did you know October was National Cyber Security
Awareness Month in North America?

How can YOU stay cybersmart?

»

—— . Create strong passwords
TR+ and keep them to yourself.
Share on social media with X

_care; the internet never forgets.

Ensure your computer or
browser has the latest
security updates.

Protect Western by reporting: ITS is here for you:

- e - 519-661-3800 or x83800
Cyt_)er, bu"ymg’ - Drop-in counter at SSB

- phlShmg; or - itshelp.uwo.ca (Webform)

- lost devices - askits.uwo.ca (AskITS)
- twitter.com/westernulTS

f - www.facebook.com/westernulTS

To learn more about the ProtectU campaign, : —
visit https://cybersmart.uwo.ca Western @)
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DON’T GET

INTHYARE

e WITH THE i
NTERNE

DID YOU KNOW: October is National Cyber
Security Awareness Month in North America.

How to be CYBERSMART:
https://cybersmart.uwo.ca

Protecting your cyber security:
1. Routinely change your passwords and

make them storng
2. Keep your private information private
3. Do not click on links or pop-ups

Protecting Western’s cyber security:

1. Report phishing emails to proper channels
to make others aware

2. If you find a lost device, bring it in to the
Campus police

3. Protect yourself. It makes the Western
community protected as a whole.

How to get help from the ITS help desk:
By Phone: (519) 661-3800 or Ext. 83800
In Person: Support Services Building Drop In

Counter I ) l'
By Webform: itshelp.uwo.ca i I- (; 1- c_ ({
Ask ITS: askits.uwo.ca !

Visit us at: N
twitter.com/westernulTS Q,@

facebook.com/westernulTS Western




“October is National Cyber Security Awareness Month in North Africa”

3 Don'ts: 3 Ways YOU protect UWO:

https://cybersmart.uwo.ca

(519) 661-3800 Ext. 83800
. Support Services Building Drop in
Get help at: Website: itshelp.uwo.ca
Ask: askits.uwo.ca

Find us at: a i , .com/westernulTS

#ProtectU



Don’t be fooled.

October is National Cyber Security Awareness Month in North America.

‘Ways you can ProtectU:

- Report phishing emails

- If you lose your device, change the p d and report it to Campus Police
- If you find a lost device, bring it to Campus Police

For more information, visit Western Cybersmart: https://cybersmart.uwo.ca

Contact ITS:

- By phone: 519 661-3800 or Ext. 83800

- In person: Support Services Building Drop In Counter
- By Webform: itshelp.uwo.ca

- Ask ITS: askits.uwo.ca

. twitter.com/westernul TS f www.facebook.com/westernul TS



Don't
Get Phished!
#ProtectU.

CONTACT INFORMATION
https://cybersmart.uwo.ca
Phone: 519 661-3800 Ext. 83800
Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

In Person: Support Services Building Drop In Counter

BE CYBERSMART THIS OCTOBER

Be Aware this Month: Protect Yourself and UWO
1. Create Strong Passwords

2. Change Your Password Every Month
3. Report Lost Devices to Campus Police
4. Report Phishing to: phishing@uwo.ca
5. Do Not Put Sensitive Information Online
6. Do Not Connect to the UWO Network If You Have a Virus

f www.facebook.com/westernulTS Y twittercom/westernulTS
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twitter.com/westernITS | 519-661-3800 | https://cybermart.uwo.ca
itshelp.uwo.ca askits uwo.ca

October is National
Cyber Security Month.
How can you help?

facebook.com/Westernul TS Support Services Building

YOURSELF? WESTERN?

7 set secure 4 protecting
passwords and yourself protects
dont share them Western

2 be cybersmart 2 report phishing
by thinking before emails to
you click a link itshelp@uwo.ca

¢ do not post 15 just because
personal information it comes from a
on the internet UWO account
doesn’t mean its safe

L earn. Teach.#ProtectU
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Here are CyberSmart ways to tell:

Trick or Treat?
&

H#ProtectYou #ProtectU

Don't share your login If your email gets

information. phished, report it to ITS.

Be wary of phishing Bring any lost devices to
, scams -- even from uwo , the Campus Police.

emails!

Think before you post! , Report CyberBullying in

Everything is traceable. the community.

Did you NOW

Octoberis..

National Cyber:Security AwarenessiVic

Resources:
UWO Cyber Smart: https://cybersmart.uwo.ca
Phone: (519) 661 - 3800 Ext. 83800

Address: Support Service Building, Drop-in Centre
WebForm: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

f facebook.com/westernulTS

twitter.com/westernulTS
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#PROTECTU

PERSONAL SECUIRITY
CHANGE PASSWORDS FREQUENTLY

KEEP ANTI VIRUS SOFTWARE UP TO DATE
PERSONAL INFORMATION STAYS PERSONAL

A CYBERSAFE
CAMPAIGN TO
PROTECT U

WESTERN SECURITY

GOT A VIRUS? AVOID WESTERN CONNECTION
WATCH FOR AND REPORT PHISHING
PROTECT YOURSELF TO PROTECT WESTERN

October marks the National Cyber Security Awareness Month in North America...
Will you be cybersafe?

@ cybersmart.uwo.ca By Phone:519 661-3800 or Ext. 83800
By Webform: itshelp.uwo.ca

westernul TS Ask ITS: askits.uwo.ca
f westernul TS In Person: Support Services Building Drop In Counter
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Cyber Smartness =T

Cyber Security Tips to ProtectU:
1) Never share usernames or passowords
2) Secure your computer with Anti-Virus Softwares

3) Report Cyber Bullying!

Be CYBERSMART

0

< =Im™mmPp

Tips from Western:
1) Report phising emails to proper sources
2) If you find a lost device, report it to the campus police

3) If you lose your own device, immidiately change your
Western account passwords

Western's Cybersmart Address: hitps://cybersmart.uwo.ca

October is National Cyber Security Awareness Month in North America

Make sure to check out
Western ITS Department on:
Get help from the ITS help desk:

&= www.facebook.com
By Phone: 519 661-3800 or Ext. 83800 westernulls /

In Person: Support Services Building
Drop In Counter .twiﬁer.com/wesiernulTS

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca # PrOieCtU
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National Cyber Security Awareness Month
()cltobcr

‘L North America

To protect yourself:
1. Be suspicious of unknown Iinks'

2. Do not give out personal ==
mformatlon unless '

To protect Western

cyber security: _
1.Check if your machine get Follow us on Twitter
and Facebook:

viruses regularly. A, . ) -
2.Report phishing emails to the proper channel. Twitter: twitter.com/westernulTs

i Facebook: www.facebook.com/westernulTS
3.Change your password once you lose your device.

ProtectU: A cyber initiative at Western University

For more information:visiting https://cybersmart.uwo.ca (Western's Cybersmart)
Get help from the ITS help desk: In Person:Support Services Building Drop In Counter By Webform: itshelp.uwo.ca
Phone:519 661-3800 Ext. 83800 Ask ITS: askits.uwo.ca




BE CYBERSMART

October is National Cyber Security Awareness Month in North America

#ProtectU ..

e, &t
How to ProtectU:

-create difficult passwords >
-never share your personal information \‘
-do not open emails from unknown sources

How to Protect UWO: » ' '

- report phishing emails Visit the ITS help desk:
- report lost/ stolen devices to Campus Police ByFhionea1s 651 $80D O( Pl 83800
) . b . . In Person: Support Services Building Drop In Counter
- change passwords immediately after losing any electonic device gy webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

for more information go to https://cybersmart.uwo.ca
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e
DON'T LET THE CREEPY CRAWLIES OF THE
INTERNET GET TO YOU. BE CYBERSAFE

vVYy

‘ ™ ‘ TWITTER.CON/WESTERNUITS #Protectd

'i FAGEBOOK.CON/WESTERNUITS
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October fs Naffonal Cyber I
Securifty Awareness Monfih

Brotectyourinforimation!

Protect: Western, by:

Protect yourself by:

+keeping your.password. a secret
«logging, off:all. accounts when using
a public computer.
« being, careful when opening
unknown attachments

=

sreporting phising scams,
-using a strong mix. of characters
for your UWO. passwrods
-being careful where. you plug
your: device. in

CyberSafe

%
4

To get help from the ITS help desk
By Phone: (519) 661-3800

In Person: Support Services Building Drop in Counter
By Webform: ITShelp.uwo.ca
Ask ITS: askITS.uwo.ca

Facebook.com/westernulTS
Twitter.com/westernulTS

" CYBERSMART.UWO.CA Western®

#ProtectU
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WAYS TO PROTECT YOUR

CYBER SECURITY

Protecting yourself is an important step to protecting Western. As one of our new round
of posters says, we are all one connected community. If your machine gets viruses on it
and you connect it to our network, it could spread. If your email gets phished, then they
can use a UWO account to send other phishing emails to more UWO accounts. People
are more likely to click something if it came from a UWO account.

Avoid reusing the same password for different accounts, This makes multiple
if your p is di d

Other things that help protect the community are simple things like reporting
phishing emails o the proper channels so that we can post them to make other aware
(phishing(@uwo.ca), if you find a lost device bring it in to the Campus Police, if you
happen to lose your device report that to the Campus Police and make sure to change
your password right away so that nobody else who has the device can use your
credentials if they have been cached.

Avoid downloading free software online unless you're certain it's from a reliable
company. Many free programs are just a cover for adware and spyware. Much like
viruses, adware and spyware may spread through our network.

Sharing photos can be a great way to connect with friends and family, but they can
also make you vulnerable. Be sure you crop photos that show information people
could use to find you.

Install virus protection software and a firewall. Check for updates regularly.

OCTOBER IS NATIONAL CYBER SECURITY AWARENESS MONTH

FOR MORE INFORMATION VISIT

https://cybersmart.uwo.ca

' Tuwitter: twitter.com/westernul TS

OR GET HELP FROM THE ITS HELP DESK:
519 661-3800 or Ext. 83800

Support Services Building Drop In Counter
itshelp.uwo.ca

askits.uwo.ca



Cyber Security
CyberSVIART

How you can keep Westerns
Network safe for everyone

From your computer to the UWO
network and then to others. Avoid
risky websites and connections

Phising with UWO emails

Many scammers use fake @Quwo.ca
email contacts or can use them to
“phish” for your contact info. Be wary
of unknown contacts and off email
handles

Reporting Cyber Crimes

If you encounter phishing attempts,
find a lost device, or notice any sus-
picious behaviour contact the ITS
help desk @ 519-661-3800 ext. 83800

For more information Contact the ITS
Tel. 519-661-3800 ext. 83800
Student Services Bldg Drop In Western

AskITS : askits.uwo.ca
’ twitter.com/westernulTS n www.facebook.com/westernulTS




#ProtectU

Protecting U Is Protecting University
2 —
- Aware /- - Ask
what's behind the screen //§ for help
N
- Secure / —\ - Check

personal information ‘ before spreading
- Update @ - Report
system and softwares potential threats
NS

CYBERSMART

https://cybersmart.uwo.ca

Get help from the ITS help desk:
By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

October is National Cyber Security Awareness Month in North America

] www.facebook.com/westernulTS Twitter: twitter.com/westernulTS




Hrotect! &Your School

confact Us

By Phone: 519-661-3800
or EXT. 83800

In Person: Support Services Building
Drop in Counter

By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

Follow us/ Contact us:

= www.facebook.com
]

] IwesternulTS
twitter.com i "”_;'_—' —"'—'—'—{ —r—‘—' —y —v’—'”—‘h‘.—"“\‘

Be CyberSmart o’

Website: https://cybersmart.uwo.ca




n
PROTECT

PROTECTU

¢ Avoid using the same password for
all your accounts

* Change your passwords frequently
and use alphanumeric characters

* Ensure your privacy settings are high
on all profiles, especially on social
media websites

ITS Help Desk
By Phone: (519) 661-3800 or Ext. 83800

In Person: Support Services Building
Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

A CYBER SAFETY INITIATIVE

BE CYBERSMART AND...

AT

Western University

PROTECT WESTERNU

* Report phishing email accounts to
phishing@uwo.ca

* Found a missing device? Bring it to
Campus Police

* Report your lost or stolen devices to
Campus Police and change your
account passwords immediately

#Protectl)

ANy =
o www.facebook.com/westernul TS
O www.twitter.com/westernul TS
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PROTECTU

Need to contact ITS? Reach them:

- By Phone: 519 661-3800
- In Person: Support Services
Building Counter

- By Webform: itshelp.uwo.ca
- Ask ITS: askits.uwo.ca

Do you want enemies running
rampant in your kingdom?

We know doesn’t.-

How CAN YOU PROMOTE
CYBERSAFETY?

REPORT PHISHING ATTEMPTS

RETURN LoST DEVICES TO CCPS

CHANGE PASSWORDS OFTEN

westernulITS
f westernulTS

https://cybersmart-uwo-ca
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® Join us this October
for National Cyber
Security Awareness

Month in North America!

| Protect YOUR and Western's cyber security:
| -Set strong passowords that only you know Get help from the ITS desk:

i : . . N
‘I Secure yout dewc_e with Ant‘l Vlrus'tools . _By phone: 519-661-3808
|-Be aware of the risks of online social media or Ext. 83800

| presence! -In person: Support

|-If you find a lost device, bring it to the Services Building Drop in
i = Counter

‘Campus Police -By webform: itshelp.uwo.ca|
|-Report phishing emails to phishing@uwo.ca -Ask ITS: askits@uwo.ca

%-Change passwords for any lost devices
limmediately
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22 TR 1 |
National Cyber Security Awareness
ISR EEIN

1 J

—e

® »

Protect yourself: Protect Western:
« Change your passwords regularly * Don't connect to the UWO network
* Report lost devices to campus if you have a virus
police * If you find a lost device ,bring it in
+ Do not reply to, or click on links in to the Campus Police
emails that look suspicious * Report phished emails to
phishing@uwo.ca

[

- . .
T L ¢

o ’ - il
Contact ITS:
Go to: Support Services Building Drop In Counter
Call: 519-661-3800 or Ext. 83800
Bitshelp.uwo.ca
Ask ITS: askits.uwo.ca
https://cybersmart.uwo.ca
twitter.com/westernulTS
www.facebook.com/westernulTS

P E | 'W/ ‘\g."o L\{ :
s % —74) ég-Cybersm\a}t, #ProtectU

WL
TEO\N

N

D :

(L
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Protecting Yourseff _ ,
Protecting Western ~ @@

S N [ [ D 8 (| 3 ()

J_J_J_J_J_J_J_J_J_I_J_j_J

Octoberis
NATIONAL CYBER SECURITY

Protect youridenfity  Hide your Passwords  Backup Your Computer

Report Viruses before they Contact Campus Police
. o spread to Your UWO Account for Stolen Devices
acTthe 1S DEsK 10r SUDPOIT o
519 661-3800 or Ext. 83800 Y

Support Services Building

Drop In Counter
itshelp.uwo.ca

askits.uwo.ca

Be Cybersmart it
| ProtedU

\\



BE CYBERSMARG

R 4 twitter.com/westernulTS 'iwww.facebook.com/westernuITS

Protect yourself

1. Create strong passwords

2. Never reuse passwords

3. Never reveal personal information online

S Protect Western from phishing
1. Report phishing emails to phishing@uwo.ca
2. Turn in lost devices to campus police
3. Changes passwords after losing a device

For more information:

On the web: https://cybersmart.uwo.ca

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

October is National Cyber Security Awareness Month in North
America: Follow #ProtectU on Twitter to learn more




NFORMATION VISIT HTTPS://CYBERSMART.UWO.CA Western



**  Be
cybersmart!

cybersmart.uwo.ca

n facebook.com/westernulTS

®©

Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
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CYBERSMART

October is National Cyber Security Awareness
Month in North America

PROTECTING PROTECTING
YOU WESTERN

DONT CONNECT TO

USE DIFFRENT
THE NETWORK IF
PASSWORDS FOR YOUR DEIVICE IS

DIFFRENT
ACCOUNTS INFECTED

2 SETUP TWO REPORT ALL
STEP SUSPICIOUS

VERIFICATION E-MAILS

CONNECT VIA RETURN LOST
VPN DEVICES TO

CAMPUS

BY PHONE: . n E
. ..., SUPPOI

UILDI 2 C NTER
BYWEBFORMY | 1 [1 ). ) x
< 1 ASKITS.UWO. =

CYBERSMART.UWO.CA #PROTECTU

. FACEBOOK.COM/WESTERNUITS - TWITTER.COM/WESTERNUITS



ProtectU

Cybersmart

National Cyber Security Awareness
Month in North America

Get help from the ITS:
Tel: 519 661-3800 or Ext. 83800
. Personnal: Support Services Building Protect Your Cyber Security:
' Drop In Counter * Use strong password and use separate
q passwords for different accounts
Webform: itshelp.uwo.ca * Update anti-virus software when they
- Ask ITS: askits.uwo.ca have notifications

* Never click the link that from unknown
website or the browser mentioned you
dangerous

Protect Western's Cyber Security:
* Using anti-virus software check the files before

o that when
cult to login

t when finish

tor-android
refarence3: hitps:/www.ics
cons/386622/face book_fg
referenced; hitp/f7-themes

cybersmart.uwo.ca



HURT

HOW YOU CAN #PROTECTU:
Keep your Online Identity secret, or at least guarded
Your Username and Password belong to you and only you
Install anti-virus software to prevent viruses from infecting your computer
HOW YOU CAN PROTECT WESTERN:
Protect yourself to protect Western since we are one connected community
Report phishing emails to the proper channels to make others aware
Report lost devices to the Campus Police and change your password right away
October is National Cyber Security Awareness Month
in North America so spread the word! #PROTECTU

. BE #CYBERSMART
 https://cybersmart.uwo.ca

TO GET HELP FROM ITS HELP DESK: _

Phone:519 661-3800 or Ext. 83800 Webform: itshelp.uwo.ca
In Person: Support Services Building Drop In Counter ~ Ask ITS: askits.uwo.ca
Twitter: twitter.com/westernulTS ~ Facebook: www.facebook.com/westernulTS




OCTOBER IS NATIONAL CYBER SECURITY MONTH

NHINKS

BEEORE}YOU,

e o
BROTECTRYOURSELE
) Set secure passwords and Report lost and found devices
don’t share them with anyone to the Campus Police
) Don’t give out personal Report phishing emails to
information unless you’re 100% phishing@uwo.ca

certain of safety

ProtectU - when you protect
) Be skeptical of emails - be wary yourself, you protect Western
of links and attachments

#Protectl CONTACTUS;

BY PHONE: 519 661 3800 or Ext. 83800
@ facebook.com/westernulTs IN PERSON: Support Services Building
Drop In Counter
. giwesteenul 3 BY WEBFORM: itshelp.uwo.ca

ASKITS: askits.uwo.ca

W ( Visit our website at https://cybersmart.uwo.ca j




#ProtectU #Cybersmart
October isNational Cyber Safety Month

Western's Cybersmart Address:
https://cybersmart.uwo.ca

Passwords are like Underwear

YOU save T'O cHANGE THEM OFTEN

o

Western

vyou DO NoT SHARE THEM WITH OTHERS

ITS Help Desk
Phone - 519-661-3800
In Person - Support Services
Building Drop-In Counter
Online - itshelp.uwo.ca

Protecting Your Cyber Security
1. Change Passwords Frequently
2. Protect Personal Information
3. Do not click on unkown links

Twitter: @  Protecting Western’s Cyber Security

twitter.com/westernulTS 1. Report Phishing Emails
2. Report Any Lost Devices
Facebook: [ f) 3. Protecting Yourself Protects

vww.facebook.com/westernulTS Western
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# CYBERSMART
# PROTECTU

Protect
Your
Privacy

https://cybersmart.uwo.ca

519-661-3800 or ext. 83800
Support services building drop in counter
itshelp.uwo.ca
askits.uwo.ca

) T/—Cl
t twitter.com/westernul TS .j www.facebook.com/westernul TS
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Practice Safe Computing

Be Cybersmart
This October

National Cyber Security Awareness Month

Phone: 519 6461 3800 or x83800 Person: Support Services Building Drop In Counter
Webform: itshelp.uwo.ca Ask ITS: askifs.uwo.ca



Don’t Leave the
Door Open to Crime

Don’t Share Your Password

Don’'t Share Personal Information Online
Delete Suspecious Emails

We are all connected

Watch out for malware

We all face common threats

Stay Cybersmart #ProtectU

October is National Cyber security Awareness Month ITS Help Desk:

n racebook.comiwesternijiTs In Person: Support Services Building Drop In Counter
By Phone:519 661-3800 or Ext. 83800
@westernuiTS
By Webform: itshelp.uwo.ca
For more information, visit https://cybersmart.uwo.ca Ask ITS: askits.uwo.ca

B wcin
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Protect - o +ober is National Cyber Security Awareness Month in North Americal Lbersmar

Join the move using the socail media hashtag #ProtectU !

WESTERN'S CYBERSMART ADDRESS: HTTPS://CYBERSMART.UWD.CA

ITS HELP DESK: CONTACT [NFORMATION:
IN PERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER (&) TWITTER: TWITTER COM/WESTERNUITS

BY WEBFORM: ITSHELP.UWO.CA

ASK ITS: ASKITS.UWD.CA (4 FACEBOOK: WWW.FACEBOOK.COM/WESTERNUIS

_ %




If she can steal your identity,
you're in troublel

Be Cybersmart:
1) Make $ecUre P455W0rds

2) Stay up-to-date with patches and updates
3) Use updated antivirus software _
Protect Western University “ProtectU” : ITS help desk:

1) Reporf phiShfﬂg emails *By Phone:519 661-3800 or Ext. 83800

2) Reporf lost devices to Campus Police »In Person: Support Services Building Drop In Counter
3) Use uwosecure-v2 wireless on-campus

»By Webform: itshelp.uwo.ca
*Ask ITS: askits.uwo.ca

f www.facebook.com/westernul TS

@ www twitter.com/westernul TS
@% https://cybersmart uwo.ca

October is Nahonal Cyber Securﬂy Awareness Month in North America
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October is National Cyber Security Awareness Month

Be Cybersmart|  Jand #ProtectU

Protectl ProtectUw'()
By Using: By Reporting:

Unique Passwords
A Strong Antivirus
Safe Sites 4 Downloads

Phishing Emails
Lost/Found Devices
Computer Viruses

Need Help? Give Us A Shout: Website: cybersmart.uwo.ca O E
Ask ITS: askits.uwo.ca Phone: 519 661-3800 or Ext. 83800 § ,3
By Webform: itshelp.uwo.ca Twitter: twitter.com/westernulTS H
In Person: Support Services Building Drop In Counter Facebook: facebook.com/westernulTS Oz 4
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https://cybersmart.uwo.ca

Install an anti-virus software and update it regularly

Use different passwords for different services

Use of a firewall 1s strongly recommended

Visit the ITS help desk to learn how to ProtectU:

By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Protect yourself, protect the whole Western community

Report phising UWO emails to the proper channels

Make sure to log-out when leaving your device

twitter.com/westernulTS k_’ﬂ

facebook.com/westernulTS ____/

Western is Proud to recognize October as National Cyber Security Awareness Month in North America
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CYBER SECURITY TIPS

Personal

Use “anti-virus software”
and keep it up-to-date

Don’t open emails or
attachments from
unknown source

Check your security on a
regular basis

@@‘@OI@@E is N@ﬁn@maﬂ Cyber T
S@@@Eﬂﬁy Awareness Month Report phishing emails to

correct channels

Keep your dervices secured

Use trusted websites
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cybersmart.uwo.ca
, \

| 1

Ways to get help:
1. By Phone:519 661-3800

or Ext. 83800

2. In Person: Support Services

Building Drop In Counter
3. By Webform: itshelp.uwo.ca
4. Ask ITS: askits.uwo.ca
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#ProtectWestern
1. Report phishing emails
2. Don'’t click on suspicious

links

3. Protect your own cyber
security

#ProtectU
1. Don’t share personal
mformation online
. Install anti-virus software
3. Beware of pop-up
screens

NEED HELP?
Phone: 519 661-3800 exi. 83800

Webform: itshelp.uwo.ca

Website: https://cybersmart.uwo.ca
Ask ITS: askits.uwo.ca - www.twitter.com/westernulTS

Or visit Support Service Building drop in counter www.facebook.com/westernulTS



areq ( protect
”!S ( protect
. Dont Share Your

1S LIKE ’ o
Spfeﬂdiﬂg Personl Info

§IDS

Report phishing emails
Bring lost devices to (ampus Police
Spread this information!

LS an

BIJERAE

~ (ONDOM
Wwww.CYBERSMART uwo.ca

October is National Cyber Security Awareness Month

Information Technology
‘ Services ITS

- West Uni i
Support Services Building estern Lniversity

‘ Drop In Counter s 4 @WPSIQIIIIIITS

= s U0 Shotd

@ 519 661-3800 or Ext. 83800
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CYBER SMART

#ProtectU A cyber safety initiative at Western University

October is National Cyber Security Awareness Month

Contact Information:
https://cybersmart.uwo.ca
By Phone: (519)-661-3800 or EXT 83800
In Person: Support Services Building Drop in Counter
Protect Yourself: Protect Western: ByWebform: itshelp.uwo.ca
-Never Share Passwords -Report Phishing Ask ITS: askits.uwo.ca
-Always use a firewall -Report Lost devices Twitter: twitter.com/westernulTS
WeStern m -Back up your files  -Install antivirus software Facebook: www.facebook.com/westernulTS




UWO Cybersmart Initiative HESS®

#ProtectU
@ Use malware detecting | Western’s network may be attacked
=~¥  software to get rid o if your virus affected device

of viruses from connects to it; protect your

your device device to protect Western
In case of a lost or Return lost devices you
stolen device, change have found to Campus
your password to protect Police to protect the
your credentials Western community

Western

Report phishing emails
to phishing@uwo.ca to
keep UWO accounts safe

If your UWO email is

phished, it may be used
to send phishing emails
to other UWO accounts

| ‘
: \ <~

chal)/er is National Cyber Security Awareness Month in N.A. - Learn more at https://cybersmart.uwo.ca!

: ITS Help Desk: itshelp.uwo.ca or Ask ITS: askits.uwo.ca
, twitter.com/westernulTS Phone: 519-661-3800 or Ext. 83800

n www.facebook.com/westernulTS Visit us: Support Services Bldg Drop In Counter
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When In Doubi e e
Check It oult.

Be Cybersmart and ProtectU

October: The Month of National Cyber Security Awareness in North America

k Don’t Give Out Private Info

k Protecting Yourself = Protecting Western R Use a Strong Password

k Report Phishing Emails to Increase Awareness R Thik Before You Send

R Report Lost Devices to Campus Police

Need Help from ITS?

By phone: 519-661-3800 or Ext. 83800
In person: Support Services Building Drop in Counter
Twitter:: twitter com/westernulTS By webform: itshelp.uwo.ca
‘ Facebook: www.facebook com/westernulTS Ask ITS: itshelp.uwo.ca




Don’t share your password

keep your Western({J account

tO0 yourself
The Interhet never fogets

Be aware of SPAM mail

Say NO to cyber bullies

TReport suspicious activity on
your account

P C

R Y

i =

’l‘ E
R

E

’l1

"October is National Cyber Security Awareness Month!!
#PROTECTU

Ph: 519-661-3800
EXt: 83800
Support Services twitter.com/westernulTS

Building facebook.com/westernul TS

W f O

itshelp.uwo.ca

https://cybersmart.uwo.ca
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Do Not Trade Personal Information
For Freebies.

Use Security Settings on Social Media.

Keep Passwords Private.

October is National Cyber Security Awareness Month

ProtectU, Protect Western.

Report Phishing Emails.

Protect Computer Against Viruses.

Report Lost or Found Devices
to Campus Police.

Webform: itshelp.uwo.ca
(519) 661-3800 ext. 83800 Support Services Building Drop In Desk Ask ITS: askits.uwo.ca

G L] westernulTS cybersmart.uwo.ca




We should protect

ourselves by:
- making long and intricate J— p
passwords ‘We should .
- installing anti-virus protect each other by:
softwares on computers - reporting cybercrime
- make different passwords - returning lost devices
for different accounts

- reporting phishing emails
to phishing@uwo.ca

. Tl = ey = o ] g g
. u twitter.com/westernulTS
#ProtectU www.facebook.com/westernulTS

Join us this October to promote National Cyber Security Awareness at Western!

For more information, contact:
By Phone: (519)-661-3800, ext. 83800

By Webform: itshelp.uwo.ca CYbers ma rtl uw0l ca

Ask ITS: askits.uwo.ca DD

[ e OSSN s e XA S Y]
Or visit us at: Support Services ~ 106
- Building Drop in Counter ProtectU Cy bersmart




Dbon’tShare gersonak /|, /' ™ /%7
Frequently €fneck /4" 77"
Use Complex """ "

ocfoberis Nafional <" "% *= 4
awareness Monthiin " |

By Phone:519 661-3800 or Ext. 83800 By Webform: itshelp.uwo.ca
In Person: Support Services Building Drop In Counter Ask ITS: askits.uwo.ca
Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/westernulTS

HTTPS://CYBERSMART.UWO.CA



THIS COMPUTER
COULD BE YOURS!

October is Mational Cyber Security Aw arne
Make sure you are protecting your computer-

-Install an antivirus program

-Don’t open email attachments unless they are expected

-Keep your computer updated

If your machine contracts viruses they can connect

to Westem’s network. Protecting yourself is a big step to
Protecting Western. Make sure you:

-Report phishing emails (phishing@uwo.ca)

-Report lost devices to Campus Police

-Set strong passwords

Ylonthin North Ameri

Visit hitps://cybersmart uwo.ca for more info.
Or contact the ITS help desk:

By Phone: (519)661-3800 Ext.83800

In Person: Support Services Drop In Counter
By Webfonm: itshelp uwo.ca

Ask ITS: askits uwo.ca

#PROTECTU

Facboolk: www.facebook.com?westermulTS
Twitter: twitter.com?westernulTS




ITS help desk:

nart. BeC omart. iy

www.facebook.com/westernulTS

rself This 8 el oecur ity on 519 661-3800
itshelp.uwo.ca

askits.uwo.ca

To Leamn More:
Visit https://cybersmartuwo.ca

#ProtectU

N
¥ o9

i

1. Be Wary of Infected Websites =~ 2. Keep Your Password Protected 3. Don't Fall for Phishing (N) .




Stop Phishing

Learn more at http://cybersmart.uwo.ca

He|P Protect : twitter.com/westernulTS
Western n www.facebook.com/westernulTS

}  Be Cybersmart and Learn
How To #ProtectU

DON’T OPEN
EMAILS FROM
-~ UNKNOWN SENDERS

DON’T SAVE
PASSWORDS ON
 YOUR BROWSER

CLICK
HERE!!!!

- LOOK FOR
SPELLING ERRORS
IN EMAILS




ITS Help Desk
‘Phone: 519 661 3800 or Ext. 83800
In Person Support Services Building
Drop in Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca.

«_ Western’s Cybersmart Address:
http://cybersmart.uwo.ca

October is Mational Cuber Security Aw areness Month in No?tl?@i@f M».: ui |

s R —

.

_—

R teet—



Protect Western: Protect You:

- Report phishing - Update anti-theft
- Turn in found devices to software
Campus Police - Keep information private
- Report viruses related to - Be aware of phishing
uwo

TS NOT
 SIMPLE
ANYMORE

Cybersmart
#ProtectU

October: National Cyber
Security Awareness Month

ITS Help Desk:

- (519) 661-3800

OR ext. 83800

- Support Services

Drop in Counter

- itshelp.uwo.ca

- askits.uwo.ca

- twitter.com/westernulTS

- www.facebook.com/westernulTS

ttps://cybersmart.uwo.ca
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October is National Cylier Security Awareness month in North America

Be Cyhe WAt and Protectl by tagging...

W
N
~
LY
.

i
.
£
g
:
{

Get help from the TS desk:

By phone: 5136613800 or Ext 83800 R v oL

In person: Support Serves Building Drop In Counter b N -

By Webfom: ishelp.uvo.ca www.facebook comiwestemUITS

Ask ITS: askits.uwo.ca

11V




PROTECT

CYBER
MART

3 Ways to Protect
Western's Cyber Security

1. Phished emails can lead to
more UWO accounts being
phished.

2. Simple things like
reporting phishing emails to
the proper channels helps

3. Return lost devices,
change passwords
immediately on lost devices

OCTOBER

is National Cyber
Security Awareness
Month in North
America

m—

3 Ways to Protect
your Cyber Security

1. Do Not share your
password with others

2. Pay close attention to
website URLs you visit.

3. Keep your operating
system/anti-virus software
up to date.
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Did you know...

October is National Cyber

Security Awareness Month.
) Change password ASAP if you lose your dewqe

@ Keep your private information private
@  Subscribe to identity protection

Be. CyberSmart and work with
WesternU to #ProtectU.

& Form community watch task force
%9 Return lost devices to Campus Police
%9 Attend cyber security info sessions

SecureYour Computer with [TS - :
By Phone:519 661-3800 or Ext 83800 facebookcomlwatermlTS

In Person: Suppor t Services Building Drop In Counter.
By Webform:itshelpuwoca . twittercom/westernulTS
AskITS: askitsuwaca

https:/cybersmart.uwo.ca

Western@ ‘ ProtectU Cybersmart 115



ProtectU

Protect the School

If you find a lost device, bring Get
it to campus police

Help

Report phishing emails to

phising@uwo.ca Call:

(519) 661-3800
or Ext. 83800

Protect Yourself veb:

itshelp.uwo.ca

Report lost devices

Secure with a password,

and keep it to yourself  Ask ITS:
askits.uwo.ca

Stop before you click

Visit: Support

Services Building

Think before you Drop In Counter

download

Get Involved

Participate this October for
National Cyber Security
Awareness Month in North
America!
Use the hashtag #ProtectU
Visit our Social Media @
twitter.com/westernulTS
facebook.com/westernUITS

Cybersmart




e Western (g

UNIVERSITY -CANADA

How to get help from the ITS help dest:

W/ Check your security on a regular basis By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building

Protect Western Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

W/ Don't open attachments from unknown sources.

' Z Protecting yourself is an important step to protecting Western

"' Z Reporting phishing emails to the proper channels Contact us:

Twitter: twitter.com/westernulTS
Facebook:
www.facebook.com/westernulTS

W Don'ttell the password of your own Western account to anybody

=
=

https://cybersmart.uwo.ca




ProtectU

(Cybersmart tips to\keep yourselland|WesterniUniversity Cybersates
Yourself

- Don't share your passwords and change them
CYBER

frequently ﬂ

- Never give out personal info. Especially your
credit cards and social insurance number

- Report spam emails to Information Technology Services (ITS)
at Western

This School

- Report lost or stolen devices to Campus
Police and change your passwords

- Never open links or forward suspicious looking emails

- If you suspect you have a virus, get it removed before
connecting to the Western network

ions?
Show us your Cybersmartness Questions?
Contact the ITS Help Desk

on Twitter: @westernulTS Phone: 519 661-3800 or Ext. 83800

and Facebook: Western ITS Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

#ProtectU In Person: Support Services Centre
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LeToeEr: NRTIONAL CoeeR SeousiTY Fureeness Mot

p ‘ /‘NA D o
Protecting yourself is importantto nrsternll’_!__ ik

1. If your device gets viruses on it, cnnn
network could spread it

2. I your email gets nmsheu then theyfcan/sendlother

Remember:
Report phishing emails

https://cybersmart.uwo.ca | itshelp.uwe.ca

919 661-3800 ext. 83800 askits.uwo.ca

Support Services Building
Drop In Counter
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B 4 @9

YOUR IS BASED ON MORE
THAN WHAT YOU SEE IN THE MIRROR

October is National Cyber Security Awareness Month in North America

Be and

#ProtectU 7t-0 07" CYBERSMART.UWO.CA

519 661-3800 or itshelp.uwo.ca or twitter.com/ www.facebook.com/

Building Drop In

Ext. 83800 askits.uwo.ca e nie westernulTS westernulTS




NATIONAL CYBER
SECURITY AWARENESS MONTH

+ Install anti-virus
on your devices

+ Be cautioug of emails
from unknown

+ Bring loet devicee to

the Campue Police
+ Change your pagewords
if you lose your device

genders in cage of saved

+ Don’t share your paggword
pagewords + Report phi;:li.ixg

SOCIAL MEDIA CONTACITUS

#IPROTECTU



October is National Gyher Security Month

Cybersmart wants to help you be safe and protected

Protect Yourself:

o
~

:@.

Phone: 519 661-3800 Ext. 83800
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
In Person: Support Services
Building Drop In Counter

If you lose your device Create strong Get help from the Buy an antivirus
report it to Campus Police passwords ITS help desk program

Protect Western U:

Don’t connect an infected Report phishing emails
machine to Western’s network to phishing@uwo.ca

f www.facebook.com/westernulTS . twitter.com/westernulTS #ProtectU

POLICE

S,

Bring lost devices
into Campus Police

For more information: https://cybersmart.uwo.ca
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http://cybersmart.uwo.ca
(519)661-3800 Ext. 83800

Security Awaren Month in North

Remember to # ProtectU

Protect yourself

—turn on your firewall

—delete emails from unknown senders
-back up your files

Protect Western

-protect yourself

—-report phishing emails

—-report missing devices to Campus
Police

Support Services Building Drop In

Webform: itshelp.uwo.ca
ITS: askits.uwo.ca
twitter.com/westernulTS
facebook.com/westernulTS

123



Wesle rn Ev] How can I keep Western safe?
I\ A )@

sds DAMARE LG Use Strong passwords
ort lost devxces to campu lice

Cybersmart ProtectU
There’s more than just cats on the Internet

‘Report suspic m emalls to phishing@uwo.ca

downloaded from pickywallpaperg

visit https://cybersmart.uwo.ca for more info

I

By Phone:519 661-3800 or Ext. 83800 1
In Person: Support Services Building Drop In Counter :

By Webform: itshelp.uwo.ca IwesternulTS
Ask ITS: askits.uwo.ca #ProtectU



/ SRS << T'C
m/westernulls

HationalfCyberdSecukitySAvareness Honth

Student Safety Tips R i P m._’_‘ 5

1. Never open or respond to any miscelklmbus .

1. Never give out your personal information or UnWdited emalls and mess¢i

and address online.

2. Nevermeetianibrr-line friend aliie! 2. Report any lost and found to the campus police.

3. Find somthing that makes your uncomfortable, -
ask for help.

3. Never share you password with anyone.




National Cyber Security Awareness Month
OCtor b er in North America

<DON' T LET/>

ANONYMOUS

HIDE BEHIND U

How to protect your cyber security?

b
1 Be sure to install or activate antivirus de- How to ‘pYOFCCt Western’s
fender in your computer. They can alert you C}’b er SCCWLty?

. ol
bCfOTC your dCVLCC gets viruses: . Report spam emai[s o other web-

sites that threaten to the university

internet to the ITS.

2 Do not share your uwo account or
gaul account to anyone you don’t know.
tion especially your bank account and They might use your account to send
credit card information when you are spam email to your friends!
not sure whether the website is saﬁ: or 3 Do not download soﬁ:ware from uniden-
not. tiﬁed sources.

2 Be carefu[ to those pop-ups when you
visit unfamiliar sites. Most of the time they
are spams.

3 Do not share your personal informa-

We are here to he[p you!

bform: itshelp.uwo.ca By Phone: 519 661-3800 or Ext. 83800
sk ITS: askits.uwo.ca ‘In Person: Support Services Building Drop In Counter

www.facebook.com/westernulT$

#PIOteCtU CYBERSMART.UWO.CA 126



National Cyber Security Awareness Month
in North America : October

#ProtectU

ProtectU

designed by Cybersmart

https://cybersmart.uwo.ca

Sl
°X0

Western

Ways to protect Western cyber security:

Protecting yourself

Reporting phishing emails

Forming communities watch task force for Western

127



® Report phishing emails: phishing@uwo.ca
_® Change your password every 2 months
. ) ® Don't share confidential information

YOUR COMPUTER
CAN GET

INFECTED

OCTOBER IS NATIONAL CYBER SECURITY
AWARENESS MONTH IN NORTH AMERICA

THE more You ProTECT YOURSELF
THE MORE THE WESTERN communityis PROTECTED.

% /WESTERNUITS Sholpawaca/ TS owo.a £ /WESTERNUITS

Support Services Building Drop-In Counter

+#PROTECTU cveersmarruwoca CYBERSMART 128




Cyber Security

ProtectU

itshelp.uwo.ca

askits.uwo.ca
Support Ser-

vices Building
Drop In Count-

er

519 661-3800
Ext. 83800

Cybersmart

Antivirus Careful Visitthe Web Online Secure
Software Download Cautiously “Friends” Password Computer
October is National Cyber Security Awareness Month in North America

AR N

https://cybersmart.uwo.ca

Kl Facebook: www.facebook.com/westernul TS
Y Twitter: twitter.com/westernulTS



Western University
“techonoly services(ITS)

HPROTECTU ), .y, e

cybersmart.uwo.ca By Phone: 519 661-3800 or Ext. 83800

O 0 WesternulTS In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

OCTOBER- NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA



Protect Your Cyber Security Protect Western’s Cyber Security
¢ Routinely change password *  More self-protection online

* Paying close attention to URLs ¢ Reporting phishing Emails to ITS
¢ Do not share personal info e Carefully use USB device

Getting Help: Following Us &A Tag #ProtectU:
By Phone:519 661-3800 or Ext. 83800 . twitter.com/westernulTS
In Person: Support Services Building Drop In Counter - facebook.com/westernulTS

By Webform: itshelp.uwo.ca @ https://cybersmart.uwo.ca
Ask ITS: askits.uwo.ca




[Prefiect
Wiesternl

‘machines to\Western’s'network

’ through emails'and texts:

Stay up to date _g Sy
and antispyware.

» Tum off your devices or disconnect
with the network when not in use.




October is National Cyber Security Awareness Month in North America

BE CYBERSMART

werotecty ) 4y cyERsarE

hitps://cybersmart.uwo.ca
USE CYBERPROTECTION
. @westernulTS For more information or to get help, contact Western ITS at:
- (519) 661 3800 or Ext. 83800
£  www.facebook.com/ - Support Servies Building Drop In Counter

westernITS - itshelp.uwo.ca

- askits.uwo.ca

Western §J
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*Avoid spam and scams

«Shop with care

¥4 )/
{

Whatyou Click

*Download with caution

What we facing: You Shodld:
Cyber Bullying Strong password
Cyber criminals ' /S5 Antivrius software
Infomation leaks www.gefcybersafe.gc.ca/index-eng.aspx Your legal rights



