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October is North American
National Cyber Security Awareness Month
Questionse Contact Us! Tweet pport
Western’s Cybersmart Address Sl tectU |

* cybersmart.uwo.ca

Get Help from the ITS Help Desk
* By Phone: 519 661-3800 ext. 83800

* In Person: Support Services Building
* By Webform: itshelp.uwo.ca
* Ask ITS: askits.uwo.ca

Curious? Follow Us!

y /WesternUITS

f /WesternUITS




October is National Cyber
Security Awareness Month!

DON’T TAKE
THE =/17

) o

OF PHISHING EMAILS
AND PROTECT YOURSELF & WESTERN:

Secure your Wi-Fi & Use a Firewall
Use AdBlock @ Use an Anti-Virus

Use HTTPS:// & Report suspicious
emails

Be | #

If you need help, contact ITS:
In Person: Support Services Building Drop In Counter ® cybersmart.uwo.ca

By Phone:519 661-3800 or Ext. 83800 facebook.com/westernulTS

By Webform: lEshelptiwoc W twitter.com/westernulTS
Ask ITS: askits.uwo.ca




[#Protectﬂj
™
®4 SMart

Turn on your firewall Practice safe surfing
Back up your files w Report a lost/stolen device
Delete suspicious emails‘ ~ «ProtectU'r identity

=

B ———

National Security Awareness Month
Need Help?
ask ITS: askitsuwo.ca webform: itshelp.uwo.ca
phone: (519) 661 3800 drop in support services building http:/cybersmartuwo.ca Otwitter.com/westernulTS 0facebook.com/westernulTS



#Protectl #CyberSmart

National Cyberg Safety Month
Western’s Cyber Smarth Address:
https:/ / cybersmart.uwo.ca

Your personal accounts are meant
for you only.

Don’t Share your passwords!!
e N

AUTHORISED
ENTRY ONLY

[\

ITS help desk:
O By Phone:519 661-3800 or Ext. 83800
O In Person: Support Services Building Drop In Counter
O By Webform: itshelp.uwo.ca
O Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernulT$

Facebook: www.facebook.com/westernulT$




Be Cybersmart!




Protect YOURSELF

& Never share your password

Protect WESTERN
ﬂ Never share your Western ID

@& Use Anti-Virus Software Wo U LD @ Be careful what you post

8 Be careful of unknown senders Yo U R M o M 8 Don't believe what you read
APPROVE OF THAT

G'ET H'ELP ProtectU and be Cybersmart!

By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In
Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

#ProtectU
1| Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS
@ Web: https://cybersmart.uwo.ca

October is National Cyber Security Awareness Month in North America




Participate In ProtectU!

1. Phishing Emails
2. Cyberbullying
Lost Devices To Campus
Police
4, Online Activity
5. Keep Passwords
6. Electronic Devices

Get Connected

L'\_ll_'L_‘l_’L_‘L_‘\_lL_Jl_JL__Jl__l\_'L__l : U
aw L_ll_l}_L‘\:_L_lTL_ll_L_lLl_L 50 #Protectl

P: (519) 661-3800 or Ext. 83800 nonon LL
momonoono: 1L_ e £

In Person: Support Services Building

f“r

Drop In Counter E L_JLL_L_ LT facebook.com/westernulTS
By Webform: itshelp.uwo.ca LEL e ——“j o) L= twitter.com/westernulTS
Ask ITS: askits.uwo.ca ¥ For more information visit cybersmart.uwo.ca



THINK

How To
#PROTECTU at

1. Report phishing emails to the proper channels
so that we can post them to make other aware

i BE CYBER SMART!

2. If you find a lost device bring it in to the www.cybersafety.uwo.ca
Campus Police

1. Your Username and
Password belong to you
... and only you!

3. If you lose your device report it to Campus
Police and change your password right away so
no one can use your credentials

2. Secure your computers
with Anti-Virus, Anti-
Spyware, and Anti-

Malware tools.

3. Periodically review your
Internet contacts, and
Online Activities.

VCIUBERIISINATIUNAL
CIBEK SECUKILTTAWAKENESS IMOUNIR TN NOKIRAMERICA

@ Support Services @ By Webform: itshelp.uwo.ca
Building Drop In Counter Ask ITS: askits.uwo.ca

xo;l -FIFrI: 8:30 AM to 4:30 PM @ 519 661-3800
ki or Ext. 83800

'i WwWWwiTGCeDooKiComywesiernulis ITWITTERCOIT/ WESTCIMULL >




OCTOBER IS NATIONAL CYBER SECURITY AWARENESS MONTH
LET'S HELP

#PROTECTU

HOW T0 PROTECT HOW T0 PROTECT
YOURSELF OUR CAMPUS

1. Turn off your computer when 1. Report any phishing
not in use! This will prevent e-mails or possible online
hacking attempts. scams to phishing@uwo.ca

2. Create complex passwords and 2. Use antivirus software to
ensure that your antivirus software  prevent virus spread! We are

is up-to-date at all times. one connected community.
3. Back-up important and 3. Report any lost devices
personal information onto an to campus police to protect
external device frequently. your UWO credentials.
Visit us online at: Need help from the
https://cybersmatt.uwo.ca ITS help desk?

By Phone: (519) 661-3800 or

o . Ext. 83800

Or follow us at: In Person: Support Services
twitter.com/westernulTS Building Drop In Counter
facebook.com/westernul TS By Welbform; ihelp uwa.ce

Ask ITS: askits.uwo.ca

DISCOVER. SHARE. PROTECT

Western M CyberSmart "




October is Nafional Cyber Security Awareness Month
#ProtectU #WesternU

Protecting yourself protects

your Western community.
Western @

How you can get help: How to he Cybersmart:

*By Phone: 519 661-3800 or Ext. 83800 * Report phishing emails to phishing@uwo.ca

*In Person: Support Services Building Drop In Counter , www_fwiﬂer,(om/western|'|'S * If you find a lost device, bring it to Campus Police
*By Webform: itshelp.uwo.ca ¢ |f you lose a device, report it to Campus Police

*Ask ITS: askits.uwo.ca * Change your passwords on a monthly basis
*Website: https://cybersmart.uwo.ca * Don’t use the same password for all of your accounts

n www.facebook.com/westerniITS
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WesternU Wants to ProtectU.
Stay Cybersmart Mustangs.

Month of October National Cyber Security Awareness
cybersmart.uwo.ca

! Keep your private information private
ﬁ Routinely change passwords & make them strong

ﬂ Respond only to trusted messages

Protecting Yourself Protects Western.

Do not download unfamiliar attachments
Report phishing emails to the proper channels

Verify the authenticity of e-Mails prior to opening

#ProtectU

ITS Help Desk
Phone: 519 661 3800 or Ext. 83800
In Person: Support Services Buidling

By Webform: itshelp.uwo.ca f www.facebook.com/westernulTS
Ask ITS: askits.uwo.ca

twitter.com/westernulTS

12



Never pest ( Repori

CONFIDEN te

infermatien. Campus Pelice

{ BACKUP your T e

~impertant files.

Change your

create @

STRON \cl‘terwcrds

passwerd. O

EEICEE Stay Cybersmart to PretectU and all of Western.
Help Western stay safe this October for Netienal Cyber Security Awareness Menth in North America.

G H | By Phone: 519 661-3800 or Ext. 83800
et e P In Person: Support Services Building Drop In Counter

fr. m ITs By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

#PI’OteCtU IM https://cybersmart.uwo.ca www.facebook.com/westernulTS . @westernulTS




L. If you get 5 Suspicious emajl in
inbox, throw it out!

the whole UWO pe

your UWQ
Opening it can cause *

twork to be Compromised,

2. Report any incidences of Phishing to
Phishing@u
Witho s

Wo.ca so that they can pe dealt

Ve caught it ang
rk, it could Spread,

& =

Tips 2 :
1. DO make your passwords

strong with CapItaLs,
$ymbols$ & numb3ys,

2. DO Mmaintain up
anti-virys software, A good
free one is Sophos Anti-Virys,

3. When online shopping,
“http:/ /7 is NOT a safe web
address, Jook for “https;/ /»
or “sttph://».



Protect \Western U!

A LWA YS bl i

2. Limit the information
you let out

3. Be respectful towards
others online

ProtectiYourself!

1. Never post personal
information online

2. Keep your password
strong

3. Keep your social media
private

T E R N E T Get More Help from ITS
N Ask us: askits.uwo.ca
(519) 661-3800 Ext. 83800

Web: itshelp.uwo.ca

Find us: Support Services
Building Drop In Counter

OCtOber iS NatiOnal CYber Security #PrOteCtU h_: https://cybersmart.uwo.ca

. . Twitter.com/WesternulTS
Awareness Month in North America #CyberSmart N  Facebook.com/WesternulTs

15



e
PLAY IT SAFE AND CYBER SAFE

STAY

;1 \vv‘v

SMART Ly ULL smart

r_ l

*oy

&

https:// cyrsmart.uwo.ca

Protect Western's Cyber Security Protect Your Cyber Security
- UPDATE SOFTWARE - DO NOT SAVE PASSWORDS
- LOG-OUT / LOG-OFF - USE ANTI-VIRUSTO PREVENT ISSUES
- REPORT IT - KEEP IT PRIVATE

Tell us how you stay protected # Protect .

r - L —— . 661-3800 or Ext. 83800

[ J www.twitter.com/westernulTS ) In Person Support Services Building Drop In Counter
. By Webform: itshelp.uwo.ca
H www.facebook.com/westernulTS Ask ITS: askits.uwo.ca

October is National Cyber Security Awareness Month in North America



October
National
Cyber
Secunwy
Awareness Month
N

North
America

PROTECTING YOUR
YBER SECURITY
+ SECURE COMPUTER WITH ANTI-
VIRUS SOFTWARE
+* KEEP ONLINE IDENTITY SECRET
* KNOW THE TERMS AND PRIVACY
POLICY OF SERVICES

PROTECTING WESTERN’S
CYBER SECURITY
TO

* BRING LOST DEVICES CAMPUS

POLICE

+* REPORT PHISHING EMAILS TO ITS Help Desk:
PHISHINGAUWD.CA Bone O
* CHANGE PASSWORDS FOR ANY LOST [0 i E Sy
DEVICES IMMEDIATELY Services Building In

Counter
Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

e https://cybersmart.uwo.ca




Phone: (519) 661-3800 | Person: SSB Drop in Counter r
Webform: itshelp.uwo.ca | Ask ITS: askits.uwo.ca

October is National Cyber Security Awareness Month In North America

Protect '

, Spread the Word

~ A
m @westernulTS .

+/ Change your passwords frequently
+ Never share personal information
+ Think before you send!

+ Report suspected phishing attempts 3
+/ Report suspicious individuals :
+/ Report compromised UNWO accounts

N e T N,

cybersmart uwo.ca

18



#PROTECTU BE #CYBERSMART

f\ﬁ%msu bl STAY ONTOP OF NEW THREATS THAT ARE
’ DEVELOPING AND WHAT NEW TOOLS ARE

ANTI-SPYWARE, AND
ANTI-MALWARE TOOLS. OUT THERE TO FIGHT THEM.

SECUREYOUR TRACK EQUIPMENT AND MANAGE ITS LOCATION.
PASSWORDS RUNAWAY LAPTOPS ARE THE LEADING CAUSE OF
AND DOCUMENTS COMPROMISED DATA.

OCTOBER IS OUR NATIONAL'CYBER SECURILYFAWARENESS MONTH

PERIODICALLY REVIEW YOUR BE SURE T0 SECURE THE
INTERNET CONTACTS, AND NETWORKAND
ONLINE ACTIVITIES. MAINTAINITS PRIVACY
NEED HELP? CONTACT ITS HELP DESK
BY PHONE:519 661-3800 OREXT. 83800
INPERSON: SUPPORT SERVICES BUILDING DROP INCOUNTER CONTACTUS
BY WEBFORM: ITSHELP.UWO.CA TWITTER: TWITTER COM/WESTERNUITS

ASKITS: ASKITS.UWO.CA FACEBOOK: WWW.FACEBOOK.COM/WESTERNUITS

19



October is Natwnal Cyber Security Awareness Month- in North Americd
ProtectU A Cyber Safety Inmatlve at Westem Umverslty'

. y 3 .
e . .

5 Protect Passwords | Backup Data g
| Report Phlshn\g | Report Lost Dewces]
| Protect Against Viruses |
.| Log Out gf Accounts |

,CYBERSMART WESTERNU
Western’s Cybersmart Address: https: //sybersmart .uwo.ca
By Phone: 319 661-3800 or Ext. 83800*
In Person: Support Services Bml,dlng Drop in Couhter

By Webforni: itshelp.uwo.ca
‘Ask ITS: askits.uwo.ca SR




NATIONAL CYBER SECURITY

AWARENESS MONTH
Protecty | | Protect WesternU

1. Update regularly i T _ 1. Report phishing emails
2. Use Firewall, anti-virus, . g A 2. Change your passwords if
and anti-spyware M o Y. you lose a PED
3. Do NOT share passwords , ¢ N O s 3. Do NOT connect to the
9 . : : S e Western server if you have
avirus

ITS Help Desk

Support Services Building:

Drop In Counter
519 661-3800 Ext. 83800

Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

21



(YBERSMART-UWO- (A

£ PROJEC

WESTERN

1 OCTOBER IS NATIONALCRER SECURTY ANARENESS HONTH

|
| Tk YOUR SREkALL
~ PROTECT YOUR IRENTIY
DONT SHARE PASSWORDS

REPORT PHISHING EEMALLS
USE TRUSTWORTHY SIFES

KEEP DEVICES VIRUS Phe

WEBFORM as_K',ts.UwoAia
ASK ITS: §5kils.uwo.t

n ﬁatzhook.com/wusternmts
u twntter.com/westernmts




October is National Cyber Security Awareness Month in North America

cybersmart Your Inpo,
. \

i —

am filter

tU
Protee ate your sP

4 evuseand nptl

yds oY
@ Never send passwo
usernames

C: 0 ite
heck 2 kn! legiumate S
@ Che W

protect Wester?®

. ttempts
£ p\ushing a
¢ Tell peers ©

1shing@uwo-°2

ProtectU

@ Report at 3

change passWord

1f phished,
e “:me diately

Get help from Western ITS
Get more tips at https://cybersmart.uwo.ca
Call (519) 661-3800 or Ext. 83800

Visit Support Services Building Drop In Counter
Make an inquiry at itshelp.uwo.ca

Western Ask questions at askits.uwo.ca

’ twitter.com/westernulTS f facebook.com/westernulTS #ProtectU



Protect
Your Information

Protect Western University
by protecting yourslef.
Be Cybersmart.
ProtectU.

Western is proud to recognize October as National Cyber Security Awareness Month

- www.twitter.com/westernulTS

f www.facebook.com/westernulTS

We are all one
connected community.

If your machine gets viruses on it and you

connect it to our network, it could spread.

If your email gets phished, then they
can use a UWO account to send other

phishing emails to more UWO accounts.

Report phishing emails to the proper channels
so that we can post them to make others aware

(phishing@uwo.ca).

ITS Help Desk:

- By Phone: (519) 661-3800, Ext. 83800

- In person: Support Services Building Drop in Counter
- By Webform: itshelp.uwo.ca

- Ask ITS: askits.uwo.ca

#ProtectU

A cyber safety initiative
at Western University

CYBERSMART.UWO.CA Western

24



PROTECT YOURSELF

@ Use strong passwords
® Secure your computer
@ Be Social-Media Savvy

PROTECT WESTERN UNIVERSTY

® Report phishing emails

@ Bring lost device to Campus Police
@ Change your uwo password on a regular basis

CYBERSMART.UWO.CA
ITS help desk:

25



Be Cyber Smart and
ProtectU

Join us in October for National Cyber Security

Awareness Month in North America

https://cybersmart.uwo.ca
Phone: 519 661-3800

Location: Support Services Building
Drop

Webform: itshelp.uwo.ca

Questions: askits.uwo.ca We Stern

26



DID YOU KNOW...

October is National Cyber
Security Awareness month!

WESTERN Join the motion

~Report phighing ito #protectu

-Obtain antivirug soﬂware & http://cypbersmart.uwo.ca
update fre uenfly

vond vigiting dlgrepufable giteg

" BE CYBERSMART.

“Never ghare your pagewords & change
‘them frequenf?

“Never accese pereonal or financial info
over public wirelege networke

-Always think before clicking links in

. emailg or on the internet

J

> sy - N

Western ITS

By phone:519-661-3800 or ext. 83800
In Person: Support Service Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca
www. facebook.com/westernuits
twitter.com/westernuits




October is National
P4 Cyber Security Awareness
q Month in North America

Do your part-Be Cybersmart!
STOP. THINK. PROTECTV

Protect yourself.

Protect Western. +Protect your identity.

+Ctrl + Alt + Delete when you leave your seat.
+/Use different usernames and passwords.
+Report phishing.
 Install anti-virus software.

— +Protect your wireless network.

+vPasswords: longer is stronger.

DON'Ts:

#Share your meobile device with others.
~Open emails from unknown sources.
+ Share your password with anyone.

+ Disable Firewall settings.

+ Share personal information over the Web,

CONTACT

Phone: 519 661-3800 or Ext. 83800 Followius an:
Twitter: twitter.com/westernITS

In Person: Support Services Building Drop In Counter
Webform: itshelp.uwo.ca Facebook: www.facebook.com/westernITS
Ask ITS: askits.uwo.ca

Or visit our website at https://cybersmart.uwo.ca

Instagram: #ProtectU

CYBERSMART.UWO.CA Western



Oncee Ib’s Said, Ghe Web Is Fed

#PROTECTU A CYBER SPACE INITIATIVE AT WESTERN UNIVERSITY

=5
HOW TO BE #CYBERSMART
How to protect yourself:

+Keep your password secret. You could give your password to someone and they could use it in ways you
don’t want.

«Always think about what you post. You never know what someone will forward .

=Do not respond or retaliate, as it can make the situation worse .

How to protect Western:

«Protecting yourself is an important step to protecting Western, we are a connected community.
«Bullying through a Western network can spread throughout the Western community.

*Report cyber bullying. This way the university will be aware of the misconduct taking place.

Contact Western
http://cybersmart.uwo.ca

By Phone: (519) 661-3800 or
Ext. 83800

In person: Support Services
Building Drop in Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca qantste ‘P'ot
Social Media e .,
Twitter: twitter.com/westernulTS w
Facebook: www.facebook / nulTS ma
October is National Security Awareness Month in North America * 29




PROTECTU

ITS HELP DESK
CONTACT INFO

SUPPORT SERVICES

BUILDING DROP IN _

COUNTER

519-661-3800 EXT 83800
Webform: iishelp.uwo.ca

Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernulTS
Facebook: ww.facebook.com/westernulTS

SAFE OUTSIDE,
DANGEROUS INSIDE

DELETE ANY SUSPICIOUS EMAILS AND
REPORT TO PHISHING@UWO.CA

THE GREATEST
TRAGEDY IS A VIRUS

BLOCK SPYWARE ATTACKS

THINK CYBERSAF
KEEP YOUR PE |
OURSELF

ESAFE EBETTER

sAcka UR FILES AND
SURF THE WEB SAFELY
@/

OCTOBER IS
NATIONAL CYB[R

W sa:umw AWAREN

| \ MONTH IN
NORTH AMERICA

For more

information visit

cybersmart.uwo.ca

STAY CYBERSMART #PROTECTU



? Check, Connect, Protect

Protect Yours Help
Protect Others

#ProtectU october The National Cyber Security Awareness Month

Contact ITS for help

Western N
Cybermart®s$ e s

https://cvb rt By Phone:519 661-3800 or Ext. 83800
PSGYROISINARLUWO.CA In Person: Support Services Building Drop In Counter

Facebook: www.facebook.com/westernulTS
Twitter: twitter.com/westernulTS



H BFUR
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October is National Cyber Security Awareness Month

facebook.com/westernul TS
twitter.com/westernulTS
cybersmart.uwo.ca

Ways to stay cybersmart:

* Use strong and complicated passwords
« Install anti-virus software

» Only download content from reputable
websites

* Bring lost devices to campus police

* Change passwords immediately if you
have lost a device

* Always report phishing emails to the
proper channels

For additional help,
contact ITS:

* Support Services Building
Drop In Counter

* 519-661-3800 ext. 83800
« itshelp.uwo.ca

» askits.uwo.ca

#ProtectU
STAY CYBERSMART

33



Fishy email? Forward it to:
phishing@uwo.ca

Lost something?

Change your account passwords!

Found something? 4
Give 1t to Campus Police!

:
Go to https://cybersmart.uwo.ca for more information

Sl e e N

T -y

CUSESRELTE CnnuREatlt RO CR mEEC b P

~—
S

Pun o Bu gu

i
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TALES 10"

FROMTHE

ENCRYPTIKEEPER

ThinkiBefore You|

AMWO-OO0

Connect:#BrotectUs

\

Your identity
is MINE! No one
can PROTECTU

from your fate!

Please Encryptor,I
wasn't CYBERSMART!
Be merciful on my
IDENTITY!

our) ord|
uclpersonal

FOR MORE INFORMATION, PLEASE VISIT HTTPS.//CYBERSMART.UWO.CA
TWITTER: TWITTER.COM/WESTERNUITS FACEBOOK: WWW.FACEBOOK.COM/WESTERNUITS

35



How to be CyberSmart

1. Create strong passwords
and never share them

. Beware of what you post
online
3. Don’t believe everything
you read online

. Report Phishing emails
to phishing@uwo.ca

. Turn in lost devices to
Campus Police

. Report your own lost ; Phone: 519 661-3800
devices to Campus or Ext. 83800
Police
7. For more inofrmation, visit )
https://cybersmart.uwo.ca Ask ITS: askits.uwo.ca
8. Raise Cyber Safety awareness =
ot ctobar, Natisoal By Webform: itshelp.uwo.ca
Cyber SecurityAwareness In Person: Support Services Building

Month in North America Drop In Counter

36



Don't Get Fooled By Sweet Things

October is National Cyber Security Awareness Month in North America

ProtectU CYBERSMART Western

-Report Cyberbullying
Keep passwords to yourself
-Don't post personal information

-Turn in found devices »
Be cyber safe about phishing
-Protect devices from viruses

e

aw s
< }

2| ,5 5 *llllﬂ

“7

.

"
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tober: Official Cybersafety Month

WESTERNU
PROTECTU

THREE STEPS to Jueeedss

UWO
PROTECTING YOU PROTECTING WESTERNU
Stop Phishing Report suspicious E-mails, help
Don't open suspicious E-mails! the community stop phishing!

' 2 Keep your login info safe Contact campus police if youz
Don't share personal info! spot suspicious behaviour!
Maintain a clean computer and Report lost devices to
use an anti-virus software! prevent ID theft!

q BE CYBERSMART and #PROTECTU

Stay

By Phone:519 661-3800 or Ext. 83800 westernulTS
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS; askits.uwo.ca

westernulTS

Visit Western Cybersmart at : https://cybersmart.uwo.ca



-

Protect Western

Drotect U

REPORT PHISHING EMAILS

CHECK PRIVACY SETTINGS ON ALL
SociIAL MEDIA ACCOUNTS

TALK To Campus POLICE IF A
Lost DEVICE IS FOUND OR IF You
LoSE A DEVICE

DOWNLOAD ANTI-VIRUS
SOFTWARE

AVOID POSTING PERSONAL CHOOSE A STRONG PASSWORD FOR

INFORMATION ONLINE UWO AccOunT
Go to :https://cybersmart.uwo.ca OCTOBER Is The
Tmmr. twitter. com/ westernulTs National Cyber Security Awareness

i, ? N Y
MIK* W &) 1o 1 > 8l.:V4
_'\,77,_‘: L\,,;-_:> )5 V. 'm ;_:'.:‘ v uv “ .'__h.-_}{,a' Wi jb

ITS Help Desk
9 Phone: 519 661-3800 or Ext. 83800
_/ In Person: Support Services Building Drop In Counter

»
y/

By Webform: itshelp.uwo.ca

,,/’«‘\': ‘
7 Ask ITS: askits.uwo.ca




CYBERSMART. UWO.CA

Didlyoulknow?
(Octoberis theNational Cyber:Security/Awareness/Monthlin/North/America!!

Protecting Western’s Cyber Security

1. Report phishing to proper ch
2. Bring lost devices to the Campus Police

3. Change passwords immediately

Protecting Your Cyber Security P RO I E ( I U

1. Don’t give your password away

2, Be up-to-date with antivirus

3. Keep information private

R Problems or questions? Contact our ITS help desk:
. 4 twitter.com/westernulTS g i

: By Phone: 519 661-3800 or Ext. 83800
@ facebook.com/westernulTS In Person: Support Services Building Drop In Counter

By Webform: itshelp.uwo.ca
m ['H ‘ M Ask ITS: askits.uwo.ca




Cyber smart ‘

Know the terms and privacy policy of any service you use
Be good online... just as you are offline

Your username and password belong to you... and only youl

L

piscover. share. Frotect.

41




) AUTOMAT @]H\”/J%i [D,"T_L% |

2) USEA
[IWWE- PEN THE ATTAGHMENT

PROTECT WESTERN!
0|ﬂ,1 SPREAD THE VIRUSBY CONNECTING

2) NEUER l]l% L YOUR PASSW @
3) REPOI

(519) 661-3800 7 83800 | SPPORT SERVICES BULDNG - DRCP N CIUNTER
[TSHELPUWOCA | ASKITSUWO.CA

www.twitter.com/westernulTS v f www.facebook.com/westernulTS
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. | - l; S 'l‘ l‘: l{ N n www.facebook.com/westernulTS

(“713121{ Sl‘l j‘l{'l‘ 1 www.twitter.com/westernulTS
= 7

o8/ OCTOBER Is NATIONAL CYBER SECURITY MONTH [N NORTH AMERICA,
xo)/  \ HAND OUT THESE SECURITY TREATS ON TWITTER! #UPROTEET

1. PASSWORD
Ensure your password strength is sufficient in preventing others from hacking into
your account. An easy password leaves your confidential personal information

vulnerable and available to the public.

2. LOST DEVICES

If a personal device is lost containing sensitive personal information, be sure to
change passwords as soon as possible to ayoid account breach.

3. SHOP WITH CARE
Before submitting credit card information online, look at the URL to ensure you're
on a HTTPS (Hypertext Transfer Protocol Secure) site. Be wary if a site requires

information that isn't necessary for a transaction.

1. ANTIVIRUS
Make sure you have an antivirus software downloaded and installed onto your

computer. These are specific programmes designed to identify and eliminate any
malicious software, preventing virus spread through Western's network.

2. REPORT PHISHING
Phishing email messages, websites, and phone calls are designed to steal money
and personal information. Make sure to report phishing emails to proper channels
in order to protect the cyber community.

3. ASK FOR HELP, PROVIDE HELP!
Contact the IT help desk regarding and cyber security questions, and be sure to
help others improve cyber security within the Western Community!

PHONE: 519-661-3800 or Ext. 83800
IN PERSON: Support Services Building Drop In Counter
BY WEBFORM: itshelp.uwo.ca

ASK ITS: askits.uwo.ca
CYBER SMART ADDRESS: https://cybersmart.uwo.ca
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Be Cybersmartiand # Protectly

#ProtectU Protect Western
e} ©
'_ ’ , ! \ ‘ '

ITS Help Desh

Westenn
bersmart:uwo:ca




e Western 5

Get help from ITS help dek:

-By Phone:519 661-3800 or Ext. 83800

-In"Person: Support Services Building Drop In Counte
-By Webform: itshelp.uwo.ca

-Ask ITS: askits.uwo.ca Western’s Cybersmart Address ->https://cybersmart.uwo.

Twitter: twitter.com/westernulTS

n Facebook: www.facebook.com/westernulTS



e E m&ypewseﬂ“""¢ Awareness Hontllimllorcmvnuu
or ‘M - . ' c€a

neone EyberSmart. .«.....phished.

NEVER share your passwort

LIMIT your privacy settings

ailicap.affectalbUWO E-maily

ITS Help Desk Information:

By Phone:519 661-3800 or Ext. 83800

L1 www.twitter.com/westernulTS Tweet at #Protectu  In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
https://www.cybersmart.uwo.ca Ask ITS: askits.uwo.ca

n www.facebook.com/westernulTS



OCTOBER IS:

PROTECT YOURSELF

- KEEP PRIVATE INFORMATION PRIVATE -
- MAKE STRONG PASSWORDS -
- INSTALL VIRUS DETECTION SOFTWARE -

PROTECT WESTERN

- REPORT PHISHING EMAILS -
- RETURN LOST DEVICES TO CAMPUS POLICE -

- BEWARE OF SPREADING VIRUSES -

ITS HELP DESK:

By Phone: 519 661-3800 OR EXT. 83800
In Person: Support Services Building Drop In Counter

Web: itshelp.uwo.ca twitter.com/westernulTS
askits.uwo.ca www.facebook.com/westernuilTS

https://cybersmart.uwo.ca
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NOT acARY LIKE A VIRUS)

hh‘ps /Zcybersmari.uwo.ca

519 661-2800 ext. 83800
Support Services Building
Prop in Counter
itshelp.uwo.ca

October is National Cyber Security Awareness Month in North America! askits.uwo.ca

— ‘ &




October is National Cyber Security Awareness Month
www facebook.com/westernulTS - twmercom/westemuﬂ's http://cybersmart.uwo.ca \

OoNLY YOU
HOLD THE KEY

#ProtectU
Be Cybersmart

Protect YOUR ; .
Cyber Security -
Don’t tell anyofie your
passwords
Secure your computer with-
anti-virus
Don’t open e-mails from
unknown senders

Protect Western’s
Cyber Security

Western is a community'._
Protecting your own computer
protects Western as well.
Protect your computehgaj.tfst

-> Phising

> Virus®

wSpaiy o~
To aviod affecting others in
the Western community

\Contact ITS Help Desk for more info
Phone: 519-661-3800
Help Websites: itshelpuwo.ca - askits.uwo.ca
Location: Services Building
Drop in Counter




Dont't Let Your Personal Information

St0|en from you

Western&§ Cybersmart il Help

Learn more at
https://cybersmart.uwo.ca

New to Hogwarts?

ITS help desk is here to help!
By Phone:519 661-3800 or Ext. 83800

7 g ° In Person: Support Services Building
Eg Drop In Counter
LLF : N By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

#ProtectU

@WesternulTS  @WesternulTS



Don’t catch it,
Prevent it!

October is National Cyber Security Awareness Month in North America

How to ProtectU

Don’t be afraid to say no
Passwords: Longer is Stronger
Be aware...Connect with care!

Protect UWO

Turn on your firewall. Use anti-virus software. Protect your idenity

4 'westernulTS B3 /westernulTs Be CyberSmart with ProtectU

ITS help desk: # P

By Phone:519 661-3800 or Ext. 83800 r o t e c t U
In Person: Support Services Building Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca cybel’s mart.uwo.ca
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i)
October is National CyberSecur.itg' Awarness

- Get Help
By Phone: 519-661-3800
~In Person: Support Ser- -
- “vices BuildingDrop-in
T W /% Centre 1" &

By v Neb_: itshelpf?)wo‘.fa

Ask ITS: askits@uwo.ca

722 > » ) 3 ‘( L ,‘4’

bar?’%#?bwf?ryﬁeﬁbmaTt
dnsSolutinn. 3
#Protectl.
Protect Western.

http://cybersmart.uwo.ca

A

Be A

PO C

~=

@Make Strong Passwords
Don’t Share Your Personal Information
@Be Careful When Shopping or Banking Online

@ Report Lost or Stolen Devices
@ Report Phishing
@ Change Your Passwords Frequently

twitter.com/westernuITS
m www. facebook.com/westernuITS
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Protect
Yourself

Protect
Western

cybersmart.uwo.ca



Maée} Sure to have
.9H~l-vlrU5 s
on your co

run <r-

Oftware
mputer and

ans requlary,

If your account getf ;s
‘ ‘ I ] 7 wber tha
receive a questionable email? infected rememb

: . : ther western
Forward it to phishing@uwo.ca to ZL(IE(SJU?HS at higher risk
find out if the email is safe infected

~f hoing 1

Make sure your downloads are

~rOG

7 cOolll
£rnm "{‘nf.'+3:h e sou

For all your cyber security
information, go to
www. cybersmart.uwo.ca

Https://cybersmart.uwo.ca

Mtwitter.com/westernulTS

\ f OCTOB ER f f acebook . com/westernul TS

IS NATIONAL Phone: 519 661-380@ or Ext. 83802

CYBER SECURITY B l0ino Dros 16 i s
AWARENESS MONTH By Webform: Itshelp.uwo.ca
IN NORTH AMERICA! Ask Its Help Desk: asks.uwo.ca 55




National Cyber Security Awarness
Month in North America

» Viruses on your computer
can spread when you
connect to the school network
'« Report phishing emails to ITS
« If you find a lost phone,

bring it to campus police

" Almost everything
online is traceable

« Don't trade personal
information for freebies
« Never give outyour |

For more info visit: https://cybersmart.uwo.ca
For help from the ITS help desk:
« Phone: 519 661-3800 or Ext. 83800
« In Person: Support Services Building Drop In Counter
» By Webform: itshelp.uwo.ca
o Ask ITS: askits.uwo.ca
WWW.TWITTER.COM/WESTERNUITS

We Stern WWW.FACEBOOK.COM#I\;E'SOT::]:;JGI‘S




IT desk is here to help!

Follow us:

U U
https:/ /cybersmart.uwo.ca G
YOUR uwo
YOU uwo
YOU phising@uwo.ca



Protect U

| Get antivirus program
& Do not open strange website
s Never share the user name &password
reporting phishing emails
Not expose personal info online

Log off uwo account when you leave

(OF
Jo.

October is

STAY National Cyber Security

SMART
ONLINE Awareness Month

https://cybersmart.uwo.ca twitter.com/westernuITS

www . Tacebook .com/westernulTS

By Phone 519 661-3800 y
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#ProtectU

FEEL FREE TO ASK FOR HELP
519-661-3800
ithelp.uwo.ca
askits.uwo.ca

OUR LOCATION: SSB

B4 S TARL

L. Use and maintain anti-virus sof!
WYALS

& Keep sottware up (o date

2 :
~J, Use 200d password:

JOLLN US LY OC L
IT [SNATIONALCYBER SECURTY
WARLDY ESS YION LEL

Westernty CYBERSMART.UWO.CA # .o

www.facebook.com/westernulTS




R those PHISHING EMAILS Friend count doesn’t matter. Don’t accept people you dont know
E Private information is private... No one else needs to see it
8 those LOST DEVICES Rethink some of your privacy settings on social *PUBLIC media
R call us: 519-661-3800 or Ext. 83800

T By protecting yourself you protect Western

a virus hit record for you
last night.

#HE/10/4HF National Cyber

ITShelp. ;

cwkn;£ZZﬁﬂ;f Security Awareness Month
cybersmart.uwo.ca

facebook.com/westernulTS S t ay Cy b e r‘ S m a r‘ t

twitter.com/westernul TS
Support Services Building Drop In Counter 1# P r| 0 t e C t U



ProtectU | Gyhersmart

Safety Tips and Tricks!

Protect Western!

GContact Information
() askits.uwo.ca

itshelp.uwo.ca
httns://cybersmartuwo.ca

€)) supnort Services Building Dron In Counter
() 519 661-3800 | Bt 83800

£} vww sacenook com/westernulTs

 « www.iwitter.com/westernuiTs

Protect yourself!

Be Gareful of what

(00 8 | you download and

. @ | vour firewall and

-. anti-virus program!

Don't give out your
nersonal infermation
to strangers!

0,0

Don't save your

I on your computer!

(8 @ | what you allow through

credit card information

T

y —

/ N\

OGTO

’ National Cyber Security Awareness =

\

—

Loy out of your
account when you're
tone using the
computer!

Don’t give out your
password to other
people!

Be wary about
suspicious emails
and documents you
open!

J9101d# =
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QAT_TPN k_CVBER SECURITY AWARENESS MONTH
N\ | &
\! W'Y 4

AN G
A

BERSMAR

BY PHONE:519 661-3800 OR EXT. 83800
IN PERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER

BY WEBFORM: ITSHELPUWO.CA  TWITTER: TWITTER. COMAWESTERNUITS
ASK ITS: ASKITS.UWO.CA FACEBOOK: WWW.FACEBOOK.COM/WESTERNUITS

HTTPS://CYBERSMART.UWO.CA
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Don’t Fret, Keep
Your Info Off The Net!

How to Protect Your Cyber Security

I+ Don't open messages from strangers

2 Don’t reply to vulgar messages

3+ Read terms and conditions before downloading

How to Protect Western’s Security (o °
I Keep passwords to yourself October is Natj,,
2: Report Phishing Emails cyber Security Ay, -
3" Bring Lost Devices to Campus Police Month in North A'"er',':ess
2

Be Cybersmart. Get Help From The ITS Help Desk:
« By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Western's Cybersmart Address: https://cybersmart.uwo.ca

o i
@ === #ProtectU o/

o

&4 Twitter: twitter.com/westernulTS
& Facebook: www.facebook.com/westernulTS




- : .
PAUSE.THINK.CONNECT T YESIEIN

We are all connected on campus...
PLUG &SCAN. KEEP A CLEAN MACHINE. PROTECT ALL CONNECTED DECIVCES..
Protect Your Device.....Protect Western......#ProtectU

Did you know that......

Ocotober is National Cyber Security Awarness Month in North America?...
#CYBERSMART

Need Help?:
Phone:519-661-3800 (ext 83800)
In Person:Support Services Buidling Drop In Counter
Nebform: itshelp.UWO.ca

AL

Contact Us:
Twitter:twitter.com./westernulTS
Facebook:www.facebook.com/westernulTS




#ProtectU at
twitter.com/westernulTS

FACEBOOK f
www.facebook.com/westernulTsS

VISIT US @&X
https://cybersmart.uwo.ca

When you
Prote OO

Protemé:tUS

. REPORT suspicious activity o Protect Wesy —
ern
2. Beware of &

PHISHING

1.Secure your MM 3. Don’t share
computer with your Password with

ANTIVIRUS ANYONE

NEED HELP? CONTACT ITS!

519 661-3800 or Ext. 83800
Visit us at the Support Services
Building Drop In Counter

ITSWEB FORM itshelp.uwo.ca
ASK US askits.uwo.ca
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OcToBER 1S NATIONAL CYBER SECURITY AWARENESS MONTH IN NORTH AMERICA

' 1 1 | cybersmart.uwo.ca
il = ? - { L How to get help:
JJ (519) 661-3800 oR Ext. 83800
A Support Services Building Drop In Counter
@ itshelp.uwo.ca
@ askits.uwo.ca

CYBER
 BULLIES _

SociAaL MEDIA

# ProtectU
W twitter.com/westernulTS
f facebook.com/westernulTS




IS NATIONAL CYBER
SECURITY AWARENESS
MONTH IN
NORTH AMERICA

DON’T SHARE YOUR PASSWORDS ENSURE ANY FILES YOU UPLOAD ARE
VIRUS-FREE

MAKE SURE YOU HAVE THE

CORRECT URL DESTINATION CAREFULLY CHOOSE THE WEBSITES YOU
DECIDE TO VISIT

BE WARY OF UNKNOWNS WHO #[Jl) l{(”l‘ECVr

TRY TO CONTACT YoOU REMEMBER EVERYTHING IS TRACEABLE
MAKES US ALL AWARE

TO LEARN MORE ABOUT HOW TO BE CYBERSMART

HTTPS:/ICYBERSMART.UWO.CA

OR CONTACT US

519 681 3800 EXT 83800
Support Services Building: Drop-ln Counter
Webform: itshelp.uwo.ca
askits.uwo.ca PROTECT YOURSELF
Twitter: twitter.com/western/its
Facebook: www.facebook.com/western/its PROTECT U.W.O.




October: National Cyber Security Awareness Month in North America

Report phishing
Protect yourself from Viruses
Bring lost devices to Campus Police

ITS help:
519 661-3800 or Ext. 83800
Support Services Building Drop In Counter a1y
itshelp.uwo.ca | askitsuwo.ca =%
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3 ways to protect
Western's cyber security:
1) Return 5ny”|ost device
found to campus police

2) Dorn t all emails

3) Have a long a

passwg_l;di '

%

Iikebeesprotectitheirhives

Western

UNIVERSITY-CANADA

Twitter: twitter.com/westernulTS

Facebook: www.facebook.com/westernulTS

How to get help from the ITS help desk:
By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
) By Webform: itshelp.uwo.ca
- Ask ITS: askits.uwo.ca




lo«vl’y“:?::omn Iuﬂ

-e &e vaersmart mfmssctu

For You 2 For Western

.@ Westem'

. : 1 Return lost phones
~ and.computers to

STOP . campus. pollce

1.Never Give Out your [V Report SUpICIOUS

Rassmoard. emails to the western
2.Never Give Credit server. §
Card Info. :

3.Never Post
Inappropriate or
illegal Content.

‘-‘3 If you thmk you may‘
have a virus, please :
get it .dealt with prior -
 to connecting back to
- the western server.’

Need He]p_.?. '
Bv Phone: 519 661- 3800 or Ex't 83800

m Person: Suppm t.ser vu:es Bmldmg D1 op In Counter 5
By- Webfotm itshelp.uwo.ca' -

Ask ITS: askits.uwo.ea 5 . tk N T A S TR NSRS
. e ) SR : V- Twitter.com/westernulTS$
'.nviFacebook.‘cox.fx/wcsterntil'l:s

#ProtectU

HTTPS: //CYBERSMART UWO.CA
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Be Cybersmart #ProtectU

Do Not|Feed the

Octower is National Cgper Security Montn in
North America, ProtectU and visit us at: https://cybersmart.uwo.ca

o~
bd



October 1s National Cyber Security Month: Cyber (smart:)

FILE SHARING anp
TORRENTS micHr Be FREE,
BUT tHere may BE
TROJANS vou cAN'T SEE

- Keep your online identity guarded - Be a good cyber citizen

- Secure your computer with - Educate yourself
Anti-Virus software - Be aware of risks

- Don’t share personal passwords - Be concious of your

- Understand privacy risk online impact

Join Western’s Need help?

RO IEAC By Phone: 519 661 3800 ext. 83800
mitiative . o .

' In Person: Support Services Building Drop-in
today! Counter

By Weh: itshelp.uwo.ca
.Nww.twitter.comlwesternulTS

Asl ITS: askits.uwo.ca
f www.facebook.com/westernul TS
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"
9/’\ Sy 3 eits

.C. L ® Make wise decisions
‘ - Bsk an expert for assisstance .

Report any spam UWO e-mails to [TS.

Take the necessary actions to
N protect yourself.

% and DO NOT open phishing email'!
" By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building W *
Drop In Counter t
By Webform: itshelp.uwo.ca eS ern 09

-
.!—'
al | ]

Ask ITS: askits.uwo.ca



l " 7 ‘twitter.com/westernulTS nwww.facebook.com/westernuITS Ask ITS: askits.uwo.ca

October is National Cyber Security Awareness Month
r Facebook#ProtectU to keep the Western Community

= @B€ Cybersmantiggs =

#

1. Report phishing emails to the proper
channels so that we can post them to
make others aware

1. Don't share personal information online

2.Inform yourself about privacy settings

find a lost device bring it in to
e Campus Police
3%1f you lose your device
report it to Campus Police and 5
make sure to change your
password right away

L . . )
‘Western Cybersmart - https://cybersmart.uwo.ca In Person:Support Services Drop In Counter
'519.661.3800 ‘Webform: itshelp.uwo.ca



In North America,
October is National
Cyber Security
Awareness Month

What are three ways to protect
your cyber security?

It's very simple! Three easy ways:

1. Change your password every
few months. Be different!

2. Do NOT click on any links with
unfamiliar attachments.

3. Never give out personal info in
emails unless you're sure it's secure.

What are three ways to protect
Westen'’s cyber security?

Three easy ways to protect Western:
1. Protect YOUR machine as we are
all connected and viruses can spread.
2. Report phishing emails to the
proper resources to warn others.

3. Bring and report any lost devices
to Campus Police! They can help )

https://cyber
smart.uwo.ca

pry

By Phone (519) 661 3800 Ext. 83800
In Person: Support Services Building

By Webform: itshelp.uwo.ca
@ Ask ITS: asklts uwo.ca

5



Cybel”Slnart

NEED ANY HELP?

Asklts.uwo.ca ltshelp.uwo.ca

Support Building Dropin Counter

m DJ gl Vs aleadt nog

Cctober IS Naticnal Cyber Security Awarness imonth

IOST YOUR DEVICES?

COME TO CAMPUS POLICE AND CHANGE YOUR PASSWARD!
GET ANY PHISHING EMAIL?

REPORTING IT TO PROPER C|-|ANNELs.(phiaahing@uwo.gBER‘MAﬂfnwbﬁ :

n www.facebook.com/westerniITS Twitter.com/westernulTS




Protected?

ProtectU and be CyberSmart

Install anti-virus software and scan your
computer often.

@ Do not download files from unknown sources.

@ Turn on your firewall.

#ProtectU A cyber awareness campaign at Western University.

Fact: October is National Cyber Security Awareness Month.

Protect Western
@ Change passwords frequently.

@ Bring lost devices to Campus Police.

Report phishing emails to your UWO email
promptly to phishing@uwo.ca.

To learn about Western’s CyberSmart Campaign, visit cybersmart.uwo.ca.

ITS Help Desk Contact Information
’ @westernulTS E 519 661-3800 Ext. 83800 ® itshelp.uwo.ca

n facebook.com/westernulTS . Support Services Building Drop In Counter E askits.uwo.ca
—
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BE CYBERSAFE
BE CYBERSMART
PROTECT YOURSELF
PROTECT WESTERN U

C'U

Western

NEVER SHARE YOUR PASSWORD?
NEVER OPEN EMAILS FROM STRANGERS!

REPORT PHISING EMAILS!

For Help and Tips Contact the ITS Help Desk:

Ask ITS - askits.uwo.ca
By Phone - 519 661-3800

In Person - Support Services Building Drop In Counter
Online - https://cybersmartuwo.ca

By Webform - itshelp.uwo.ca
On Social Media - twitter.com/westernulTS and www.facebook.com/westernulTS
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protect your cyber security
1) signing off social media
accounts whenever you’re
done with them

2) keeping your password

secure and TO YOURSELF!

3) Make sure nobody is

trying to keylog you when
you’re using their device to
login to your account

Don’t let anybody abuse other
peoples western idenetities! always
make sure to...

1) Report anybody who you think is
making an attempt to hack another
student

2) If you know someone who has a
history with making cyber threats,
make sure to approach them accord-
ingly so that they do not harm any
others

3) PUT AN END TO ANY CYBER
BULLYING THAT YOU ARE AWARE
OF!!

www.facebook.com/west-
emulTS

“  twitter.com/west-
emulTS

Feel free to come in to our
Drop in Counter at the
Support Services Building
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# Protect)

OCTOBER IS NATIONAL SECURITY AWARENESS MONTH IN NORTH AMERICA...
Protectl from phishing with

3bersmar¥:'
o BY PHONE: o IN PERSON:
519 &81-3%500 Su.P ort Services
Exk, 2’3?00 Bw. ding Drop
52 In Counker
)

0 BY WERFORM: ® ASK ITS:
iEsheLP.umo.ca askitsuwo.ca

For more information:
https: //cybersmartuwo.ca

hwi&ber/comwes&erhu,l'rs www facebook.com/westernITS
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7Y Awareness Month in North America

Who are U connecting with?

#ProtectU

Protect Your Cyber Security
Create strong account passwords
Communicate wisely

Always turn on privacy settings

e R

\ e [T ; . T

Protect Western's Cyber Security
Protect your cyber security
Report phishing emails

Be aware of others’ safety

L T

it o'l”“ {

?’nal“?"‘.—. !

4’

vowAAA~

o AR B A

(St T T

Q. 8~ m‘am.mm‘@@w

LELFFTEY L v

BE CYBERSMART!
8 v =

B

‘
~

. .
@:@ CYBERSMART.UWO.CA Contact ITs | Student Services Building | Webform: itshelp.uwo.ca

519 661-3800 or Ext. 83800 Ask ITS: askits.uwo.ca
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ProtectU Protect Western

October National Cyber Security Awareness Month

CyberSmart Means CyberSafe

What Can You Do?

- Have a strong secure password - Bring lost devices to the Campus Police
- Don't post personal information - Learn more and spread awarerness
- Log out before you leave - Report phishing emails

How To Get ITS Help:
By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter

Connect Usi ng #ProtectU 8 www.twitter.com/westernulTS By Webform: itshelp.uwo.ca
Www.cybersma rt.uwo.ca . www.facebook.com/westernulTS Ask ITS: askits.uwo.ca




-
Get help from the ITS desk:
| By Phone:519 661-3800 or Ext 83800

- — g " = .
el' mal' In Person: Support Services
Building Drop In Counter
By Webform: itshelp.uwo.ca

Wl ILSEA) # PrOteCt U ' h Ask ITS: askits.uwo.ca

— ——

| ) o gty .y
.r'j ol Tr 0 ;0 10 1 4 10 10 ;0 ’O 70 ,!’18 - . For more info, visit

Western's Cybersmart
website:
https://cybersmart.uwo.ca

tis . ———
I so the Cybersmart Team would y Q%

like to help you stay Cyber Safe this . .

October!

Protect your cyber security by:
1.  Using diferent usernames and

passwords
2. Turning on your firewall
3. Using anti-virus
software

Protect Westeern’s cyber security by:
1.  Report phishing emails to the proper
channels
2. Bring lost devices to the
Campus Police
3. Ifyou lose your 4 - : Follow us on Twitter:
devicoreportitio | 8 > o Find us on Facebook:
Campus Police ' By




g“""'i’(ﬂ’ r B
NationaliCqver, Security Awareness M

CyberSmart wants to help

VP ro

Protecting yourself is an important step to protecting Western.
We are all one connected community.
If your computer gets viruses on it and you connect
it to our network, it could spread.
If your email gets phished, they can send it
to more UWO accounts.

Help protect the community by

reporting phishing emails (phishing@uwo.ca)

The more you protect yourself the more

the Western community as a whole is protected
@westernulTS

facebook.com/westernulTS

www.cybersmart.uwo.ca

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter

By Webform: itshelp.uwo.ca

\\(, Sl ern Ask ITS: askits.uwo.ca




To Learn More Visit
- p https://cybersmart.uwo.ca

Protect Western

Report phishing emails to phishing@uwo.ca
Bring lost devices to Campus Police
Remove virus infected devices from UWO wi-fi

Protect Yourself

Connect to only known wi-fi
Install antivirus software
Don’t download unknown files

Trlt. Ve

T

# Contact ITS Help Desk
By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter

~ By Webform: itshelp.uwo.ca
- Ask ITS: askits.uwo.ca

BB /westernulTS



OCTOBER IS NATIONAL CYBER SECURITY SAFETY MONTH

REPORT PHisHING

DON'T GlVE OUT PERSONAL INOFORMATION
P P SWoRrD
LIl SECURE YOUR oevices

USE SECURE NETWOoORKS
REPORT CYBER BuLLiES

OmMmxXo0oO0OTIT 1M —H -Z200

» @

€

S o

L 4

#PROTECTU a Cyber Safety initiative at Western
CONTACT WESTERNS 1Ts FOR HELP

LOCATED IN THE SUPPORT SERVICE BUILDING
519-661 3800 OR ext 83800
itshelp.uwo.ca and ASK an IT @ askits.uwo.ca

CYBERSMARTUWO CA

. BE CAREFUL. BE CYBERSMART. PROTECT U
@
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BE CYBERSMART!

. -Use an .

T w

HTTPS://CYBERSMARL.UWO.CA

#PROTECTU

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop
In Counter

By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

J twitter.com/westernuITS

f www.facebook.com/westernITS
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THIS OCTOBER DURING

National Cyber Security Awareness Month
Cybersmart wants to ProtectU

PROTECT WESTERN.
FECTED? DONT SPREAD IT.
HING EMAILS? REPORT IT.

'ND DEVICE? RETURN IT.

Protect

PROTECT U.

PASSWORD? DONT SHARE IT.
EASY TO G MAKE IT HARD.
SOMEONE KI CHANGE IT.

NEED IT HELP?: 519 661-3800 or Ext. 83800 » Support Services
Building Drop In Counter ¢ itshelp.uwo.ca ¢ askits.uwo.ca

Twitter: @westernulTS « Facebook: /westernulTS
https://cybersmart.uwo.ca




Never give away your ltmu.thmk y@%d@\ac%
passward, even to your

mom!

~ =
" |If you feel that your western
email has been compromised
inform Western IT services.

Change your password
regularly

protectu
#ProtectU

Secutiy Awareness month
in North America

f for more infor, contact the i78 help desk at:
www.facebook.com/westernulTS phone: (519) 661-3800 or Ext. 83800

shelp.uwo.ce
-in person: Support Services Building Drop In

Center
G twitter.com/westernul TS -ask ITS: askits.uwo.ca
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OCTOBER: NATIONAL CYBER SECURITY AWARENESS MONTH IN
NORTH AMERICA

PROTECT YOUR CYBER SECURITY

- KEEP YOUR PASSWORDS PRIVATE

= SECURE YOUR COMPUTER WITH ANTI-VIRUS TOOLS

- KNOW THE TERMS AND PRIVACY POLICY OF ANY SERVICES USED

PROTECT WESTERN’S CYBER SECURITY

- PROTECT ALL DEVICES AND ACCOUNTS WITH A PASSWORD
= ALWAYS LOG OFF OF PUBLIC DEVICES ON CAMPUS

- REPORT ANY MISSING DEVICES TO CAMPUS POLICE

WESTERN UNIVERSITY PRESENTS

Contact Western IT: Digital life is evolving...
519 661-3800 or Ext. 83800 i 2
Support Services Building Drop In Counter how will you ProtectU*
itshelp.uwo.ca
askits.uwo.ca

. www.facebook.com/westernulTS

. twitter.com/westernulTS lPIlO'I'ECI'II

cybersmart.uwo.ca




"y

% /‘ =N
@" !1 ,\
Western N f
JIr
@ Western’s Cybersmart Address—-> http://cyberamart.uwo.ca

For Yourself:

*Don’t share your password

* Internet is traceable

¥* Don’t leave your personal information
in a strange space

For School:
¥Don’t spread your school account
+Bring it into the Campus Police

if you find a lost device.
*Reporting phishing emails to the

proper channels

P
28
O
T
E
C
T
U

HE> T EEHE <0

Get Help: By Phone:519-661-3800
|n Person: SuPPort Services Building DroP In Counter
bg Webform: itshclp.uwo.ca
ASK ITS: askits.uwo.ca
Contact Information:
ﬁ :twitter.com/westernulTS

I :www.facebook.com/westernulTS
Oct. is the National Cyber Security Awareness Month in North America




......

Protect Yourself

-Don’t share your password
-Have a secure password
using numbers, and special
characters

-Backup your computer
frequently

use the hashtag

#PROTECTU

be cybersmart

Visit http://cybersnart.uwo.ca

Protect Western

-Be aware of what you
download

-Report any phishing to
phishing@uwo.ca

-If you find a lost device, bring
it to Campus Police

How to get help:
(519) 661-3800 (ext. 83800)
Visit: Support Services Building Drop in Centre
Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca
Twitter: twitter.com/westernulTS
Facebook: facebook.com/westernulTS

OCTOBER IS NATIONAL CYBER SECURITY AWARENESS
MONTH IN NORTH AMERICA
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Be Cybersmart and ProtectU

Did you know ?! October is National Security Awareness Month
in North America

ITS help desk:

- Phone: (519) 661-3800 Ext 83800
- Person: Support Services Building Drop In Counter
- Webform: itshelp.uwo.ca =

T
- Ask ITS: askits.uwo.ca %@
Western

Protect You Protect Western
- change your passwords often - report phishing emails

and make them strong to phishing @uwo.ca
- do not share private information - bring found devices to Campus

inadvertently Police
- do not reply to spammers - change passwords immediately

if you’ve lost a device so no one
can use your information

Western’s Cybersmart Address: https://cybersmart.uwo.ca

Tag us at #ProtectU

RSP <
| www.facebook.com/westernul TS /V 9

(o : ,
www.instagram.com #ProtectU N \ =

7 <
L _J www. twitter.con/westernulTS




OCTOBER IS NATIONAL CYBER SECURITY
ANARENESS MONTH IN NORTH AMERICA

https://cybersmart.uwo.ca

BE CYBERSMART AND #PROTECTU

HONP

* use usermames and passwords

* don't forget to log out from your device

* be smart about what you post online

* check for viruses that could spread to others

* return any lost devices

* report phishing emails

* show your support with the hashtag #protectU

By Phone: 519 661-3800 or Ext. 83800
# InPerson: Support Services Building Drop In Counter
(>» By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

Twitter: twittercom/westernul TS

Facebook: www.facebook.com/westernul TS
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WANTED MOZILLA
BUT DOWNLOADED

GODZILLA?

October means its time to become aware

A VIRUS CAN SPREAD FAST.
¥

DOWNLOAD FROM SOURCES YOU TRUST.

USE REPUTABLE SITES.

REPORT FISHING EMAILS. #PrOteCtU

REPORT To campus poLice. Cybersmart.uwo.ca
519 661-3800
itshelp.uwo.ca
askits.uwo.ca

CHECK THE URL.
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YOU NEVER KNOW
WHO'S WATCHING

This October
Join Western’s ProtectU initiative
and be Cybersmart
for National Security
Awareness Month

#ProtectU

How you can protect your cybersecurity: How you can protect Western’s cybersecurity:
1. Understand terms and privacy policies 1. Install an antivirus software

2. Never share your password(s) 2. Report phishing emails

3. Periodically review you social media 3. Report lost/stolen devices

contacts

Contact Us

By Phone:519 661-3800 or Ext. 83800 In Person: Support Services Building Drop In Counter By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca  Twitter: twitter.com/westernulTS ~ Facebook: www.facebook.com/westernul TS

\\(*slm‘n%




L™ A rtin:/ twitter cor = e
n http://www.facebook.com/westernulTS

For more information:-

Phone - 519-661-3800(Ext 83800)

Webform - itshelp.uwo.ca

Ask ITS - askits.uwo.ca

In person - Support Services Drop
in counter

1

Don’t share your
password. It is
just for your use

Be careful about
talking to strangers
online.

Report anything
that seems suspicious

http://cybersmart.uwo.ca

T 1T 1T 1 1 11
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»dProtectU

Protect Yourself

Don’t open unknown emails =
Avoid unreliable websites~ > B
Use anti-virus software

~ ~Protect Your School
% % “.Leave infected devices at home
4 “Report phigh?i’ng emails to ITS

[~ K V > o
S %{@ep@r’t stolen dexges <)

( X

)

during.National Cybe

ional Cybery g
Month this Octoberp

facebook.com/westenﬁ@s 0 . -;8, :
.twiner.com/wester@fglgﬁg’ .. . X
NUZa N X

W #ProtectU . .’. Siawofca

) NC
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cybel‘smaﬂ:National Cyber Secuirty Awareness Month

W

1. Delete emails from unknown senders

2. Protect your identity and change passwords often
3. Use safety settings, most importantly privacy!

4. ProtectU to protect your community

5. Report phishing emails: phishing. uwo.ca
and report stolen property to campus police

6. Surf the Web safely, use only use authorized websites

1 Services Building Drop In Counter |/"N  jtshely
B 519661 3300 or Ext. 93800 &

B



ST0OP THE HATE, STOP THE HURT,
STOP CYBERBULLYING.

Come Together for National Cyber Security Awareness every October

Protect Yourself

| hate you

report stolen electronic devices -
report phishing emails to phishing@uwo.ca -
don’t connect to uwo network if you have a virus -

Be (;ybers-smart! #P”)fectu

http://cybersmart.uwo.ca

phone: 519 661 3800 or Ext. 83800

person: Support Services Building Drop in Centre
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

twitter: twitter.com/westernulTS

facebook: www. facebook. com.westernulTS 100



October is National Cyber Security Awareness Month in North America - https//cybersmartuwo.ca

srrmmmsﬂnﬁg '
USE CAMPUS POLICE.

ITS Help Desk
= By Phone: 519 661-3800 or Ext. 83800
F MWestemulTS InPerson: Support Sevices Buikling Drop In Courter

./Weanmd'lS #ProtectU S——
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HTTPS://CYBERSMART.UWO.CA |

Protect Yourself:

1. Don’t share passwords
#ProtectU 5 |hstall antivirus software

3. Logout of accounts

Protect Western:

1. Report lost devices

2. Beware of phishing emails

3. Use social media responsibly

CALL: (519) 661-3800 or Ext. 83800
VISIT: Support Services Building
ONLINE: itshelp.uwo.ca or askits.uwo.ca 102




#ProtectU October is National Cyber Security Awareness Month in North America

infected unprotected

Are YOU CyberSmart? Is WESTERNU vk

Protect Your Identity Report Phishing
Use Anti-Virus Software —> Protect Our Wireless Network
Stay private on Social Media Get Expert Help
Phone
519 661-3800 or Ext. 83800
In Person
Support Services Buildin Drop in Counter

By Webform

Contact Information Eheth e =

Twitter: https://cybersmart.uwo.ca f‘:l‘l JITf -

Facebook: twitter.com/westernulTS S ProtectU- cyber safety initiative at
CyberSmart: www.facebook.com/westernulTs Western University
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#ProtectU

Spread Awareness, Not Your Passwards.
Be Cybersmart. ProtectU.

Questions? Contact the ITS help desk:
By Phone: 519.661.3800 or Ext. 83800
In Person: Support Services Building Drop in Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

Twitter: twitter.com/westernulTS
Facebook: www.facebook.com/westernulTS

https://cybersmart.uwo.ca




#ProtectVU

www.facebook.com/westernulTS

twitter com/westernulTS
https: f/c;bersmarf uwo.ca

viruses spread- if
your machine gets
a virus, dont use

Westerns network.

WE ARE ALL ONE
CONNECTED
COMMUNITY Wl

Western

CYBER SECURITY AWARENESS MONTH.
CYBER SECURITY ANARENESS NONTH. ..

nt be a CyberFOOL ..
BE CYBERSMART

need some help? the ITS help desk got your back!
Drop on by to the Support Services Building Counter
or you can call 519-661-3800 as well as mail us at
itshelp.uwo.ca or askits.uwo.ca

i =)




Be CYBERSMARI,
and PROTECTU

Protect Yourself

Find Out More At: https://cybersmart.uwo.ca

J Ol N TH E October is

#PROTECTU TWITTER COM/WESTERNUITS a National
Cyt

CAMPAIGN AT racesook.comweSTERNUITS ﬂ SLZJ?R)

- — Awareness
Information Technology Services Month!
PHONE: (519) 661-3800 or Ext. 83800
LOCATION: Support Services Building Drop in Counter 106

ONLINE: itshelp.uwo.ca
ASK ITS SERVICE: askits.uwo.ca



https://cybersmart.uwo.ca

OCTOBER IS CHBER SECURITY MONTH |

BE CAREFUL WWHAT YOU POST
FOR

*

TIPS FOR CYBER SECURITY:
FOR YOURSELF: FOR LESTERN:

Don’t share your password Report suspicious activity on OWL
Think about your online image Bring lost devices to campus police

. Backup your computer Careful when posting: you represent Western

Be Cybersmart #ProtectU

CONTACT WESTERN ITS:
By Webform: itshelp.uwo.ca | Ask ITS: askits.uwo.ca
By Phone: 519 661-3800 or Ext. 83800 | In Person: Support Services Building Drop In Counter

Y twitter.com/westernulTs n www.facebook.com/westernulTs



€ are a connected communy

We all face common threats
Digital life is evolving

Be aware of privacy community
Be a cyber professional

t’s your password

L 4

Facebook: www.facebook.com/westernul TS ﬁ

wetern’s Cybersmart Address > https:// cybersmart.uwo.ca

Twitter: twitter.com/westernul TS
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#ProtectU

n facebook.com/westernul TS
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twitter.cormn/westernulTs




’rotectU

Be Cybersmart!

W Tu‘\—
= %y’ s

October is National Cyber Secunty Awareness Month in North America

|Protect Yourself A  Protect Western

Use passwords and lock combinations  Report phishing emails
on your mobile device to phishing@uwo.ca

Keep private information PRIVATE Return lost devices

Keep operating systems up to date Don’t share passwords

ITS Help Desk

By Phone: 519 661-3800 or Ext. 83800
In Person:  Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

@westernulTS on Twitter & Facebook

#ProtectU
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PROTECTU, PROTECTUS

Protect yourself and Western for
Cyber Security awareness month.

Stay cybersmart this October by A
following these simple tips! =~

PROTECTU:

1. Watch for phishing attempts

2. Check for viruses regularly

3. Update passwords after losing a device

PROTECTUS:

1. Protect Yourself

2. Report phishing attempts

3. Bring found devices to Campus Police

Follow #ProtectU on twitter for more info, or follow the
cybersmart campaign at https://cybersmart.uwo.ca

CoNTACT US:

519 661-3800 or Ext. 83800
itshelp.uwo.ca
Ask ITS at: askits.uwo.ca
visit in person at the
Support Services Building Drop-In Counter

Or Follow “WesternU ITS” on Facebook or Twitter




October is National Cyber Security Awareness Month in North America

#ProtectU Be Cybersmart J

Protect Your
Cyber Security:

eNever share usernames or
passwords with anyone

eReport any cyberbullying or
suspicious online behaviour

eFrequently check online credit
card statements for unrecognized
transactions

Be a Proactive Digital Citizen:

Protect Western’s
Cyber Security:

*Report any suspected phishing
scams/emails

*Be a good digital citizen on
social media

e|f found, bring any lost devices
to campus police immediately

*Western's Cybersmart Address: https://cybersmart.uwo.ca

*By Phone: 519-661-3800 ext. 83800
*By Webform: http://itshelp.uwo.ca

*Ask ITS: http://askits.uwo.ca

ITS on Social Media:

y twitter.com/westernulTS

facebook.com/westernulTS

*In Person: Support Services Building Drop In Counter




§ your account to others.
2.Change your passward often.

3.Use complex passward.

Protect-Western's cyber securlty' *"%

1z Repotm&phlshmg emails. Western's Cybersmart Address:

https://cybersmart uwo.ca
Get help from the ITS help desk:
2. Changmg*your passward after losing your R s e i i
device. <In Person: Support Services Building Drop In Counter
=By Webform: itshelp uwo.ca
3. The more you protcet yourself the more the ~Ask ITS: askifs uwo.ca
Contact us:
Western community as a whole is protected. “Twwitter: twitter. com/westermal TS

=Facebook: www.facebook.com/westernul TS




BE CYBERSMART.

HTTPS://CYBERSMART.UWO.CA

. OCTOBER

NATIONAL
CYBER
SECURITY
MONTH

3 P'S OF PROTECTION

PREVENT
BE MINDFUL OF WHAT YOU POST.
PRIVATE
STRENGTHEN YOUR PRIVACY SETTINGS.
PHISHING
REPORT ANY SUSPICIOUS CONTENT.



BEFORE LI (RE®

ISHENRUEY.
DON/TF RESPOND;
I 0% rlURIFULY  DON'T RETALIATE
BLOCK THE BULLY
SHETIEGALE.

N =an=]

nnnnnn

{{{{{
+

// /\/////// ‘
social media

stay CYBERSMART

NEED HELP?

CALL 519 661-3800 or Ext 83800

Go to itshelp.uwo.ca or askits.uwo.ca

Come to the Support Services Building Drop in Counter




] ocTOBER is
National Cyber Security
Awareness Month in

North Americal

Fr'!f:'(ﬁ\‘, u SOcCr: al "Z“L 7 U

ITS help desk:

By phone: 519 661-3800 or Ext. 83800

In person: Support Services Building Drop in Counter http://cybersmart.uwo.ca

By Webform: itshelp.uwo.ca Twitter: twitter.com/westernulTS

Ask ITS: askits.uwo.ca Facebook: www.facebook.com/westernulTS 116




Uciober is National Cylier Security Awainess moitl here are some tps o llow Lo protect yours, and Wesiern's cyber security

For additional information go to-https://cybersmart .uwo.ca
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PROTECTU

October is National Cyber Security Awareness Month in North America

BE CYBERSMART

Protect yourself
Frequently <liange passwords
Turn on your firewall
Use anti-virus software

Protect WWestern
Don’t =li2rc your UWO credentials
Don’t use infected devices
Report phishng emails

y twitter.com/westernulTS

#ProtectU
https://cybersmart.uwo.ca . www.facebook.com/westernulTS

~ ITS Help Desk:
By Phone: 519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca




s CYBERSMART.UWO.CA

at Westen Unviersty

SESOc) frm— oaT
ANDINTRICATH ==t ]
RASSWORDS | AVOIE
111;-.61\17 @kLW 7 KNOW

IEYOU LOSE\YOUR DEVICE} REPORT TETO.CAMPUS POLICE!

o P u
!}!EﬁWE E@H‘g%
EVENYYOURS

THE MORE PEOPLE THAT PROTECT THEMSELVES, THE
MORE THE COMMUNITY AS A WHOLE IS PROTECTED.

FOR MORE INFO, CONTACT US:
PHONE: 519-661-3800 EXT 83800
IN PERSON: SUPPORT SERVICES BUILDING DROP IN COUNTER
BY WEBFORM: ITSHELP.UWO.CA
FOLLOW US ON TWITTER: @westernulTS
FIND US ON FACEBOOK: Information Technology Services ITS - Western University
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ProtectU

e

\

)Cybersmart

National Cyber Security Awareness Month

Location: North America
Time: October

[&WCyber Security for Personal |

1. No public wifi for business

2.No illegal website 5

3. Don't post personal infomation on public platform

]

| & Cyber Security for UWO

1. Protect personal UWO ID & password

2. Don't tell others your personal ID

3. If you find any problem from UWO wifi
bring it to Campus Office @\ ‘

THE ITS HELP:

By Phone: 519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

_PHISHING

£
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ProtectU

Octobex
National Cyber Security Awareness Month
of North America

ProTECT WESTERN
Report Phishing emails
Change Password if devise lost
Report lost device

ProTECT YOURSELF
Change Password Refularly

Do not Click on Strange Atfachment
Do not share vour password

.SSvaerSmart Site:

https://cybersmart. uwo.ca
ITS Help Desk:
By Phone:

e:
(51 9 661-3800 or -83800)
In Person:

twitter. coanestermlTS :
www.facebook.com/westernuiTS

2
>

7
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October is National Cyber Security Awvareness »
Month in North America

¥*Set password for your devices

*Turn on the firewall for your PC

¥Use Cybersmart tﬁqp'rﬁgtect your PC Lol ’
*Using UWO emial with \?E\Clt,;_ion f’ g
*¥*Do not use lab's computers to download %, >
unsafe software

¥*Tell your friends/classmate about Cyber safety. D,

wwu .facebook.com/westernulTS

.tuittnr »com/westernulTS

Need help? Visit Us at
https://cybersmart.uwo.ca
519 661-3800 or Ext. 83800
Support Services Building
itshelp.uwo.ca
askits.uwo.ca




Get help from the ITS help desk:

ﬂ<})> By Phone:519 661-3800 or Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca

Find #ProtectU in your social media
Twitter: twitter.com/westernulITS

Facebook: www.facebook.com/westernulTS

Western's Cybersmart Address --> https://cybersmart.uwo.ca
October -- National Cyber Security Awareness Month

CYBERSMART
PROTECTU

Protect our UWO email accounts,
Report phishing emails to the proper channels,

#’ ;, Rhange your password when you lost your divice

123



WestemU 178 o,

did
mca/nsr.aenmy/c Pl o ”“‘33' change your passwordy

feverSpreadRumer g0nling
n Cyb ersmart

Visit https://cybersmart.uwo.ca

Or ITS help desk, Ask ITS: askits.uwo.ca
and by person @Support Services Building Drop In Counter
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#ProtectU

October -

National Cyber Security Awareness Month in North America

1IIEI.P

Phone:51966 13800/Ext. 83800

In Person: Support Services Building

Drop In Counter

Lock Mobile Phones

Hide Personal Info

By Webform: itshelp.uwo.ca
Ask ITS: askits.uwo.ca S

Install Antivirus Software
Twitter: twitter.com/westernulTS

Facebook: facebook.com/westernulTS

INTERNET

CYBERSMART.UWO.CA



invade your device

CYBERSMART

Western's Cybersmart Address: https:/cybersmart.uwo.ca

ITS HELP:

By Phone:519 661-3800 or Ext. 83800

In Person: Support Services Building Drop In Counter
| By Webform: itshelp.uwo.ca

" Ask ITS: askits.uwo.ca

’ www.twitter.com/westernul TS

| f www.facebook.com/westernulTS
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PROTECTU
O
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\ A1 14 Y Y gy
T CYBERSMARIT
\1«1:“_

National Cyber Security
Awareness Month in North America

( =Personal cyber security: )

1.Be careful when broswing the web pages.
2.Do not leak out your personal information.

3.Choose formal website for online trading.

(~Western’s cyber security: )

1.Make sure your personal computer is not infected by
virus when trying to login the western network.
2.Report to the capmus police when you find out that
western’s net work has a problem

3.Log out when you leave the lab or the public

computer in library.

BBV Phone:519 661-3800 oxr Ext. 83800
In Person: Support Services Building Drop In Counter
By Webform: itshelp.uwo.ca

Ask ITS: askits.uwo.ca

W




BECOME CYBERSMART.

1. Keep your information private
6. Be cautious of suspicious emails
3l B B B O Gh B G
N D B D N D S

ISECERIIYdisinoticomplete
withoutiu/"
) #ProtectU

2. Routinely change passwords

3. Install antivirus protection
4. Do not pirate music

5. Never click on pop-ups

" »

October is National Cyber Security Month in North America

LearnlhowltclProtectU;:
- By phone: 519-661-3800 or Ext: 83800

- In person: Support Services Bu:ldlng
Drop In Counter =

- By webform: itshelp.uwo.ca ‘ D
- Ask ITS: askits.uwo.ca

https://cybersmart.uwo.ca 128




PROTECT WESTERN VISIT
t pf https://cybersmart.uwo.ca

PROTECT YOU X :;’; o . CONTACT
519 661 3800 - 83800

FOR HELP
itshelp.uwo.ca
THE INTERNET X askits.uwo.ca

Ao SUPPORT
riorgel facebook.com/westernulTS
', @westernulTS

#PROTECTU
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